Unified v2.8.1 Security Updates, 2025-03-31

This document describes the 123 security updates available for Unified v2.8.1 base stations since the release, through 2025-03-31.

Date

2021-
09-18

2021-

10-12

2021-
11-29

2021-
12-28

2022-
01-25

Package

libnettle4

libicu52

libgmp10

python-gnupg

Irzsz

CVE(S)

CVE-
2021-
20305
CVE-
2021-
3580

CVE-
2020-
21913

CVE-
2021-
43618

CVE-
2018-
12020

CVE-
2018-
10195

Synopsys

Non-maintainer upload by the ELTS team.

Fix CVE-2021-20305: A flaw was found in Nettle, where several
Nettle signature verification functions (EDDSA & ECDSA) result in
the Elliptic Curve Cryptography point (ECC) multiply function
being called with out-of-range scalers, possibly resulting in incorrect
results. This flaw allows an attacker to force an invalid signature,
causing an assertion failure or possible validation. The highest threat
to this vulnerability is to confidentiality, integrity, as well as system
availability.

Fix CVE-2021-3580: A flaw was found in the way nettle’s RSA
decryption functions handled specially crafted ciphertext. An
attacker could use this flaw to provide a manipulated ciphertext
leading to application crash and denial of service.

Non-maintainer upload by the LTS team.

CVE-2020-21913: Prevent a potential use-after-free vulnerability in
the pkg_createWithAssemblyCode function.

Non-maintainer upload by the ELTS team.

Add patch to avoid bit size overflows. (Fixes: CVE-2021-43618)

Non-maintainer upload by the ELTS team.

Add patch to add --no-verbose to the gpg command line. (Fixes:

CVE-2018-12020)

Non-maintainer upload by the ELTS Team.

CVE-2018-10195 possible sz data leak (original patch from the
Fedora project)

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100



Date

2022-
01-31

2022-
01-31

2022-
03-06

Package

passwd

login

libsasl2-2

CVE(s)

CVE-
2017-
12424
CVE-
2017-
12424
CVE-
2018-
7169

CVE-
2018-
7169

CVE-
2017-
12424
CVE-
2017-
12424
CVE-
2018-
7169

CVE-
2018-
7169

CVE-
2022-
24407

Synopsys

e Non-maintainer upload by the ELTS team.

e  SECURITY UPDATE: Crash or buffer overflow

o debian/patches/CVE-2017-12424.patch: fix buffer
overflow if NULL line is present in db in
lib/commonio.c.

o CVE-2017-12424

e  SECURITY UPDATE: Access to privileged information

o  debian/patches/CVE-2018-7169.patch: newgidmap:

enforce setgroups=deny if self-mapping a group in
src/newgidmap.c.

o CVE-2018-7169

e Non-maintainer upload by the ELTS team.

e SECURITY UPDATE: Crash or buffer overflow

o debian/patches/CVE-2017-12424.patch: fix buffer
overflow if NULL line is present in db in
lib/commonio.c.

o CVE-2017-12424

e SECURITY UPDATE: Access to privileged information

o  debian/patches/CVE-2018-7169.patch: newgidmap:

enforce setgroups=deny if self-mapping a group in
src/newgidmap.c.

o CVE-2018-7169

e Non-maintainer upload by the ELTS Team.

e  Fix _sasl_add_string

e CVE-2022-24407 Escape password for SQL insert/update
commands

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100



Date

2022-
03-06

2022-
04-10

2022-
04-10

2022-
04-10

2022-
04-28

2022-
05-20

Package

libsas|2-
modules-db

gzip

xz-utils

liblzmab

openvpn

libldap-2.4-2

CVE(s) Synopsys

CVE-
2022-
24407

CVE-
2022-
1271 o

CVE-
2022-
1271 o

CVE-
2022-
1271 i

CVE- °
2017-
12166 o
CVE-
2020-
15078 J
CVE-
2022-
0547

CVE- ®
2022-
29155

Non-maintainer upload by the ELTS Team.

Fix _sasl_add_string

CVE-2022-24407 Escape password for SQL insert/update
commands

Non-maintainer upload by the ELTS team.

Add patch to avoid exploit via multi-newline file namesfix. (Fixes:

CVE-2022-1271)

Non-maintainer upload by the ELTS team.

Add patch to fix fix escaping of malicious filenames. (ZDI-CAN-

16587) (Fixes: CVE-2022-1271)

Non-maintainer upload by the ELTS team.

Add patch to fix fix escaping of malicious filenames. (ZDI-CAN-
16587) (Fixes: CVE-2022-1271)

Non-maintainer upload by the ELTS Team.

CVE-2017-12166: buffer overflow in key-method 1.

CVE-2020-15078: authentication bypass with deferred auth.

CVE-2022-0547: authentication bypass with multiple deferred auth
schemes.

Non-maintainer upload by the ELTS Team.

CVE-2022-29155 Fix back-sql injection in filter values. (ITS#9815)

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100



Date

2022-
07-03

2022-
09-11

2022-
09-15

2022-
10-10

2022-
10-10

Package

dpkg

zliblg

libsglite3-0

libdbus-1-3

dbus

CVE(s) Synopsys

CVE-
2022-
1664 °

CVE- R
2022-
37434
CVE-
2018- .
25032

CVE-
2020- ®
35525
CVE-
2019-
16168

CVE-
2022-
42010

CVE-
2022-
42010

Dpkg::Source::Archive: Prevent directory traversal for in-place
extract> Reported by Max Justicz <max@justi.cz>. Fixes CVE-
2022-1664.

Dpkg::Source::Package::V2: Always fix the permissions for
upstream tarballs.

o  German (Helge Kreutzmann). (Various fixes)

Non-maintainer upload by the ELTS Team.

CVE-2022-37434: heap buffer overflow via large gzip header extra
field

Non-maintainer upload by the ELTS Security Team.

CVE-2018-25032: Fix a bug that can crash deflate on some input
when using Z_FIXED

Non-maintainer upload by the Freexian ELTS Team.

CVE-2020-35525: Prevent a potential null pointer deference issue in
INTERSEC query processing.

Non-maintainer upload by the Freexian ELTS Team.

Fix CVE-2019-16168 and CVE-2019-20218.

Non-maintainer upload by the ELTS Team.

Fix several denial of service issues where an authenticated attacker
can crash the system bus by sending crafted messages (CVE-2022-
42010, CVE-2022-42011, CVE-2022-42012)

Non-maintainer upload by the ELTS Team.

Fix several denial of service issues where an authenticated attacker
can crash the system bus by sending crafted messages (CVE-2022-
42010, CVE-2022-42011, CVE-2022-42012)

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100


mailto:max@justi.cz

Date Package

2022-  isc-dhcp-
10-13 common

2022- .

10-13  'sc-dhcp-server
582123 isc-dhcp-client
igzlzg libxdmcp6
2022 libpixman-1-0
2022-

19-27 grub-common

CVE(s) Synopsys

CVE- ]
2022-
2928

CVE-
2022-
2929 .

CVE- °
2022-
2928

CVE-
2022-
2929 .

CVE- ]
2022-
2928

CVE-
2022-
2929 .

CVE-
2017-
2625 M

CVE-
2022-
44638

CVE-
2022-
2601

Non-maintainer upload by the ELTS Team.

CVE-2022-2928: refcount overflow.

CVE-2022-2929: memory leak.

Non-maintainer upload by the ELTS Team.

CVE-2022-2928: refcount overflow.

CVE-2022-2929: memory leak.

Non-maintainer upload by the ELTS Team.

CVE-2022-2928: refcount overflow.

CVE-2022-2929: memory leak.

Install html documentation, the txt one fails to build on armel.

Really apply patch for CVE-2017-2625 by build-depending on quilt
and calling dh_quilt_patch/dh_quilt_unpatch in debian/rules.

CVE-2022-44638: integer overflow leading to buffer overflow
write.

Non-maintainer upload by the ELTS team.

Fix CVE-2022-2601 and CVVE-2022-3775: Several issues were
found in GRUB2’s font handling code, which could result in crashes
and potentially execution of arbitrary code. These could lead to by-
pass of UEFI Secure Boot on affected systems. Further, issues were
found in image loading that could potentially lead to memory
overflows. Please note that some integer overflow mitigations could
not be applied because of builtin GCC functions which are only
available in newer Debian versions. Only system administrators

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100

R100NA

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

S1600E
S100



Date

2023-
01-16

2023-
03-04

2023-
03-04

Package

sudo-ldap

libsnmp30

libsnmp-base

CVE(s)

CVE-
2023-
22809

CVE-
2022-
4479

CVE-
2022-
4479

CVE-
2022-
4479

CVE-
2022-
44792
CVE-
2022-
24805
CVE-
2022-
24806
CVE-
2022-
24810

CVE-
2022-
4479

CVE-
2022-
4479

CVE-
2022-
4479

CVE-
2022-
44792
CVE-
2022-
24805

Synopsys

should be able to change grub2 fonts. If you use the default fonts,
your system is not affected.

Non-maintainer upload by the ELTS Team.

CVE-2023-22809 sudoedit: do not permit editor arguments to

include "--"

Add patches to fix DoS via null pointer exception issues:

(0]

debian/patches/CVE-2022-4479x-1.patch: disallow
SET with NULL varbind in agent/snmp_agent.c.

debian/patches/CVE-2022-4479x-2.patch: allow SET
with NULL varbind for testing in apps/snmpset.c.

debian/patches/CVE-2022-4479x-3.patch: add test for
NULL varbind set in

testing/fulltests/default/ T0142snmpv2csetnull_simple.
(Fixes: CVE-2022-44792, CVE-2022-44793

Non-maintainer upload by the ELTS Team.

snmpd_fix_bounds_checking: CVE-2022-24805, CVE-2022-24809

snmpd_recover_set_status: CVE-2022-24806, CVE-2022-24807,
CVE-2022-24808, CVE-2022-24810

patches based on the backports of Craig Small to Bullseye

Add patches to fix DoS via null pointer exception issues:

debian/patches/CVE-2022-4479x-1.patch: disallow
SET with NULL varbind in agent/snmp_agent.c.

debian/patches/CVE-2022-4479x-2.patch: allow SET
with NULL varbind for testing in apps/snmpset.c.

debian/patches/CVE-2022-4479x-3.patch: add test for
NULL varbind set in
testing/fulltests/default/T0142snmpv2csetnull_simple.
(Fixes: CVE-2022-44792, CVE-2022-44793

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100



Date

2023-
05-27

2023-
06-04

2023-
07-24

Package

libfreetype6

cpio

python-
werkzeug

CVE(s) Synopsys

CVE- .
2022-
24806
CVE- ®
2022-
24810

CVE-
2022-
27405
CVE-
2022-
27406

CVE-
2021-
38185

CVE- M
2023-
23934
CVE-
2023-
25577

Hardware

Version
Non-maintainer upload by the ELTS Team.
snmpd_fix_bounds_checking: CVE-2022-24805, CVE-2022-24809
snmpd_recover_set_status: CVE-2022-24806, CVE-2022-24807,
CVE-2022-24808, CVE-2022-24810
patches based on the backports of Craig Small to Bullseye
Non-maintainer upload by the ELTS Team.
Add upstream patches to fix multiple vulnerabilities.
M400 M410
o CVE-2022-27405: segmentation violation via Eiooﬁ A
ft_open_face_internal() when attempting to read the 100 E
value of FT_LONG face_index. S1600
S100
o CVE-2022-27406: segmentation violation via
FT_Request_Size() when attempting to read the value
of an unguarded face size handle.
Non-maintainer upload by the ELTS Security Team.
debian/rules: Fix a race condition that could result in a (rare) build M400 M410
failure. R100E
R100NA
S1600E
Non-maintainer upload by the ELTS Security Team. S100
CVE-2021-38185: Arbitrary code via crafted pattern file.
Non-maintainer upload by the ELTS Security Team.
CVE-2023-23934: Werkzeug will parse the cookie =Host-test=bad
as Host-test=bad". If a Werkzeug application is running next to a M400 M410
vulnerable or malicious subdomain which sets such a cookie using a R100E
vulnerable browser, the Werkzeug application will see the bad R100NA
cookie value but the valid cookie key. Browsers may allow giggOE

"nameless" cookies that look like =value instead of key=value. A
vulnerable browser may allow a compromised application on an
adjacent subdomain to exploit this to set a cookie like = Host-
test=bad for another subdomain.



Date

2023-
08-09

2023-
08-09

Package

systemd

systemd-sysv

CVE(s)

CVE-
2023-
26604
CVE-
2022-
3821

CVE-
2023-
26604
CVE-
2022-
3821

Synopsys

CVE-2023-25577: Werkzeug’s multipart form data parser will parse
an unlimited number of parts, including file parts. Parts can be a
small amount of bytes, but each requires CPU time to parse and may
use more memory as Python data. If a request can be made to an
endpoint that accesses request.data, request.form, request files, or
request.get_data(parse_form_data=False), it can cause unexpectedly
high resource usage. This allows an attacker to cause a denial of
service by sending crafted multipart data to an endpoint that will
parse it.

Non-maintainer upload by the ELTS team.

Fix CVE-2023-26604: systemd does not adequately block local
privilege escalation for some Sudo configurations, e.g., plausible
sudoers files in which the "systemctl status" command may be
executed. Specifically, systemd does not set LESSSECURE to 1,
and thus other programs may be launched from the less program.
This presents a substantial security risk when running systemctl
from Sudo, because less executes as root when the terminal size is
too small to show the complete systemctl output.

Fix CVE-2022-3821: An off-by-one Error issue was discovered in
Systemd in format_timespan() function of time-util.c. An attacker
could supply specific values for time and accuracy that leads to
buffer overrun in format_timespan(), leading to a Denial of Service.

shutdown: don’t remount,ro network filesystems.

Non-maintainer upload by the ELTS team.

Fix CVE-2023-26604: systemd does not adequately block local
privilege escalation for some Sudo configurations, e.g., plausible
sudoers files in which the "systemctl status" command may be
executed. Specifically, systemd does not set LESSSECURE to 1,
and thus other programs may be launched from the less program.
This presents a substantial security risk when running systemctl
from Sudo, because less executes as root when the terminal size is
too small to show the complete systemctl output.

Fix CVE-2022-3821: An off-by-one Error issue was discovered in
Systemd in format_timespan() function of time-util.c. An attacker
could supply specific values for time and accuracy that leads to
buffer overrun in format_timespan(), leading to a Denial of Service.

shutdown: don’t remount,ro network filesystems.

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100



Date

2023-
08-09

2023-
08-09

2023-
08-09

Package

libudevl

libpam-
systemd

libsystemdO

CVE(s)

CVE-
2023-
26604
CVE-
2022-
3821

CVE-
2023-
26604
CVE-
2022-
3821

CVE-
2023-
26604
CVE-
2022-
3821

Synopsys

Non-maintainer upload by the ELTS team.

Fix CVE-2023-26604: systemd does not adequately block local
privilege escalation for some Sudo configurations, e.g., plausible
sudoers files in which the "systemctl status" command may be
executed. Specifically, systemd does not set LESSSECURE to 1,
and thus other programs may be launched from the less program.
This presents a substantial security risk when running systemctl
from Sudo, because less executes as root when the terminal size is
too small to show the complete systemctl output.

Fix CVE-2022-3821: An off-by-one Error issue was discovered in
Systemd in format_timespan() function of time-util.c. An attacker
could supply specific values for time and accuracy that leads to

buffer overrun in format_timespan(), leading to a Denial of Service.

shutdown: don’t remount,ro network filesystems.

Non-maintainer upload by the ELTS team.

Fix CVE-2023-26604: systemd does not adequately block local
privilege escalation for some Sudo configurations, e.g., plausible
sudoers files in which the "systemctl status" command may be
executed. Specifically, systemd does not set LESSSECURE to 1,
and thus other programs may be launched from the less program.
This presents a substantial security risk when running systemctl
from Sudo, because less executes as root when the terminal size is
too small to show the complete systemctl output.

Fix CVE-2022-3821: An off-by-one Error issue was discovered in
Systemd in format_timespan() function of time-util.c. An attacker
could supply specific values for time and accuracy that leads to

buffer overrun in format_timespan(), leading to a Denial of Service.

shutdown: don’t remount,ro network filesystems.

Non-maintainer upload by the ELTS team.

Fix CVE-2023-26604: systemd does not adequately block local
privilege escalation for some Sudo configurations, e.g., plausible
sudoers files in which the "systemctl status" command may be
executed. Specifically, systemd does not set LESSSECURE to 1,
and thus other programs may be launched from the less program.
This presents a substantial security risk when running systemctl
from Sudo, because less executes as root when the terminal size is
too small to show the complete systemctl output.

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100



Date

2023-
09-23

2023-
09-29

2023-
10-05

Package

libssh2-1

libcups2

libx11-data

CVE(s) Synopsys

CVE-
2020-
22218 M

CVE-
2023-
4504 .
CVE-
2023-
32360 ®
CVE-
2023-
34241
CVE-
2023-
32324 U
CVE-
2020-
10001

CVE-

2023- °
43785

CVE-

2023-

43786 b
CVE-

2023-

43787

CVE-

2023- .
3138

Hardware

Version

Fix CVE-2022-3821: An off-by-one Error issue was discovered in

Systemd in format_timespan() function of time-util.c. An attacker

could supply specific values for time and accuracy that leads to

buffer overrun in format_timespan(), leading to a Denial of Service.

shutdown: don’t remount,ro network filesystems.

Non-maintainer upload by the ELTS Team. M400 M410
R100E
R100NA

CVE-2020-22218 missing check in _libssh2_packet_add() allows S1600E

attackers to access out of bounds memory. S100

CVE-2023-4504 Postscript parsing heap-based buffer overflow

CVE-2023-32360 authentication issue

CVE-2023-34241 use-after-free in cupsdAcceptClient() M400 M410
R100E

CVE-2023-32324 A heap buffer overflow vulnerability would allow R100NA
a remote attacker to lauch a dos attack. S1600E

S100
Non-maintainer upload by the ELTS Team.
CVE-2020-10001.patch An input validation issue might allow a
malicious application to read restricted memory.
CVE-2023-43785: out-of-bounds memory access in
_XkbReadKeySyms
CVE-2023-43786: stack exhaustion from infinite recursion in
PutSublmage
M400 M410
CVE-2023-43787: integer overflow in XCreatelmage R100E
R100NA
S1600E
Add some more patches for extra hardening. S100

Non-maintainer upload by the ELTS Security Team.

CVE-2023-3138: Missing input validation in various functions may
result in denial of service.



Date

2023-
10-05

2023-
11-12

Package

libx11-6

vim-common

CVE(s) Synopsys

CVE-

2023- .
43785

CVE-

2023-

43786 ®
CVE-

2023-

43787

CVE-

2023- ]
3138

CVE-
2023- .
4752
CVE-
2023- °
4781
CVE- N
2023-
5344
CVE- .
2022-
4141
CVE-
2022-
1785 o
CVE-
2022-
2129
CVE-
2022-
2285
CVE- °
2022-
3134 o
CVE-
2022-
1851
CVE- )
2021-
3903
CVE-
2022-
0572
CVE- °
2022-
1720

CVE-2023-43785: out-of-bounds memory access in
_XkbReadKeySyms

CVE-2023-43786: stack exhaustion from infinite recursion in
PutSublmage

CVE-2023-43787: integer overflow in XCreatelmage

Add some more patches for extra hardening.

Non-maintainer upload by the ELTS Security Team.

CVE-2023-3138: Missing input validation in various functions may
result in denial of service.

Non-maintainer upload by the ELTS Team.

CVE-2023-4752: Heap use after free in ins_compl_get_exp()

CVE-2023-4781: Heap buffer-overflow in vim_regsub_both()

CVE-2023-5344: Heap buffer-overflow in trunc_string()

Non-maintainer upload by the ELTS team.

Fix CVE-2022-4141, CVE-2023-0054, CVE-2023-1175, CVE-
2023-2610: Multiple security vulnerabilities have been discovered in
vim, an enhanced vi editor. Buffer overflows and out-of-bounds
reads may lead to a denial-of-service (application crash) or other
unspecified impact.

Non-maintainer upload by the ELTS team.

Fix CVE-2022-1785, CVE-2022-1897, CVE-2022-1942, CVE-
2022-2000 CVE-2022-2129, CVE-2022-3235, CVE-2022-3256

Non-maintainer upload by the ELTS team.

Fix CVE-2022-2285, CVE-2022-2304, CVE-2022-2946, CVE-
2022-3099, CVE-2022-3134, CVE-2022-3234, CVE-2022-3324.

Multiple security vulnerabilities have been discovered in vim, an
enhanced vi editor. Buffer overflows, out-of-bounds reads and use-

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100



Date

2023-
12-17

Package

ncurses-term

CVE(s) Synopsys

CVE-
2022-
1154
CVE-
2021-
3872
CVE- .
2021-
3984
CVE-
2022-
0213
CVE-
2022-
0408 ®
CVE-
2021-
3796

CVE-

2023- .
29491

CVE-

2020- °
19189
CVE-
2019-
17594
CVE-
2022- ]
29458
CVE-
2019-
17595
CVE-
2019-

after-free may lead to a denial-of-service (application crash) or other
unspecified impact.

Non-maintainer upload by the ELTS team.

Fix CVE-2022-1851, CVE-2022-1898, CVE-2022-1968, CVE-
2022-0943, CVE-2021-3903, CVE-2022-0417, CVE-2022-2124,
CVE-2022-2126. Multiple security vulnerabilities have been
discovered in vim, an enhanced vi editor. Buffer overflows, out-of-
bounds reads and use-after-free may lead to a denial-of-service
(application crash) or other unspecified impact.

Non-maintainer upload by the ELTS team.

Fix CVE-2022-0572, CVE-2022-0261, CVE-2022-0351, CVE-
2022-0413, CVE-2022-1720, CVE-2022-0443, CVE-2022-1616,
CVE-2022-1619, CVE-2022-1621, CVE-2022-1154. Multiple
security vulnerabilities have been discovered in vim, an enhanced vi
editor. Buffer overflows, out-of-bounds reads and use-after-free may
lead to a denial-of-service (application crash) or other unspecified
impact.

Non-maintainer upload by the ELTS team. Fix the following CVE:
CVE-2021-3872, CVE-2021-3927, CVE-2021-3928, CVE-2021-
3973, CVE-2021-3974, CVE-2021-3984, CVE-2021-4019, CVE-
2021-4069, CVE-2021-4192, CVE-2021-4193, CVE-2022-0213,
CVE-2022-0319, CVE-2022-0359, CVE-2022-0361, CVE-2022-
0368, CVE-2022-0408, CVE-2022-0554, CVE-2022-0685, CVE-
2022-0714, CVE-2022-0729, CVE-2021-3796, CVE-2021-3778,
CVE-2019-20807. Multiple security vulnerabilities have been
discovered in vim, an enhanced vi editor. Buffer overflows, out-of-
bounds reads and Null pointer derefrences may lead to a denial-of-
service (application crash) or other unspecified impact.

Non-maintainer upload by the ELTS Team.

Mitigate CVE-2023-29491: Disallow loading of custom terminfo
entries in setuid/setgid programs.

Non-maintainer upload by the ELTS Team.

Cherry-pick upstream fix for CVE-2020-19189.

Add additional CVEs fixed to CVE-2019-17594.diff & CVE-2020-
17595.diff.

Hardware
Version
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R100NA
S1600E
S100



Date

2023-
12-17

2023-
12-17

Package

ncurses-bin

libtinfo5

CVE(s) Synopsys

17594 .
CVE-
2018-
19211 ®

CVE-

2023-

29491

CVE-

2020- .
19189

CVE-

2019- ®
17594
CVE-
2022-
29458
CVE-
2019- .
17595
CVE-
2019-
17594
CVE-
2018-
19211 .

CVE-
2023- d
29491
CVE-

Hardware
Version

Non-maintainer upload by the ELTS Team.

CVE-2022-29458 Avoid out-of-bounds read in convert_strings in
the terminfo library.

CVE-2019-17595 Check for missing character after backslash in
fmt_entry.

CVE-2019-17594 Check for invalid hashcode in
_nc_find_type_entry and nc_find_entry.

CVE-2018-19211 Avoid NULL pointer dereference in
_nc_parse_entry.

Non-maintainer upload by the ELTS Team.

Mitigate CVE-2023-29491: Disallow loading of custom terminfo
entries in setuid/setgid programs.

Non-maintainer upload by the ELTS Team.

Cherry-pick upstream fix for CVE-2020-19189.

Add additional CVEs fixed to CVE-2019-17594.diff & CVE-2020-

17595.diff. M400 M410
R100E
R100NA
S1600E
S100

Non-maintainer upload by the ELTS Team.

CVE-2022-29458 Avoid out-of-bounds read in convert_strings in
the terminfo library.

CVE-2019-17595 Check for missing character after backslash in
fmt_entry.

CVE-2019-17594 Check for invalid hashcode in
_nc_find_type_entry and nc_find_entry.

CVE-2018-19211 Avoid NULL pointer dereference in
_Nnc_parse_entry.

M400 M410
R100E
R100NA

Non-maintainer upload by the ELTS Team.



Date

2023-
12-17

Package

ncurses-base

CVE(s) Synopsys

2020- °
19189
CVE-
2019-
17594 hd
CVE-
2022-
29458
CVE-
2019- .
17595
CVE-
2019-
17594
CVE-
2018- .
19211

CVE-
2023-
29491
CVE-
2020-
19189 .
CVE-
2019-
17594 ®
CVE-
2022-
29458
CVE-
2019-
17595 U
CVE-
2019-
17594
CVE-
2018-
19211 .
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Mitigate CVE-2023-29491: Disallow loading of custom terminfo S1600E
entries in setuid/setgid programs. 5100

Non-maintainer upload by the ELTS Team.
Cherry-pick upstream fix for CVE-2020-19189.

Add additional CVEs fixed to CVE-2019-17594.diff & CVE-2020-
17595.diff.

Non-maintainer upload by the ELTS Team.

CVE-2022-29458 Avoid out-of-bounds read in convert_strings in
the terminfo library.

CVE-2019-17595 Check for missing character after backslash in
fmt_entry.

CVE-2019-17594 Check for invalid hashcode in
_nc_find_type_entry and nc_find_entry.

CVE-2018-19211 Avoid NULL pointer dereference in
_Nnc_parse_entry.

Non-maintainer upload by the ELTS Team.

Mitigate CVE-2023-29491: Disallow loading of custom terminfo
entries in setuid/setgid programs.

Non-maintainer upload by the ELTS Team.

Cherry-pick upstream fix for CVE-2020-19189. M400 M410
R100E

Add additional CVEs fixed to CVE-2019-17594.diff & CVE-2020-  R100NA

. S1600E
17595.diff.
595.di S100

Non-maintainer upload by the ELTS Team.

CVE-2022-29458 Avoid out-of-bounds read in convert_strings in
the terminfo library.

CVE-2019-17595 Check for missing character after backslash in
fmt_entry.



Date

2023-
12-20

Package

libbluetooth3

CVE(s) Synopsys

CVE-

2023-

45866

CVE- o
2022-

0204

CVE- ®
2022-

39176

CVE-

2022-

39177 o
CVE-

2017-

1000250

CVE-

2019- )
8921

CVE-

2019-

8922

CVE-

2021-

41229 o

CVE-2019-17594 Check for invalid hashcode in
_nc_find_type_entry and nc_find_entry.

CVE-2018-19211 Avoid NULL pointer dereference in
_nc_parse_entry.

Non-maintainer upload by the Debian ELTS Team.

CVE-2023-45866: Fix an issue where Bluetooth Human Interface
Devices (HID) hosts in BlueZ may have permitted an
unauthenticated peripheral to initiate and establish encrypted
connections and accept keyboard reports, potentially permitting
injection of HID messages despite no user actually authorising such
access.

Non-maintainer upload by the ELTS team.

patches based on the work of Sylvain Beucler for Buster

CVE-2022-0204: a heap overflow vulnerability was found in bluez.
An attacker with local network access could pass specially crafted
files causing an application to halt or crash, leading to a denial of
service.

CVE-2022-39176: BlueZ allows physically proximate attackers to
obtain sensitive information because profiles/audio/avrcp.c does not
validate params_len.

CVE-2022-39177: BlueZ allows physically proximate attackers to
cause a denial of service because malformed and invalid capabilities
can be processed in profiles/audio/avdtp.c.

Non-maintainer upload by the ELTS Security Team.

CVE-2017-1000250: replace RedHat’s early patch with upstream’s,
50 as to minimize conflicts with new CVE fixes

CVE-2019-8921: SDP infoleak, the vulnerability lies in the handling
of a SVC_ATTR_REQ by the SDP implementation of BlueZ. By
crafting a malicious CSTATE, it is possible to trick the server into
returning more bytes than the buffer actually holds, resulting in
leaking arbitrary heap data.

CVE-2019-8922: SDP Heap Overflow; this vulnerability lies in the
SDP protocol handling of attribute requests as well. By requesting a

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100



Date

2024-
01-26

2024-
02-25

2024-
03-11

Package

libjasperl

python-jinja2

openssh-client

CVE(s)

CVE-
2023-
51257

CVE-
2024-
22195

CVE-
2023-
51385
CVE-
2021-
41617
CVE-
2023-
38408
CVE-
2023-
38408

Synopsys

huge number of attributes at the same time, an attacker can overflow
the static buffer provided to hold the response.

CVE-2021-41229: sdp_cstate_alloc_buf allocates memory which
will always be hung in the singly linked list of cstates and will not
be freed. This will cause a memory leak over time. The data can be a
very large object, which can be caused by an attacker continuously
sending sdp packets and this may cause the service of the target
device to crash.

Non-maintainer upload by the ELTS team.

CVE-2023-51257 fix of invalid memory write

Non-maintainer upload by the ELTS team.

CVE-2024-22195: Fix an issue where it was possible to inject
arbitrary HTML attributes into the rendered HTML via the "xmlattr"
filter, potentially leading to a Cross-Site Scripting (XSS) attack. It
may also have been possible to bypass attribute validation checks if
they were blacklist-based.

Non-maintainer upload by the ELTS team.

Add debian/salsa-ci.yml using Its-team/pipeline for jessie

Fix test cert not yet valid by using cert dates after the end of jessie
ELTS. Add debian/patches/test-fix-cer-not-yet-valid.patch

CVE-2023-51385: ssh(1): Ban most shell metacharacters from user
and hostnames supplied via the command-line

CVE-2021-41617: Initialise correctly supplemental groups when
executing an AuthorizedKeysCommand or
AuthorizedPrincipalsCommand

Non-maintainer upload by the ELTS team.

remote code execution relating to PKCS#11 providers

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100

M400 M410
R100E
R100NA
S1600E
S100



Date

2024-
05-17

Package

liblwres90

CVE(s)

CVE-
2023-
50387
CVE-
2023-
50387
CVE-
2023-
50868
CVE-
2023-
3341

CVE-
2023-
2828

CVE-
2020-
8625

CVE-
2015-
5722

CVE-
2020-
8622

CVE-
2021-
25219
CVE-
2021-
25214
CVE-
2022-
2795

CVE-
2022-
38177
CVE-
2021-
25220
CVE-
2021-
25220
CVE-
2021-
25220
CVE-

Hardware
Version

o  d/p/CVE-2023-38408-1.patch: terminate process if
requested to load a PKCS#11 provider that isn’t a
PKCS#11 provider in ssh-pkecsll.c.

o CVE-2023-38408

Non-maintainer upload by the ELTS Team.

CVE-2023-50387 and CVE-2023-50868 Specific DNS answers
could cause a denial-of-service condition due to DNS validation
taking a long time. (CVE-2023-50387) The same code change also
addresses another problem: preparing NSEC3 closest encloser
proofs could exhaust available CPU resources. (CVE-2023-50868)

Add debian/.gitlab-ci.yml using recipe for jessie
Add debian/tests/ from buster

Make d/tests/validation less flaky.
Non-maintainer upload by the ELTS Team.

CVE-2023-3341 A stack exhaustion flaw was discovered in the

. - 8 - M400 M410
control channel code which may result in denial of service (named R100E
daemon crash). R100NA

S1600E
Non-maintainer upload by the Debian ELTS Team. 5100

CVE-2023-2828: It was discovered that the effectiveness of the
cache-cleaning algorithm used in named(5) can be severely
diminished by querying the resolver for specific RRsets in a certain
order, effectively allowing the configured max-cache-size limit to be
significantly exceeded.

Non-maintainer upload by the ELTS Team.
Build-depend on quilt, apply and clean up patches during the build.

Make CVE-2020-8625 a real patch, and unapply it from the diff.gz
and from a half-applied state in .pc (looks like it had been applied
with quilt, was listed in d/p/series, but there was no .patch file).

Move CVE-2015-5722.patch from ./ to debian/patches/ and apply it
using quilt, unapplying it from the .diff.gz.



Date Package CVE(s) Synopsys
2021- .
25219

Use standalone CVE-2020-8622.patch from stretch, unapply it from
the .diff.gz.

Move CVE-2021-25219 changes to a patch as well. Add CVE
annotation to 1:9.9.5.dfsg-9+deb8u23 changelog entry.

Move changes from CVE-2021-25214, CVE-2021-25215, CVE-
2021-25216 to standalone patches.

With all patches applied, there’s no diff between deb8u27 and
deb8u28 up to this point, other than to the debian/ dir itself. All of
these changes have been done for maintainability purpuses, so that
it’s easier to know what has changed and when, and it’s easy for
anyone to revert a change if it was deemed necessary, as well as for
security reviews.

New security fixes addressed in this release:

o CVE-2022-2795: degraded performance when
processing large delegations.

o CVE-2022-38177: memory leak in ECDSA
verification.

Non-maintainer upload by the ELTS team.

Apply the fix for CVE-2021-25220 again but do not patch the
exported libraries because the only reverse-dependency isc-dhcp is
not affected.

Non-maintainer upload by the ELTS team.

The patch for CVE-2021-25220 caused a regression in the isc-dhcp-
client package which prevented network configuration via the
dhclient. This patch has been reverted until the regression can be
properly addressed.

Non-maintainer upload by the ELTS team.

Fix CVE-2021-25220: When using forwarders, bogus NS records
supplied by, or via, those forwarders may be cached and used by
named if it needs to recurse for any reason, causing it to obtain and
pass on potentially incorrect answers.

Non-maintainer upload by the ELTS team.

Hardware
Version



Date

2024-
05-17

Package

libdns-
export100

CVE(s) Synopsys

CVE- ®
2023-
50387 .
CVE-
2023-
50387
CVE-
2023-
50868
CVE- o
2023-
3341
CVE-
2023-
2828 °
CVE-
2020-
8625 hd
CVE-
2015-
5722
CVE-
2020-
8622
CVE- °
2021-
25219
CVE-
2021-
25214
CVE-
2022-
2795
CVE- °
2022-
38177
CVE- ®
2021-
25220
CVE-
2021-
25220
CVE-
2021- °
25220
CVE-

In BIND exploitation of broken authoritative servers using a flaw in
response processing can cause degradation in BIND resolver
performance. The way the lame cache is currently designed makes it
possible for its internal data structures to grow almost infinitely,
which may cause significant delays in client query processing
(CVE-2021-25219).

Non-maintainer upload by the ELTS Team.

CVE-2023-50387 and CVE-2023-50868 Specific DNS answers
could cause a denial-of-service condition due to DNS validation
taking a long time. (CVE-2023-50387) The same code change also
addresses another problem: preparing NSEC3 closest encloser
proofs could exhaust available CPU resources. (CVE-2023-50868)

Add debian/.gitlab-ci.yml using recipe for jessie

Add debian/tests/ from buster

Make d/tests/validation less flaky.

Non-maintainer upload by the ELTS Team.

CVE-2023-3341 A stack exhaustion flaw was discovered in the
control channel code which may result in denial of service (named
daemon crash).

Non-maintainer upload by the Debian ELTS Team.

CVE-2023-2828: It was discovered that the effectiveness of the
cache-cleaning algorithm used in named(5) can be severely
diminished by querying the resolver for specific RRsets in a certain
order, effectively allowing the configured max-cache-size limit to be
significantly exceeded.

Non-maintainer upload by the ELTS Team.

Build-depend on quilt, apply and clean up patches during the build.

Make CVE-2020-8625 a real patch, and unapply it from the diff.gz
and from a half-applied state in .pc (looks like it had been applied
with quilt, was listed in d/p/series, but there was no .patch file).

Move CVE-2015-5722.patch from ./ to debian/patches/ and apply it
using quilt, unapplying it from the .diff.gz.

Hardware
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Date Package CVE(s) Synopsys
2021- .
25219

Use standalone CVE-2020-8622.patch from stretch, unapply it from
the .diff.gz.

Move CVE-2021-25219 changes to a patch as well. Add CVE
annotation to 1:9.9.5.dfsg-9+deb8u23 changelog entry.

Move changes from CVE-2021-25214, CVE-2021-25215, CVE-
2021-25216 to standalone patches.

With all patches applied, there’s no diff between deb8u27 and
deb8u28 up to this point, other than to the debian/ dir itself. All of
these changes have been done for maintainability purpuses, so that
it’s easier to know what has changed and when, and it’s easy for
anyone to revert a change if it was deemed necessary, as well as for
security reviews.

New security fixes addressed in this release:

o CVE-2022-2795: degraded performance when
processing large delegations.

o CVE-2022-38177: memory leak in ECDSA
verification.

Non-maintainer upload by the ELTS team.

Apply the fix for CVE-2021-25220 again but do not patch the
exported libraries because the only reverse-dependency isc-dhcp is
not affected.

Non-maintainer upload by the ELTS team.

The patch for CVE-2021-25220 caused a regression in the isc-dhcp-
client package which prevented network configuration via the
dhclient. This patch has been reverted until the regression can be
properly addressed.

Non-maintainer upload by the ELTS team.

Fix CVE-2021-25220: When using forwarders, bogus NS records
supplied by, or via, those forwarders may be cached and used by
named if it needs to recurse for any reason, causing it to obtain and
pass on potentially incorrect answers.

Non-maintainer upload by the ELTS team.

Hardware
Version
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2024-
05-17

Package

libbind9-90

CVE(s) Synopsys

CVE- ®
2023-
50387 .
CVE-
2023-
50387
CVE-
2023-
50868
CVE- o
2023-
3341
CVE-
2023-
2828 °
CVE-
2020-
8625 hd
CVE-
2015-
5722
CVE-
2020-
8622
CVE- °
2021-
25219
CVE-
2021-
25214
CVE-
2022-
2795
CVE- °
2022-
38177
CVE- ®
2021-
25220
CVE-
2021-
25220
CVE-
2021- °
25220
CVE-

In BIND exploitation of broken authoritative servers using a flaw in
response processing can cause degradation in BIND resolver
performance. The way the lame cache is currently designed makes it
possible for its internal data structures to grow almost infinitely,
which may cause significant delays in client query processing
(CVE-2021-25219).

Non-maintainer upload by the ELTS Team.

CVE-2023-50387 and CVE-2023-50868 Specific DNS answers
could cause a denial-of-service condition due to DNS validation
taking a long time. (CVE-2023-50387) The same code change also
addresses another problem: preparing NSEC3 closest encloser
proofs could exhaust available CPU resources. (CVE-2023-50868)

Add debian/.gitlab-ci.yml using recipe for jessie

Add debian/tests/ from buster

Make d/tests/validation less flaky.

Non-maintainer upload by the ELTS Team.

CVE-2023-3341 A stack exhaustion flaw was discovered in the
control channel code which may result in denial of service (named
daemon crash).

Non-maintainer upload by the Debian ELTS Team.

CVE-2023-2828: It was discovered that the effectiveness of the
cache-cleaning algorithm used in named(5) can be severely
diminished by querying the resolver for specific RRsets in a certain
order, effectively allowing the configured max-cache-size limit to be
significantly exceeded.

Non-maintainer upload by the ELTS Team.

Build-depend on quilt, apply and clean up patches during the build.

Make CVE-2020-8625 a real patch, and unapply it from the diff.gz
and from a half-applied state in .pc (looks like it had been applied
with quilt, was listed in d/p/series, but there was no .patch file).

Move CVE-2015-5722.patch from ./ to debian/patches/ and apply it
using quilt, unapplying it from the .diff.gz.
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Date Package CVE(s) Synopsys
2021- .
25219

Use standalone CVE-2020-8622.patch from stretch, unapply it from
the .diff.gz.

Move CVE-2021-25219 changes to a patch as well. Add CVE
annotation to 1:9.9.5.dfsg-9+deb8u23 changelog entry.

Move changes from CVE-2021-25214, CVE-2021-25215, CVE-
2021-25216 to standalone patches.

With all patches applied, there’s no diff between deb8u27 and
deb8u28 up to this point, other than to the debian/ dir itself. All of
these changes have been done for maintainability purpuses, so that
it’s easier to know what has changed and when, and it’s easy for
anyone to revert a change if it was deemed necessary, as well as for
security reviews.

New security fixes addressed in this release:

o CVE-2022-2795: degraded performance when
processing large delegations.

o CVE-2022-38177: memory leak in ECDSA
verification.

Non-maintainer upload by the ELTS team.

Apply the fix for CVE-2021-25220 again but do not patch the
exported libraries because the only reverse-dependency isc-dhcp is
not affected.

Non-maintainer upload by the ELTS team.

The patch for CVE-2021-25220 caused a regression in the isc-dhcp-
client package which prevented network configuration via the
dhclient. This patch has been reverted until the regression can be
properly addressed.

Non-maintainer upload by the ELTS team.

Fix CVE-2021-25220: When using forwarders, bogus NS records
supplied by, or via, those forwarders may be cached and used by
named if it needs to recurse for any reason, causing it to obtain and
pass on potentially incorrect answers.

Non-maintainer upload by the ELTS team.

Hardware
Version



Date

2024-
05-17

Package

libisccfg90

CVE(s) Synopsys

CVE- ®
2023-
50387 .
CVE-
2023-
50387
CVE-
2023-
50868
CVE- o
2023-
3341
CVE-
2023-
2828 °
CVE-
2020-
8625 hd
CVE-
2015-
5722
CVE-
2020-
8622
CVE- °
2021-
25219
CVE-
2021-
25214
CVE-
2022-
2795
CVE- °
2022-
38177
CVE- ®
2021-
25220
CVE-
2021-
25220
CVE-
2021- °
25220
CVE-

In BIND exploitation of broken authoritative servers using a flaw in
response processing can cause degradation in BIND resolver
performance. The way the lame cache is currently designed makes it
possible for its internal data structures to grow almost infinitely,
which may cause significant delays in client query processing
(CVE-2021-25219).

Non-maintainer upload by the ELTS Team.

CVE-2023-50387 and CVE-2023-50868 Specific DNS answers
could cause a denial-of-service condition due to DNS validation
taking a long time. (CVE-2023-50387) The same code change also
addresses another problem: preparing NSEC3 closest encloser
proofs could exhaust available CPU resources. (CVE-2023-50868)

Add debian/.gitlab-ci.yml using recipe for jessie

Add debian/tests/ from buster

Make d/tests/validation less flaky.

Non-maintainer upload by the ELTS Team.

CVE-2023-3341 A stack exhaustion flaw was discovered in the
control channel code which may result in denial of service (named
daemon crash).

Non-maintainer upload by the Debian ELTS Team.

CVE-2023-2828: It was discovered that the effectiveness of the
cache-cleaning algorithm used in named(5) can be severely
diminished by querying the resolver for specific RRsets in a certain
order, effectively allowing the configured max-cache-size limit to be
significantly exceeded.

Non-maintainer upload by the ELTS Team.

Build-depend on quilt, apply and clean up patches during the build.

Make CVE-2020-8625 a real patch, and unapply it from the diff.gz
and from a half-applied state in .pc (looks like it had been applied
with quilt, was listed in d/p/series, but there was no .patch file).

Move CVE-2015-5722.patch from ./ to debian/patches/ and apply it
using quilt, unapplying it from the .diff.gz.
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Date Package CVE(s) Synopsys
2021- .
25219

Use standalone CVE-2020-8622.patch from stretch, unapply it from
the .diff.gz.

Move CVE-2021-25219 changes to a patch as well. Add CVE
annotation to 1:9.9.5.dfsg-9+deb8u23 changelog entry.

Move changes from CVE-2021-25214, CVE-2021-25215, CVE-
2021-25216 to standalone patches.

With all patches applied, there’s no diff between deb8u27 and
deb8u28 up to this point, other than to the debian/ dir itself. All of
these changes have been done for maintainability purpuses, so that
it’s easier to know what has changed and when, and it’s easy for
anyone to revert a change if it was deemed necessary, as well as for
security reviews.

New security fixes addressed in this release:

o CVE-2022-2795: degraded performance when
processing large delegations.

o CVE-2022-38177: memory leak in ECDSA
verification.

Non-maintainer upload by the ELTS team.

Apply the fix for CVE-2021-25220 again but do not patch the
exported libraries because the only reverse-dependency isc-dhcp is
not affected.

Non-maintainer upload by the ELTS team.

The patch for CVE-2021-25220 caused a regression in the isc-dhcp-
client package which prevented network configuration via the
dhclient. This patch has been reverted until the regression can be
properly addressed.

Non-maintainer upload by the ELTS team.

Fix CVE-2021-25220: When using forwarders, bogus NS records
supplied by, or via, those forwarders may be cached and used by
named if it needs to recurse for any reason, causing it to obtain and
pass on potentially incorrect answers.

Non-maintainer upload by the ELTS team.
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2024-
05-17

Package

libdns100

CVE(s) Synopsys

CVE- ®
2023-
50387 .
CVE-
2023-
50387
CVE-
2023-
50868
CVE- o
2023-
3341
CVE-
2023-
2828 °
CVE-
2020-
8625 hd
CVE-
2015-
5722
CVE-
2020-
8622
CVE- °
2021-
25219
CVE-
2021-
25214
CVE-
2022-
2795
CVE- °
2022-
38177
CVE- ®
2021-
25220
CVE-
2021-
25220
CVE-
2021- °
25220
CVE-

In BIND exploitation of broken authoritative servers using a flaw in
response processing can cause degradation in BIND resolver
performance. The way the lame cache is currently designed makes it
possible for its internal data structures to grow almost infinitely,
which may cause significant delays in client query processing
(CVE-2021-25219).

Non-maintainer upload by the ELTS Team.

CVE-2023-50387 and CVE-2023-50868 Specific DNS answers
could cause a denial-of-service condition due to DNS validation
taking a long time. (CVE-2023-50387) The same code change also
addresses another problem: preparing NSEC3 closest encloser
proofs could exhaust available CPU resources. (CVE-2023-50868)

Add debian/.gitlab-ci.yml using recipe for jessie

Add debian/tests/ from buster

Make d/tests/validation less flaky.

Non-maintainer upload by the ELTS Team.

CVE-2023-3341 A stack exhaustion flaw was discovered in the
control channel code which may result in denial of service (named
daemon crash).

Non-maintainer upload by the Debian ELTS Team.

CVE-2023-2828: It was discovered that the effectiveness of the
cache-cleaning algorithm used in named(5) can be severely
diminished by querying the resolver for specific RRsets in a certain
order, effectively allowing the configured max-cache-size limit to be
significantly exceeded.

Non-maintainer upload by the ELTS Team.

Build-depend on quilt, apply and clean up patches during the build.

Make CVE-2020-8625 a real patch, and unapply it from the diff.gz
and from a half-applied state in .pc (looks like it had been applied
with quilt, was listed in d/p/series, but there was no .patch file).

Move CVE-2015-5722.patch from ./ to debian/patches/ and apply it
using quilt, unapplying it from the .diff.gz.

Hardware
Version

M400 M410
R100E
R100NA
S1600E
S100



Date Package CVE(s) Synopsys
2021- .
25219

Use standalone CVE-2020-8622.patch from stretch, unapply it from
the .diff.gz.

Move CVE-2021-25219 changes to a patch as well. Add CVE
annotation to 1:9.9.5.dfsg-9+deb8u23 changelog entry.

Move changes from CVE-2021-25214, CVE-2021-25215, CVE-
2021-25216 to standalone patches.

With all patches applied, there’s no diff between deb8u27 and
deb8u28 up to this point, other than to the debian/ dir itself. All of
these changes have been done for maintainability purpuses, so that
it’s easier to know what has changed and when, and it’s easy for
anyone to revert a change if it was deemed necessary, as well as for
security reviews.

New security fixes addressed in this release:

o CVE-2022-2795: degraded performance when
processing large delegations.

o CVE-2022-38177: memory leak in ECDSA
verification.

Non-maintainer upload by the ELTS team.

Apply the fix for CVE-2021-25220 again but do not patch the
exported libraries because the only reverse-dependency isc-dhcp is
not affected.

Non-maintainer upload by the ELTS team.

The patch for CVE-2021-25220 caused a regression in the isc-dhcp-
client package which prevented network configuration via the
dhclient. This patch has been reverted until the regression can be
properly addressed.

Non-maintainer upload by the ELTS team.

Fix CVE-2021-25220: When using forwarders, bogus NS records
supplied by, or via, those forwarders may be cached and used by
named if it needs to recurse for any reason, causing it to obtain and
pass on potentially incorrect answers.

Non-maintainer upload by the ELTS team.
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In BIND exploitation of broken authoritative servers using a flaw in
response processing can cause degradation in BIND resolver
performance. The way the lame cache is currently designed makes it
possible for its internal data structures to grow almost infinitely,
which may cause significant delays in client query processing
(CVE-2021-25219).

Non-maintainer upload by the ELTS Team.

CVE-2023-50387 and CVE-2023-50868 Specific DNS answers
could cause a denial-of-service condition due to DNS validation
taking a long time. (CVE-2023-50387) The same code change also
addresses another problem: preparing NSEC3 closest encloser
proofs could exhaust available CPU resources. (CVE-2023-50868)

Add debian/.gitlab-ci.yml using recipe for jessie

Add debian/tests/ from buster

Make d/tests/validation less flaky.

Non-maintainer upload by the ELTS Team.

CVE-2023-3341 A stack exhaustion flaw was discovered in the
control channel code which may result in denial of service (named
daemon crash).

Non-maintainer upload by the Debian ELTS Team.

CVE-2023-2828: It was discovered that the effectiveness of the
cache-cleaning algorithm us