Summary
The following is a list of the updates that Sensus has tested and approved to operate with our
software running on Red Hat Enterprise Linux.

Red Hat Enterprise Linux - version

2025-
05-27

2025-
05-26
2025-
05-20
2025-
05-18
2025-
05-18
2025-
05-13
2025-
05-13
2025-
05-07
2025-
05-06
2025-
04-29
2025-
04-21
2025-
04-21
2025-
04-21
2025-
04-21
2025-
04-21
2025-
04-21

2025-
04-21

security
security
security
security
bugfix
security
security
security
security
bugfix
security
security
bugfix
bugfix
bugfix
bugfix

bugfix

RHSA-
2025:8246

RHSA-
2025:8132

RHSA-
2025:8056

RHSA-
2025:7894

RHBA-
2025:7900

RHSA-
2025:7540

RHSA-
2025:7531

RHSA-
2025:4658

RHSA-
2025:4560

RHBA-
2025:4337

RHSA-
2025:4051

RHSA-
2025:4049

RHBA-
2025:4060

RHBA-
2025:4047

RHBA-
2025:4046

RHBA-
2025:4045

RHBA-
2025:4044

Moderate: kernel security update
Important: libsoup security update
Important: kernel security update

Important: grafana security update

openscap bug fix and enhancement
update

Moderate: libjpeg-turbo security
update

Important: kernel security update
Moderate: libtiff security update
Important: libsoup security update
kernel bug fix update

Moderate: gnutls security update

Moderate: libtasnl security update

tigervnc bug fix and enhancement
update

samba bug fix update
linux-firmware bug fix update

systemd bug fix update

device-mapper-multipath bug fix
update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHSA-2025:8246
https://access.redhat.com/errata/RHSA-2025:8246
https://access.redhat.com/errata/RHSA-2025:8132
https://access.redhat.com/errata/RHSA-2025:8132
https://access.redhat.com/errata/RHSA-2025:8056
https://access.redhat.com/errata/RHSA-2025:8056
https://access.redhat.com/errata/RHSA-2025:7894
https://access.redhat.com/errata/RHSA-2025:7894
https://access.redhat.com/errata/RHBA-2025:7900
https://access.redhat.com/errata/RHBA-2025:7900
https://access.redhat.com/errata/RHSA-2025:7540
https://access.redhat.com/errata/RHSA-2025:7540
https://access.redhat.com/errata/RHSA-2025:7531
https://access.redhat.com/errata/RHSA-2025:7531
https://access.redhat.com/errata/RHSA-2025:4658
https://access.redhat.com/errata/RHSA-2025:4658
https://access.redhat.com/errata/RHSA-2025:4560
https://access.redhat.com/errata/RHSA-2025:4560
https://access.redhat.com/errata/RHBA-2025:4337
https://access.redhat.com/errata/RHBA-2025:4337
https://access.redhat.com/errata/RHSA-2025:4051
https://access.redhat.com/errata/RHSA-2025:4051
https://access.redhat.com/errata/RHSA-2025:4049
https://access.redhat.com/errata/RHSA-2025:4049
https://access.redhat.com/errata/RHBA-2025:4060
https://access.redhat.com/errata/RHBA-2025:4060
https://access.redhat.com/errata/RHBA-2025:4047
https://access.redhat.com/errata/RHBA-2025:4047
https://access.redhat.com/errata/RHBA-2025:4046
https://access.redhat.com/errata/RHBA-2025:4046
https://access.redhat.com/errata/RHBA-2025:4045
https://access.redhat.com/errata/RHBA-2025:4045
https://access.redhat.com/errata/RHBA-2025:4044
https://access.redhat.com/errata/RHBA-2025:4044

2025-
04-20

2025-
04-16
2025-
04-15
2025-
04-15
2025-
04-13
2025-
04-07
2025-
04-06
2025-
04-01
2025-
03-31
2025-
03-30
2025-
03-30
2025-
03-27
2025-
03-26
2025-
03-26
2025-
03-25
2025-
03-24
2025-
03-24
2025-
03-18
2025-
03-16

2025-
03-13

bugfix
security
security
security
security
bugfix
security
bugfix
security
bugfix
bugfix
security
security
bugfix
security
enhancement
bugfix
security
bugfix

security

RHBA-
2025:4024

RHSA-
2025:3852

RHSA-
2025:3913

RHSA-
2025:3893

RHSA-
2025:3828

RHBA-
2025:3644

RHSA-
2025:3615

RHBA-
2025:3507

RHSA-
2025:3421

RHBA-
2025:3394

RHBA-
2025:3392

RHSA-
2025:3367

RHSA-
2025:3260

RHBA-
2025:3270

RHSA-
2025:3210

RHEA-
2025:3114

RHBA-
2025:3110

RHSA-
2025:3026

RHBA-
2025:2871

RHSA-
2025:2722

grub2 bug fix update

Moderate: java-17-openjdk security
update

Moderate: expat security update
Moderate: kernel security update
Moderate: glibc security update
grub2 bug fix update

Important: libxslt security update
kernel bug fix update

Important: freetype security update

tzdata bug fix and enhancement
update

gcc bug fix update
Important: grub2 security update

Important: kernel security update

scap-security-guide bug fix and
enhancement update

Important: container-tools:rhel8
security update

microcode_ctl bug fix and
enhancement update

mesa bug fix update
Important: kernel security update
glibc bug fix update

Moderate: krb5 security update

v4.14,v4.15,CB7.1.0

v4.15,CB 7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHBA-2025:4024
https://access.redhat.com/errata/RHBA-2025:4024
https://access.redhat.com/errata/RHSA-2025:3852
https://access.redhat.com/errata/RHSA-2025:3852
https://access.redhat.com/errata/RHSA-2025:3913
https://access.redhat.com/errata/RHSA-2025:3913
https://access.redhat.com/errata/RHSA-2025:3893
https://access.redhat.com/errata/RHSA-2025:3893
https://access.redhat.com/errata/RHSA-2025:3828
https://access.redhat.com/errata/RHSA-2025:3828
https://access.redhat.com/errata/RHBA-2025:3644
https://access.redhat.com/errata/RHBA-2025:3644
https://access.redhat.com/errata/RHSA-2025:3615
https://access.redhat.com/errata/RHSA-2025:3615
https://access.redhat.com/errata/RHBA-2025:3507
https://access.redhat.com/errata/RHBA-2025:3507
https://access.redhat.com/errata/RHSA-2025:3421
https://access.redhat.com/errata/RHSA-2025:3421
https://access.redhat.com/errata/RHBA-2025:3394
https://access.redhat.com/errata/RHBA-2025:3394
https://access.redhat.com/errata/RHBA-2025:3392
https://access.redhat.com/errata/RHBA-2025:3392
https://access.redhat.com/errata/RHSA-2025:3367
https://access.redhat.com/errata/RHSA-2025:3367
https://access.redhat.com/errata/RHSA-2025:3260
https://access.redhat.com/errata/RHSA-2025:3260
https://access.redhat.com/errata/RHBA-2025:3270
https://access.redhat.com/errata/RHBA-2025:3270
https://access.redhat.com/errata/RHSA-2025:3210
https://access.redhat.com/errata/RHSA-2025:3210
https://access.redhat.com/errata/RHEA-2025:3114
https://access.redhat.com/errata/RHEA-2025:3114
https://access.redhat.com/errata/RHBA-2025:3110
https://access.redhat.com/errata/RHBA-2025:3110
https://access.redhat.com/errata/RHSA-2025:3026
https://access.redhat.com/errata/RHSA-2025:3026
https://access.redhat.com/errata/RHBA-2025:2871
https://access.redhat.com/errata/RHBA-2025:2871
https://access.redhat.com/errata/RHSA-2025:2722
https://access.redhat.com/errata/RHSA-2025:2722

2025-
03-12

2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-10
2025-
03-09
2025-
03-05
2025-
02-27

2025-
02-20

security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
security

security

RHSA-
2025:2686

RHSA-
2025:2600

RHSA-
2025:2502

RHBA-
2025:2618

RHBA-
2025:2617

RHBA-
2025:2610

RHBA-
2025:2606

RHBA-
2025:2602

RHBA-
2025:2599

RHBA-
2025:2598

RHBA-
2025:2596

RHBA-
2025:2595

RHBA-
2025:2594

RHBA-
2025:2593

RHBA-
2025:2592

RHBA-
2025:2590

RHSA-
2025:2473

RHBA-
2025:2352

RHSA-
2025:1917

RHSA-
2025:1737

Important: libxmI2 security update

Moderate: rsync security update

Important: tigervnc security update

libsemanage bug fix and
enhancement update

libselinux bug fix update
perl-CPAN bug fix update
grafana bug fix update

gcc bug fix update
linux-firmware bug fix update
firewalld bug fix update

Ivm2 bug fix update

dnf bug fix update

systemd bug fix update

openldap bug fix update

NetworkManager bug fix and
enhancement update

tuned bug fix update

Important: kernel security update

kernel bug fix and enhancement
update

Important: emacs security update

Important: libpg security update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHSA-2025:2686
https://access.redhat.com/errata/RHSA-2025:2686
https://access.redhat.com/errata/RHSA-2025:2600
https://access.redhat.com/errata/RHSA-2025:2600
https://access.redhat.com/errata/RHSA-2025:2502
https://access.redhat.com/errata/RHSA-2025:2502
https://access.redhat.com/errata/RHBA-2025:2618
https://access.redhat.com/errata/RHBA-2025:2618
https://access.redhat.com/errata/RHBA-2025:2617
https://access.redhat.com/errata/RHBA-2025:2617
https://access.redhat.com/errata/RHBA-2025:2610
https://access.redhat.com/errata/RHBA-2025:2610
https://access.redhat.com/errata/RHBA-2025:2606
https://access.redhat.com/errata/RHBA-2025:2606
https://access.redhat.com/errata/RHBA-2025:2602
https://access.redhat.com/errata/RHBA-2025:2602
https://access.redhat.com/errata/RHBA-2025:2599
https://access.redhat.com/errata/RHBA-2025:2599
https://access.redhat.com/errata/RHBA-2025:2598
https://access.redhat.com/errata/RHBA-2025:2598
https://access.redhat.com/errata/RHBA-2025:2596
https://access.redhat.com/errata/RHBA-2025:2596
https://access.redhat.com/errata/RHBA-2025:2595
https://access.redhat.com/errata/RHBA-2025:2595
https://access.redhat.com/errata/RHBA-2025:2594
https://access.redhat.com/errata/RHBA-2025:2594
https://access.redhat.com/errata/RHBA-2025:2593
https://access.redhat.com/errata/RHBA-2025:2593
https://access.redhat.com/errata/RHBA-2025:2592
https://access.redhat.com/errata/RHBA-2025:2592
https://access.redhat.com/errata/RHBA-2025:2590
https://access.redhat.com/errata/RHBA-2025:2590
https://access.redhat.com/errata/RHSA-2025:2473
https://access.redhat.com/errata/RHSA-2025:2473
https://access.redhat.com/errata/RHBA-2025:2352
https://access.redhat.com/errata/RHBA-2025:2352
https://access.redhat.com/errata/RHSA-2025:1917
https://access.redhat.com/errata/RHSA-2025:1917
https://access.redhat.com/errata/RHSA-2025:1737
https://access.redhat.com/errata/RHSA-2025:1737

2025-
02-19

2025-
02-19
2025-
02-17
2025-
02-16
2025-
02-12
2025-
02-11
2025-
02-10
2025-
02-10
2025-
02-05
2025-
02-05
2025-
01-30
2025-
01-30
2025-
01-27
2025-
01-27
2025-
01-27
2025-
01-27
2025-
01-27
2025-
01-27
2025-
01-27

2025-
01-27

security
bugfix
bugfix
security
security
security
security
bugfix
security
bugfix
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHSA-
2025:1675

RHBA-
2025:1682

RHBA-
2025:1573

RHSA-
2025:1517

RHSA-
2025:1372

RHSA-
2025:1301

RHSA-
2025:1266

RHBA-
2025:1240

RHSA-
2025:1068

RHBA-
2025:1104

RHSA-
2025:0838

RHSA-
2025:0837

RHSA-
2025:0733

RHBA-
2025:0744

RHBA-
2025:0732

RHBA-
2025:0731

RHBA-
2025:0730

RHBA-
2025:0729

RHBA-
2025:0728

RHBA-
2025:0727

Important: bind security update

httpd:2.4 bug fix and enhancement
update

glibc bug fix update

Moderate: libxml2 security update

Important: container-tools:rhel8
security update

Moderate: gcc security update
Important: kernel security update
sos bug fix and enhancement update

Moderate: kernel security update

tzdata bug fix and enhancement
update

Important: libsoup security update
Important: unbound security update
Moderate: bzip2 security update
jasper bug fix update

libdnf bug fix update

curl bug fix update

nftables bug fix update
linux-firmware bug fix update
glibc bug fix update

strace bug fix update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHSA-2025:1675
https://access.redhat.com/errata/RHSA-2025:1675
https://access.redhat.com/errata/RHBA-2025:1682
https://access.redhat.com/errata/RHBA-2025:1682
https://access.redhat.com/errata/RHBA-2025:1573
https://access.redhat.com/errata/RHBA-2025:1573
https://access.redhat.com/errata/RHSA-2025:1517
https://access.redhat.com/errata/RHSA-2025:1517
https://access.redhat.com/errata/RHSA-2025:1372
https://access.redhat.com/errata/RHSA-2025:1372
https://access.redhat.com/errata/RHSA-2025:1301
https://access.redhat.com/errata/RHSA-2025:1301
https://access.redhat.com/errata/RHSA-2025:1266
https://access.redhat.com/errata/RHSA-2025:1266
https://access.redhat.com/errata/RHBA-2025:1240
https://access.redhat.com/errata/RHBA-2025:1240
https://access.redhat.com/errata/RHSA-2025:1068
https://access.redhat.com/errata/RHSA-2025:1068
https://access.redhat.com/errata/RHBA-2025:1104
https://access.redhat.com/errata/RHBA-2025:1104
https://access.redhat.com/errata/RHSA-2025:0838
https://access.redhat.com/errata/RHSA-2025:0838
https://access.redhat.com/errata/RHSA-2025:0837
https://access.redhat.com/errata/RHSA-2025:0837
https://access.redhat.com/errata/RHSA-2025:0733
https://access.redhat.com/errata/RHSA-2025:0733
https://access.redhat.com/errata/RHBA-2025:0744
https://access.redhat.com/errata/RHBA-2025:0744
https://access.redhat.com/errata/RHBA-2025:0732
https://access.redhat.com/errata/RHBA-2025:0732
https://access.redhat.com/errata/RHBA-2025:0731
https://access.redhat.com/errata/RHBA-2025:0731
https://access.redhat.com/errata/RHBA-2025:0730
https://access.redhat.com/errata/RHBA-2025:0730
https://access.redhat.com/errata/RHBA-2025:0729
https://access.redhat.com/errata/RHBA-2025:0729
https://access.redhat.com/errata/RHBA-2025:0728
https://access.redhat.com/errata/RHBA-2025:0728
https://access.redhat.com/errata/RHBA-2025:0727
https://access.redhat.com/errata/RHBA-2025:0727

Moderate: java-17-openjdk security

3(1)2252 security 5(;2%'422 update for RHEL 8.6, 8.8, 8.10,9.4 |v4.15,CB 7.1.0
= jand95

2025- . RHBA- :

01-21 bugfix 2025:0572 kernel bug fix update v4.14,v4.15,CB7.1.0

2025- . RHSA- _ :

01-19 security 20250401 Important: grafana security update  v4.14,v4.15,CB7.1.0

2025- : RHSA- _ .

01-15 security 20250325 Important: rsync security update v4.14,v4.15,CB7.1.0

2025- . RHSA- Moderate: Bug fix of

01-13 security 2025:0288  |NetworkManager v4.14,v4.15,CB7.1.0

2025- : RHSA- _ .

01-08 security 2025:0083 Low: cups security update v4.14,v4.15,CB7.1.0

2025- : RHSA- _ .

01-07 security 20250065 Important: kernel security update v4.14,v4.15,CB7.1.0

2025- . RHSA- Moderate: python-requests security

01-02 security 2025:0012  update v4.14,v4.15,CB7.1.0

2024- . RHBA- .

12-19 bugfix o024:11581 S bug fix and enhancement update v4.14,v4.15,CB7.1.0

2024- . RHBA- .

19-18 bugfix 2024:11481 kernel bug fix update v4.14,v4.15,CB7.1.0

2024- : RHSA- _ .

1917 security 202411161 Moderate: tuned security update v4.14,v4.15,CB7.1.0

2024- . RHBA- : .

19-17 bugfix 2024:11187 git bug fix and enhancement update v4.14,v4.15,CB7.1.0

2024- . RHBA- virt:rhel and virt-devel:rhel bug fix

12-17 bugfix 2024:11186 |and enhancement update v4.14,v4.15,CB7.1.0

2024- . RHBA- .

19-17 bugfix 2024:11162 vdo bug fix update v4.14,v4.15,CB7.1.0

2024- . RHBA- .

19-17 bugfix 2024:11160 grub2 bug fix update v4.14,v4.15,CB7.1.0

libselinux, libsemanage, and selinux-

2024- . RHBA- : ' . ’

19-17 bugfix 2024:11159 policy bug fix and enhancement v4.14,v4.15,CB7.1.0
= |update

2024- . RHBA- .

19-17 bugfix 2024:11158 systemd bug fix update v4.14,v4.15,CB7.1.0

2024- . RHBA- : .

19-17 bugfix o024:11157 UnZip bug fix update v4.14,v4.15,CB7.1.0

2024- bugfix RHBA- rpm bug fix update v4.14,v4.15,CB7.1.0

12-17 2024:11156


https://access.redhat.com/errata/RHSA-2025:0422
https://access.redhat.com/errata/RHSA-2025:0422
https://access.redhat.com/errata/RHBA-2025:0572
https://access.redhat.com/errata/RHBA-2025:0572
https://access.redhat.com/errata/RHSA-2025:0401
https://access.redhat.com/errata/RHSA-2025:0401
https://access.redhat.com/errata/RHSA-2025:0325
https://access.redhat.com/errata/RHSA-2025:0325
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bugfix

bugfix

bugfix

security
bugfix

security
security
bugfix

security
security
security
security
security
security
security
security
security
security
security

security

RHBA-
2024:11153

RHBA-
2024:11152

RHBA-
2024:11151

RHSA-
2024:10943

RHBA-
2024:10833

RHSA-
2024:10784

RHSA-
2024:10779

RHBA-
2024:10663

RHSA-
2024:10379

RHSA-
2024:10289

RHSA-
2024:10281

RHSA-
2024:10219

RHSA-
2024:9689

RHSA-
2024:9573

RHSA-
2024:9540

RHSA-
2024:9502

RHSA-
2024:8922

RHSA-
2024:8860

RHSA-
2024:8856
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mdadm bug fix update
samba bug fix update
sssd bug fix update

Moderate: kernel security update

scap-security-guide bug fix and
enhancement update

Moderate: rhc security update

Moderate: python3:3.6.8 security
update

sos bug fix and enhancement update

Important: pam security update

Moderate: container-tools:rhel8
security update

Moderate: kernel:4.18.0 security
update

Moderate: perl-App-
cpanminus:1.7044 security update

Low: binutils security update
Important: libsoup security update
Important: tigervnc security update
Moderate: expat security update
Low: bzip2 security update
Important: krb5 security update

Moderate: kernel security update

Moderate: grafana-pcp security
update
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security
security
enhancement
enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
enhancement
security

security

RHSA-
2024:8846

RHSA-
2024:8833

RHEA-
2024:8857

RHEA-
2024:8852

RHBA-
2024:8866

RHBA-
2024:8861

RHBA-
2024:8858

RHBA-
2024:8855

RHBA-
2024:8854

RHBA-
2024:8853

RHBA-
2024:8850

RHBA-
2024:8841

RHBA-
2024:8839

RHBA-
2024:8805

RHSA-
2024:8353

RHSA-
2024:8327

RHSA-
2024:8124

RHEA-
2024:8159

RHSA-
2024:8038

RHSA-
2024:7848

Important: container-tools:rhel8
security update

Moderate: libtiff security update

microcode_ctl bug fix and
enhancement update

libproxy bug fix and enhancement
update

glib2 bug fix update

openldap bug fix update
linux-firmware bug fix update
chrony bug fix update

grub2 bug fix update

cups bug fix update

virt:rhel bug fix and enhancement
update

rsyslog bug fix update
httpd:2.4 bug fix and enhancement

update

tzdata bug fix and enhancement
update

Important: NetworkManager-
libreswan security update

Important: grafana security update

Moderate: java-17-openjdk security
update

microcode_ctl bug fix and
enhancement update

Important: container-tools:rhel8
security update

Low: openssl security update
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security
bugfix
bugfix
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bugfix

bugfix
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Important: linux-firmware security
update

Moderate: grafana security update
Important: kernel security update
Moderate: expat security update
Moderate: emacs security update
Low: nano security update

Moderate: python3 security update

Moderate: container-tools:rhel8
security update

Moderate: virt:rhel and virt-
devel:rhel security update

Moderate: gtk3 security update
glibc bug fix update

avahi bug fix update

firewalld bug fix and enhancement
update

libuser bug fix and enhancement
update

blktrace bug fix update
libldb bug fix update
kexec-tools bug fix update
samba bug fix update
systemd bug fix update

findutils bug fix update
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bugfix
bugfix
bugfix
security
bugfix
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bugfix
security
security
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security
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enhancement
bugfix

bugfix
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libX11 bug fix update
tigervnc bug fix update
xmlsecl bug fix update

nss bug fix and enhancement update

Important: bubblewrap and flatpak
security update

sos bug fix and enhancement update

virt:rhel bug fix and enhancement
update

glibc bug fix update

scap-security-guide bug fix and
enhancement update

ca-certificates bug fix and
enhancement update

Moderate: curl security update

Important: python-setuptools
security update

Important: bind security update

Moderate: krb5 security update

Moderate: python-urllib3 security
update

Moderate: wget security update

Moderate: grafana security update

grafana-pcp bug fix and
enhancement update

firewalld bug fix and enhancement
update

openssh bug fix update
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bugfix

bugfix

bugfix

bugfix
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security
security
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security
security
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security
security
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security
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security
security
security

security

RHBA-
2024:5308
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2024:5307

RHBA-
2024:5303

RHBA-
2024:5295

RHSA-
2024:5258

RHSA-
2024:5193

RHSA-
2024:5101

RHSA-
2024:5079

RHSA-
2024:4720

RHSA-
2024:4620

RHSA-
2024:4568
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2024:4420

RHSA-
2024:4376

RHSA-
2024:4351

RHSA-
2024:4211

RHSA-
2024:4265

RHSA-
2024:4264

RHSA-
2024:4262

RHSA-
2024:4260

RHSA-
2024:4256

libdnf bug fix update
sssd bug fix update

tigervnc bug fix update

mesa bug fix and enhancement
update

Important: container-tools:rhel8
security update

Important: httpd:2.4 security update
Important: kernel security update
Moderate: libtiff security update
Important: httpd:2.4 security update

Important: libndp security update

Important: java-17-openjdk security

update

Important: virt:rhel and virt-
devel:rhel security update

Moderate: libreswan security update

Low: virt:rhel and virt-devel:rhel
security and bug fix update

Important: kernel security and bug
fix update

Moderate: cups security update

Low: openldap security update

Moderate: linux-firmware security
update

Moderate: python-idna security
update

Important: less security update
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2024-
07-01
2024-
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2024-
06-23
2024-
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2024-
06-05
2024-
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2024-
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2024-
05-28

security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
bugfix
security
security
bugfix
security

bugfix

RHSA-
2024:4252

RHSA-
2024:4249

RHSA-
2024:4246

RHBA-
2024:4266

RHBA-
2024:4263

RHBA-
2024:4261

RHBA-
2024:4257

RHBA-
2024:4255

RHBA-
2024:4253

RHBA-
2024:4251

RHBA-
2024:4250

RHBA-
2024:4239

RHSA-
2024:4197

RHSA-
2024:4084

RHBA-
2024:4049

RHSA-
2024:3968

RHSA-
2024:3626

RHBA-
2024:3624

RHSA-
2024:3618

RHBA-
2024:3381

Moderate: nghttp2 security update

Low: c-ares security update

Moderate: container-tools security
update

kexec-tools bug fix update
krb5 bug fix update

samba bug fix update

redhat-release bug fix and
enhancement update

systemd update
policycoreutils bug fix update
pam bug fix update

libtirpc bug fix update

tigervnc enhancement update

Moderate: httpd:2.4/httpd security
update

Important: git security update

sos bug fix and enhancement update

Moderate: container-tools:rhel8 bug
fix and enhancement update

Moderate: libxml2 security update

scap-security-guide bug fix and
enhancement update

Moderate: kernel update

tuned bug fix update
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bugfix

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

RHBA-
2024:3358

RHSA-
2024:3347

RHSA-
2024:3344

RHSA-
2024:3341

RHSA-
2024:3271

RHSA-
2024:3270

RHSA-
2024:3269

RHSA-
2024:3268

RHSA-
2024:3265

RHSA-
2024:3261

RHSA-
2024:3254

RHSA-
2024:3253

RHSA-
2024:3233

RHSA-
2024:3214

RHSA-
2024:3203

RHSA-
2024:3184

RHSA-
2024:3178

RHSA-
2024:3166

RHSA-
2024:3163

RHSA-
2024:3139

polkit bug fix update
Important: python3 security update

Important: glibc security update

Moderate: gdk-pixbuf2 security
update

Important: bind and dhcp security
update

Moderate: sssd security update
Important: glibc security update
Low: krb5 security update
Important: grafana security update

Important: tigervnc security update

Important: container-tools:rhel8
security update

Moderate: virt:rhel and virt-
devel:rhel security update

Low: libssh security update
Moderate: gmp security update
Moderate: systemd security update

Moderate: grub2 security update

Important: linux-firmware security
update

Moderate: openssh security update

Moderate: pam security update

Moderate: squashfs-tools security
update
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enhancement
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bugfix
bugfix
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bugfix

RHSA-
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2024:3067

RHSA-
2024:3059

RHSA-
2024:3049
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2024:2973

RHSA-
2024:2962

RHEA-
2024:3235
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RHEA-
2024:3168

RHBA-
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RHBA-
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RHBA-
2024:3266

RHBA-
2024:3263

RHBA-
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Moderate: kernel security, bug fix,
and enhancement update

Moderate: httpd:2.4 security update

Moderate: perl-CPAN security
update

Moderate: tigervnc security update

Moderate: libtiff security update

Moderate: perl-Convert-ASN1
security update

Moderate: container-tools:rhel8
security update

Moderate: harfbuzz security update

Moderate: libX11 security update

Moderate: virt:rhel and virt-
devel:rhel security and enhancement
update

iproute bug fix and enhancement
update

tzdata bug fix and enhancement
update

libkcapi bug fix and enhancement
update

sos update

gcc bug fix update

grafana-pcp bug fix and
enhancement update

libreswan bug fix and enhancement
update

nss bug fix update

shim bug fix and enhancement
update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHSA-2024:3138
https://access.redhat.com/errata/RHSA-2024:3138
https://access.redhat.com/errata/RHSA-2024:3121
https://access.redhat.com/errata/RHSA-2024:3121
https://access.redhat.com/errata/RHSA-2024:3094
https://access.redhat.com/errata/RHSA-2024:3094
https://access.redhat.com/errata/RHSA-2024:3067
https://access.redhat.com/errata/RHSA-2024:3067
https://access.redhat.com/errata/RHSA-2024:3059
https://access.redhat.com/errata/RHSA-2024:3059
https://access.redhat.com/errata/RHSA-2024:3049
https://access.redhat.com/errata/RHSA-2024:3049
https://access.redhat.com/errata/RHSA-2024:2988
https://access.redhat.com/errata/RHSA-2024:2988
https://access.redhat.com/errata/RHSA-2024:2980
https://access.redhat.com/errata/RHSA-2024:2980
https://access.redhat.com/errata/RHSA-2024:2973
https://access.redhat.com/errata/RHSA-2024:2973
https://access.redhat.com/errata/RHSA-2024:2962
https://access.redhat.com/errata/RHSA-2024:2962
https://access.redhat.com/errata/RHEA-2024:3235
https://access.redhat.com/errata/RHEA-2024:3235
https://access.redhat.com/errata/RHEA-2024:3209
https://access.redhat.com/errata/RHEA-2024:3209
https://access.redhat.com/errata/RHEA-2024:3168
https://access.redhat.com/errata/RHEA-2024:3168
https://access.redhat.com/errata/RHBA-2024:3274
https://access.redhat.com/errata/RHBA-2024:3274
https://access.redhat.com/errata/RHBA-2024:3272
https://access.redhat.com/errata/RHBA-2024:3272
https://access.redhat.com/errata/RHBA-2024:3266
https://access.redhat.com/errata/RHBA-2024:3266
https://access.redhat.com/errata/RHBA-2024:3263
https://access.redhat.com/errata/RHBA-2024:3263
https://access.redhat.com/errata/RHBA-2024:3262
https://access.redhat.com/errata/RHBA-2024:3262
https://access.redhat.com/errata/RHBA-2024:3238
https://access.redhat.com/errata/RHBA-2024:3238

2024- RHBA- bash bug fix and enhancement

05-22 bugfix 2024:3237  update v4.14,v4.15,CB7.1.0
20 bugfix ST E’Sg:ttebug fix and enhancement 4 14 v4.15,CB7.1.0
32_2242' bugfix %3 . :jgg;fec bug fix and enhancement 1 1/ 14 15 CB7.1.0
52_2242' bugfix %31 L%a(;gt‘g bug fix and enhancement | 1 14 \4 15 CB7.1.0
322242 bugfix ;;_'2[2'2‘230 file bug fix and enhancement update v4.14,v4.15,CB7.1.0
322242 bugfix 502—32_228 L‘I’O”Jisug fix and enhancement v4.14,v4.15,CB7.1.0
32_2242' bugfix 5532‘226 Bg:j‘ltbe“g fix and enhancement v4.14,v4.15,CB7.1.0
52_2242' bugfix %2 A ﬂg('j;;gux bug fix and enhancement  \ 14 15 cB7.1.0
522242 bugfix %23 fuse bug fix and enhancement update v4.14,v4.15,CB7.1.0
522242 bugfix ;;—32'222 B‘é"ddaia bug fix and enhancement 1\ 114 15, cB7.1.0
32_2242' bugfix ;;—32'221 L”pr:jea‘iebug fix and enhancement 4 14 \4 15 CB7.1.0
52_2242' bugfix ;;423@'220 E}gg;czg-pip bug fix and enhancement |, ; 1414 15 cB7.1.0
322242 bugfix T 8532@5 bug fix and enhancement |, 4 14 4 15 cB7.1.0
W g SR pomEMOTO g
32_2242' bugfix Eog—i:As-zm ESEZ{‘emp bug fix and enhancement |, 14 4 15 cB7.1.0
32_2242' bugfix %15 8:;3;3“9 fix and enhancement v4.14,v4.15,CB7.1.0
322242 bugfix ;2(;423,2213 Ligz\g\/tzlld bug fix and enhancement v4.14.v4.15.CB7.1.0
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grubby bug fix and enhancement
update

shared-mime-info bug fix and
enhancement update

librepo bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

cronie bug fix and enhancement
update

python3 bug fix and enhancement
update

pll-kit bug fix and enhancement
update

trousers bug fix and enhancement
update

libtalloc bug fix and enhancement
update

libtdb bug fix and enhancement
update

libtevent bug fix and enhancement
update

libldb bug fix and enhancement
update

samba bug fix and enhancement
update

device-mapper-multipath bug fix and

enhancement update

smartmontools bug fix and
enhancement update

tpm2-tss bug fix and enhancement
update

dracut bug fix and enhancement
update

avahi bug fix and enhancement
update

findutils bug fix and enhancement
update

audit bug fix and enhancement
update
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2024- RHBA- elfutils bug fix and enhancement

05-22 bugfix 2024:3172  update v4.14,v4.15,CB7.1.0
322242 bugfix 502—32-171 Tpdd?t'g‘ bug fix and enhancement |, ;14 4 15 cB7.1.0
0 bt SR, SEMeRmatad L sceno
52_2242' bugfix %67 L‘irg:t'gore bug fix and enhancement . 4 14 14 15, cB7.1.0
322242 bugfix ST E‘;gz tté“g fix and enhancement v4.14,v4.15,CB7.1.0
322242 bugfix 2RO|;—|431?A\3_164 dnf bug fix and enhancement update v4.14,v4.15,CB7.1.0
0 bt SR, TMorMmemd iasscerio
52_2242' bugfix %m :jgg;{ebug fixand enhancement . 4 14 4 15,CB7.1.0
0 b SR Do Bt s cenio
522242 bugfix ;;—32'158 an?;?eg bug fix and enhancement /14 4 15 cB7.1.0
522242 bugfix 5(;—3?&\3_156 rpm bug fix and enhancement update \v4.14,v4.15,CB7.1.0
52_2242' bugfix ;;423@'155 ngd%?ebug fix and enhancement v4.14,v4.15,CB7.1.0
522242 bugfix %54 curl bug fix and enhancement update v4.14,v4.15,CB7.1.0
0 bt SR MmO SO0 sscenio
32_2242' bugfix ;;—3@152 ggggtsug fix and enhancement v4.14,v4.15,CB7.1.0
322242 bugfix %51 acl bug fix and enhancement update v4.14,v4.15,CB7.1.0
0 g BBA | pnuSOBS ysymiscoras
322242 bugfix 502—3?0\3-148 sssd bug fix and enhancement update v4.14,v4.15,CB7.1.0
§g2242 bugfix %47 ﬁ:)sddaligwp bug fix and enhancement V4.14.v4.15,CB7.1.0
§g2242 bugfix %46 Egnd(;i;kvdo bug fix and enhancement V4.14.v4.15,CB7.1.0
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bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2024:3144

RHBA-
2024:3143

RHBA-
2024:3142

RHBA-
2024:3141

RHBA-
2024:3140

RHBA-
2024:3136

RHBA-
2024:3135

RHBA-
2024:3126

RHBA-
2024:3118

RHBA-
2024:3116

RHBA-
2024:3104

RHBA-
2024:3103

RHBA-
2024:3036

RHBA-
2024:3033

RHBA-
2024:3028

RHBA-
2024:3027

RHBA-
2024:3016

RHBA-
2024:2998

RHBA-
2024:2967

RHBA-
2024:2965

gcc bug fix and enhancement update v4.14,v4.15,CB7.1.0

selinux-policy bug fix and

enhancement update

numactl bug fix and enhancement

update

c-ares bug fix and enhancement

update

kexec-tools bug fix and enhancement

update

libsoup bug fix and enhancement

update

redhat-release bug fix and

enhancement update

libglvnd bug fix and enhancement

update

insights-client bug fix and

enhancement update

rhc bug fix and enhancement update

Idns bug fix and enhancement update

NetworkManager-libreswan bug fix
and enhancement update

git bug fix and enhancement update

alsa-lib bug fix and enhancement

update

grafana bug fix and enhancement

update

mesa bug fix and enhancement

update

tcpdump bug fix and enhancement

update

libblockdev bug fix and

enhancement update

pixman bug fix and enhancement

update

open-vm-tools bug fix and

enhancement update
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security
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bugfix

RHSA-
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Important: glibc security update

Important: container-tools:rhel8
security and bug fix update

openscap bug fix and enhancement
update

Important: tigervnc security update
Moderate: libreswan security update

Important: shim security update

Moderate: java-17-openjdk security
update

Important: httpd:2.4/mod_http2
security update

Moderate: gnutls security update

Important: bind and dhcp security
update

Important: unbound security update

sos bugfix and enhancement update

Important: grafana security and bug
fix update

Important: grafana-pcp security and
bug fix update

Moderate: expat security update

Moderate: less security update

Important: kernel security, bug fix,
and enhancement update

Moderate: curl security and bug fix
update

python-pip bug fix update

util-linux bug fix update
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02-11
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02-11
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02-08

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
bugfix
bugfix
bugfix
bugfix
security
security
bugfix
bugfix
security
security
security

security

RHBA-
2024:1605

RHBA-
2024:1604

RHBA-
2024:1603

RHBA-
2024:1602

RHBA-
2024:1599

RHBA-
2024:0987

RHSA-
2024:0965

RHSA-
2024:0897

RHBA-
2024:0902

RHBA-

2024:0901

RHBA-

2024:0899

RHBA-

2024:0898

RHSA-

2024:0811

RHSA-

2024:0267

RHBA-

2024:0721

RHBA-

2024:0076

RHSA-

2024:0786

RHSA-

2024:0769

RHSA-

2024:0768

RHSA-

2024:0752

perl-HTTP-Tiny bug fix update
NetworkManager bug fix update
iptables bug fix update

nftables bug fix update

container-tools:rhel8 bug fix update

scap-security-guide bug fix and

enhancement update

Important: unbound security update

Important: kernel security update

glibc bug fix and enhancement

update

samba bug fix and enhancement

update

sssd bug fix update

python-cryptography bug fix update

Moderate: sudo security update

Important: java-17-openjdk security

and bug fix update

sos bugfix and enhancement update

tzdata bug fix and enhancement

update

Moderate: nss security update

Moderate: tcpdump security update

Moderate: libmaxminddb security

update

Important: container-tools:rhel8

security update
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2024-
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2024-
02-01
2024-
01-31
2024-
01-31
2024-
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2024-
01-30
2024-
01-15
2024-
01-15
2024-
01-10
2024-
01-10
2024-
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2024-
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2024-
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2024-
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2024-
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2024-
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2024-
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2024-
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2024-
01-10

bugfix

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
bugfix

bugfix

bugfix

RHBA-
2024:0762

RHSA-
2024:0647

RHSA-
2024:0628

RHSA-
2024:0627

RHSA-
2024:0607

RHSA-
2024:0606

RHSA-
2024:0256

RHSA-
2024:0253

RHSA-
2024:0155

RHSA-
2024:0135

RHSA-
2024:0131

RHSA-
2024:0128

RHSA-
2024:0119

RHSA-
2024:0116

RHSA-
2024:0114

RHSA-
2024:0113

RHSA-
2024:0105

RHBA-
2024:0118

RHBA-
2024:0117

RHBA-
2024:0115

tzdata bug fix and enhancement
update

Moderate: rpm security update
Moderate: libssh security update
Moderate: gnutls security update
Important: tigervnc security update
Moderate: openssh security update
Moderate: python3 security update
Moderate: sqlite security update

Moderate: gnutls security update

Moderate: virt:rhel and virt-
devel:rhel security update

Moderate: pixman security update
Important: tigervnc security update

Moderate: libxml2 security update

Moderate: python-urllib3 security
update

Moderate: python3 security update
Important: kernel security update
Moderate: nss security update
xfsdump bug fix update

libcap bug fix update

linux-firmware bug fix and
enhancement update
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2023-
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2023-
11-28
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2023-
11-16
2023-
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11-15
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11-14
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bugfix
bugfix
security
security
security
security
security
bugfix
security
enhancement
bugfix
security
security
security
security
security
security
security
security

security

RHBA-
2024:0112

RHBA-
2024:0111

RHSA-
2024:0018

RHSA-
2023:7877

RHSA-
2023:7836

RHSA-
2023:7549

RHSA-
2023:7467

RHBA-
2023:7297

RHSA-
2023:7265

RHEA-
2023:7250

RHBA-
2023:7246

RHSA-
2023:7207

RHSA-
2023:7190

RHSA-
2023:7189

RHSA-
2023:7187

RHSA-
2023:7177

RHSA-
2023:7176

RHSA-
2023:7174

RHSA-
2023:7166

RHSA-
2023:7165

NetworkManager bug fix update
selinux-policy bug fix update
Important: tigervnc security update
Low: openssl security update

Moderate: avahi security update

Important: kernel security and bug

fix update

Moderate: samba security update

nghttp2 bug fix and enhancement

update

Important: open-vm-tools security

update

microcode_ctl bug fix and

enhancement update

container-tools:rhel8 bug fix update
Moderate: c-ares security update
Moderate: avahi security update
Moderate: fwupd security update
Low: procps-ng security update

Moderate: bind security update

Moderate: python-pip security

update

Moderate: perl-HTTP-Tiny security

update

Low: tpm2-tss security and

enhancement update

Moderate: cups security and bug fix

update
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security
security
security
security
security
security
security
security
security
security
security

security

security

security
security
security

security

enhancement

enhancement

RHSA-
2023:7151

RHSA-
2023:7139

RHSA-
2023:7116

RHSA-
2023:7112

RHSA-
2023:7109

RHSA-
2023:7096

RHSA-
2023:7083

RHSA-
2023:7077

RHSA-
2023:7058

RHSA-
2023:7052

RHSA-
2023:7029

RHSA-
2023:7016

RHSA-
2023:6980

RHSA-
2023:6976

RHSA-
2023:6972

RHSA-
2023:6944

RHSA-
2023:6939

RHEA-
2023:7173

RHEA-
2023:7117

Moderate: python3 security update

Moderate: samba security, bug fix,
and enhancement update

Moderate: c-ares security update

Low: shadow-utils security and bug
fix update

Moderate: linux-firmware security,
bug fix, and enhancement update

Moderate: python-cryptography
security update

Moderate: emacs security update

Important: kernel security, bug fix,
and enhancement update

Moderate: rhc security, bug fix, and
enhancement update

Moderate: libreswan security update
Moderate: libX11 security update

Low: libpg security update

Moderate: virt:rhel and virt-
devel:rhel security, bug fix, and
enhancement update

Moderate: libfastjson security update

Moderate: grafana security and
enhancement update

Moderate: protobuf-c security update

Moderate: container-tools:rhel8
security and bug fix update

virt-what bug fix and enhancement
update

microcode_ctl bug fix and
enhancement update
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enhancement

enhancement

enhancement

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHEA-

2023:7102

RHEA-

2023:7099

RHEA-

2023:7088

RHBA-

2023:7211

RHBA-

2023:7210

RHBA-

2023:7192

RHBA-

2023:7191

RHBA-
2023:7188

RHBA-
2023:7186

RHBA-
2023:7185

RHBA-
2023:7184

RHBA-
2023:7183

RHBA-
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RHBA-
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2023:7179
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2023:7171

RHBA-
2023:7170

RHBA-
2023:7169

fuse bug fix and enhancement update v4.14,v4.15,CB7.1.0

gcc bug fix and enhancement update v4.14,v4.15,CB7.1.0

tzdata bug fix and enhancement

update

krb5 bug fix update

sssd bug fix update

numactl bug fix and enhancement

update

Ivm2 bug fix and enhancement

update

dmidecode bug fix and enhancement

update

util-linux bug fix and enhancement

update

nftables bug fix and enhancement

update

iptables bug fix and enhancement

update

setools bug fix and enhancement

update

tuned bug fix and enhancement

update

iputils bug fix and enhancement

update

findutils bug fix and enhancement

update

ncurses bug fix and enhancement

update

authselect bug fix and enhancement

update

net-snmp bug fix and enhancement

update

crypto-policies bug fix and

enhancement update

irgbalance bug fix and enhancement

update
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bugfix
bugfix
bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2023:7167

RHBA-
2023:7163

RHBA-
2023:7161

RHBA-
2023:7158

RHBA-
2023:7157

RHBA-
2023:7156
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perl-Date-Manip bug fix and
enhancement update

libcap bug fix and enhancement
update

cryptsetup bug fix and enhancement

update

curl bug fix and enhancement update

audit bug fix and enhancement
update

memstrack bug fix and enhancement

update

libstoragemgmt bug fix and
enhancement update

libnftnl bug fix and enhancement
update

rdma-core bug fix and enhancement

update

gnutls bug fix and enhancement
update

kbd bug fix and enhancement update

mcelog bug fix and enhancement
update

grub2 bug fix and enhancement
update

hwdata bug fix and enhancement
update

xfsdump bug fix and enhancement
update

grubby bug fix and enhancement
update

libtevent bug fix and enhancement
update

libtalloc bug fix and enhancement
update

libtdb bug fix and enhancement
update

libldb bug fix and enhancement
update
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2023- RHBA- smartmontools bug fix and

11-14 bugfix 2023:7134  |enhancement update v4.14,v4.15CB7.1.0
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igzli bugfix %2@"123 ngjt;t';‘ bug fix and enhancement 4 14 4 15 cB7.1.0
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522134 bugfix ;;—2?0‘7-115 zlib bug fix and enhancement update v4.14,v4.15,CB7.1.0
i22134 bugfix %2'?11 4 E%Ezgggznb-lzrg]:]azigaer:;jrk;?éncement v4.14,v4.15,CB7.1.0
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522134 bugfix 502—2:’?'111 Egg‘afeug fix and enhancement v4.14,v4.15,CB7.1.0
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bugfix
bugfix
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bugfix
bugfix
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bugfix
bugfix
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bugfix
bugfix

bugfix

RHBA-
2023:7104

RHBA-
2023:7103

RHBA-
2023:7097

RHBA-
2023:7095

RHBA-
2023:7094

RHBA-
2023:7093

RHBA-
2023:7092

RHBA-
2023:7091

RHBA-
2023:7089

RHBA-
2023:7087

RHBA-
2023:7082

RHBA-
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RHBA-
2023:7078

RHBA-
2023:7076

RHBA-
2023:7075

RHBA-
2023:7074

RHBA-
2023:7073

RHBA-
2023:7064

RHBA-
2023:7056

RHBA-
2023:7049

file bug fix and enhancement update 'v4.14,v4.15,CB7.1.0

iproute bug fix and enhancement
update

systemd bug fix and enhancement
update

python-cffi bug fix and enhancement

update

tmux bug fix and enhancement
update

binutils bug fix and enhancement
update

subscription-manager bug fix and
enhancement update
selinux-policy bug fix and
enhancement update

elfutils bug fix and enhancement
update

dracut bug fix and enhancement
update

which bug fix and enhancement
update

kexec-tools bug fix and enhancement

update

vdo and kmod-kvdo bug fix and
enhancement update

device-mapper-multipath bug fix and

enhancement update

sos bug fix and enhancement update

rng-tools bug fix and enhancement
update

redhat-release bug fix and
enhancement update

ipmitool bug fix and enhancement
update

scap-security-guide bug fix update

volume_key bug fix and
enhancement update
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bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

security

RHBA-
2023:7039

RHBA-
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RHBA-
2023:7019

RHBA-
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RHBA-
2023:7006

RHBA-
2023:6987
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RHBA-
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RHBA-
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RHBA-
2023:6792

RHSA-
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openscap bug fix and enhancement
update

insights-client bug fix and
enhancement update

apr-util bug fix and enhancement
update

httpd:2.4 bug fix and enhancement
update

udisks2 bug fix and enhancement
update

rsyslog bug fix and enhancement
update

grafana-pcp bug fix and
enhancement update

libdrm bug fix and enhancement
update

mesa bug fix and enhancement
update

alsa-lib bug fix and enhancement
update

systemtap bug fix and enhancement
update

open-vm-tools bug fix and
enhancement update

man-pages-overrides bug fix and
enhancement update

vsftpd bug fix and enhancement
update

libblockdev bug fix and
enhancement update

nmap bug fix and enhancement
update

tigervnc bug fix and enhancement
update

xfsdump bug fix and enhancement
update

net-snmp bug fix update

Important: insights-client security
update
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2023-
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2023-
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2023-
09-19
2023-
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2023-
09-19
2023-
09-19

2023-
09-19

bugfix

security
security
security
security
security
security
security
bugfix

security
bugfix

security

security

security
security
security
security
bugfix

bugfix

RHBA-
2023:6293

RHSA-
2023:6236

RHSA-
2023:5997

RHSA-
2023:5863

RHSA-
2023:5837

RHSA-
2023:5751

RHSA-
2023:5474

RHSA-
2023:5455

RHBA-
2023:5431

RHSA-
2023:5353

RHBA-
2023:5354

RHSA-
2023:5312

RHSA-
2023:5264

RHSA-
2023:5252

RHSA-
2023:5249

RHSA-
2023:5245

RHSA-
2023:5244

RHBA-
2023:5267

RHBA-
2023:5266

sos bugfix update

Moderate: binutils security update
Important: python3 security update
Moderate: grafana security update

Important: nghttp2 security update

Moderate: java-17-openjdk security
and bug fix update

Important: bind security update

Important: glibc security update

container-tools:rhel8 bug fix and
enhancement update

Moderate: libtiff security update

sos bug fix and enhancement update

Important: open-vm-tools security
update

Important: virt:rhel and virt-
devel:rhel security and bug fix
update

Moderate: dmidecode security
update

Moderate: ncurses security update

Moderate: linux-firmware security
update

Important: kernel security, bug fix,
and enhancement update

scap-security-guide bug fix update

container-tools:rhel8 bug fix and
enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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09-19
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09-19
2023-
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2023-
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2023-
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08-29
2023-
08-22
2023-
08-08
2023-
08-08
2023-
08-08
2023-
08-08

2023-
08-08

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
enhancement
bugfix
security
security
security
security
security
security

security

RHBA-
2023:5262

RHBA-
2023:5258

RHBA-
2023:5257

RHBA-
2023:5254

RHBA-
2023:5253

RHBA-
2023:5251

RHBA-
2023:5250

RHBA-
2023:5248

RHBA-
2023:5247

RHBA-
2023:5242

RHSA-
2023:5050

RHEA-
2023:4995

RHBA-
2023:4880

RHSA-
2023:4864

RHSA-
2023:4706

RHSA-
2023:4529

RHSA-
2023:4524

RHSA-
2023:4523

RHSA-
2023:4520

RHSA-
2023:4517

open-vm-tools bug fix update

openscap bug fix and enhancement
update

nss and nspr bug fix and
enhancement update

cups bug fix update
selinux-policy bug fix update
iptables bug fix advisory

findutils bug fix update

ca-certificates bug fix and
enhancement update

systemd bug fix and enhancement
update

firewalld bug fix update

Moderate: httpd:2.4 security update

microcode_ctl bug fix and
enhancement update

sos bug fix and enhancement update

Important: cups security update

Important: subscription-manager
security update

Moderate: libxml2 security update
Moderate: libcap security update

Moderate: curl security update

Moderate: python-requests security
update

Important: kernel security and bug
fix update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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08-08
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08-08
2023-
08-08
2023-
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2023-
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2023-
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2023-
07-20
2023-
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2023-
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2023-
06-27
2023-
06-27
2023-
06-27
2023-
06-27

2023-
06-27

2023-
06-27

2023-
06-27

2023-
06-27

bugfix
bugfix
bugfix
bugfix
security
security
security
bugfix
security
security
security
security
security
security
security

security

security

enhancement

enhancement

RHBA-
2023:4526

RHBA-
2023:4525

RHBA-
2023:4522

RHBA-
2023:4521

RHSA-
2023:4498

RHSA-
2023:4419

RHSA-
2023:4328

RHBA-

2023:4279

RHSA-

2023:4159

RHSA-

2023:4102

RHSA-

2023:3949

RHSA-

2023:3847

RHSA-

2023:3840

RHSA-

2023:3839

RHSA-

2023:3837

RHSA-

2023:3827

RHSA-

2023:3822

RHEA-

2023:3850

RHEA-

2023:3849

systemd bug fix update

sssd bug fix update

grub2 bug fix update
NetworkManager bug fix update
Moderate: dbus security update

Important: openssh security update

Moderate: samba security and bug
fix update

sos bug fix and enhancement update

Moderate: java-17-openjdk security
and bug fix update

Important: bind security update

Low: open-vm-tools security update

Moderate: kernel security, bug fix,
and enhancement update

Moderate: sqlite security update

Moderate: libssh security update

Moderate: systemd security and bug
fix update

Moderate: libtiff security update

Moderate: virt:rhel and virt-
devel:rhel security and bug fix
update

krb5 bug fix update

iproute bug fix update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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2023- RHEA- microcode_ctl bug fix and

06-27 enhancement 2023:3843  |enhancement update v4.14v4.15CB7.10
322237 bugfix ?(222846 selinux-policy bug fix update v4.14,v4.15,CB7.1.0
322237 bugfix ZROZ—E:';MS NetworkManager bug fix update v4.14,v4.15,CB7.1.0
322237 bugfix %44 xfsprogs bug fix update v4.14,v4.15,CB7.1.0
322237 bugfix 5(;_'222\8 41 kexec-tools bug fix update v4.14,v4.15,CB7.1.0
0 b SRR GSTEINGTEN 080
322236 bugfix 2RO|;§§801 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
322134 security %2@591 Important: python3 security update v4.14,v4.15,CB7.1.0
522134 security %2@58 4 Important: c-ares security update v4.14,v4.15,CB7.1.0
5223?1 bugfix ;;—2%‘;114 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
Sg_zg’(') security %3 45 ::T(plj’;éaart‘; kernel security and bug 4 14 v 15 cB7.1.0
522232 security ;;;2’22 46 'mportant: git security update v4.14,v4.15,CB7.1.0
ngf7 bugfix %2:'63\-183 httpd:2.4 bug fix update v4.14,v4.15,CB7.1.0
322136 security ;;—2@109 Important: apr-util security update  v4.14,v4.15,CB7.1.0
322136 security ;;—2%'107 Important: libreswan security update v4.14,v4.15,CB7.1.0
S security DL m%‘;ferate: curl security and bug fix 14 v4.15,c87.1.0
322136 security 5&2’210 4 Important: emacs security update v4.14,v4.15,CB7.1.0
322136 security ;)2—2:%095 gfj‘;dﬁiateé(:;%es""a” security and 4 14 v4.15,CB7.1.0
§g2f6 security ;;—2@0 s :}I"Xoﬂgga;tee emacs security and bug 1 14 \,4 15 CB7.1.0
2023- security RHSA- Low: libarchive security update v4.14,v4.15,CB7.1.0

05-16 2023:3018
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822136 security %002 m‘;‘féate: bind security and bug fix |, 4 14 4 15 cB7.1.0
322136 security 5(;2:%00 m‘;‘;me: dhep security and bug fix 4 14 4 15 cB7.1.0
Sg_zfg security %987 ;?r‘]’; nizmﬁtsﬁglégg bug fix, and 4 14 va 15.cB7.1.0
ég_zf’é security %969 ?fxoggajtee net-snmp security and bug . 4 14 4 15 cB7.1.0
522136 security 55'22%63 l';g(‘j"’a:tg“” security and bug ix v4.14.v4.15,CB7.1.0
Gote UMY DOSTer b enmancementpdhte - VA-14v415.CB7.10
Gote UMY DOSTeus  soouriyand bug fix e V4-14415.0B7.10
322136 security %883 Moderate: libtiff security update v4.14,v4.15,CB7.1.0
522136 security %859 l'}’r')%‘:‘féate: gitsecurity and bug fix 4 14 4 15,cB7.1.0
322136 security %830 ?fxoggga;fe tigervne security and bug 4 14 4 15 cB7.1.0
Gote UMY DOSTe  mdemancement pdate o VA-14v415.087.10
52_213(; security ;;2’2‘785 l'}’r')%iferate: grafana-pep security 4 14 v 15 CB7.1.0
éng6 security %784 Moderate: grafana security update  \v4.14,v4.15,CB7.1.0
322136 security ;;—2:2'771 ?fxoﬂgga;tee unbound security and bug |, 4 14 4 15 cB7.1.0
322136 security %758 SQSSEE;TGBSS r;;[ifr;r(;tgr%sa;rrwtzlrient v4.14,v4.15,CB7.1.0
= |update
322136 security ;;—2:'2'757 g%%gi:it% (gé}gi%g,t;%\;i‘z-and v4.14,v4.15,CB7.1.0
322136 enhancement %92 LZF?;;?ebUQ fix and enhancement v4.14,v4.15,CB7.1.0
522136 enhancement 5(;?2945 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
S5 bugfix SRS Lzstj‘;?ebug fix and enhancement 4 144.15,cB7.1.0
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2023- RHBA- util-linux bug fix and enhancement

05-16 bugfix 2023:3102  update v4.14,v4.15,CB7.1.0
32256 bugfix 5(;22099 java-17-openjdk bug fix update v4.15,CB 7.1.0

322136 bugfix %89 container-tools:rhel8 bug fix update |v4.14,v4.15,CB7.1.0
ég_zf’é bugfix %66 umpcdeallt)eg bug fix and enhancement 1, ) 14 4 15 cB7.1.0
Y g SHOA | pROTITEDE T 050010
322136 bugfix %63 file bug fix and enhancement update v4.14,v4.15,CB7.1.0
Sg_zf’é bugfix ;;22662 L”pr:jea(ieb“g fix and enhancement 4 14 \4 15 CB7.1.0
AT N
522136 bugfix %55 L?)rg:t-ecore bug fix and enhancement v4.14.v4.15.CB7.1.0
322136 bugfix %5 . EEL;;QUX bug fix and enhancement  \ 144 15 cB7.1.0
Sg_zl?’é bugfix %52 Eg;;:;“s bug fix and enhancement /14 4 15 cB7.1.0
52_213(; bugfix ;;422@651 Egg:tteb“g fix and enhancement ) 44 4 15 CB7.1.0
522136 bugfix g L‘;)rgjtebug fix and enhancement v4.14,v4.15,CB7.1.0
Y g SHOA pROTSOENSTyygsocono
gg_zfé bugfix 502—2@6 45 giﬁ;ﬂ‘é‘;‘rf&ftt'ugggtgx and V4.14,v4.15,CB7.1.0
Sg_zf’é bugfix % " %‘ﬁeb“g fix and enhancement 44 4 15 CB7.1.0
322136 bugfix ;;2'2043 perl bug fix and enhancement update v4.14,v4.15,CB7.1.0
322136 bugfix ?02—2@(') 40 3‘;‘;&2“9 fix and enhancement v4.14.v4.15,CB7.1.0
Y g SO IMCHROTEO yyscons
Sg2136 bugfix %37 ﬁ‘;ﬁ; tt;“g fix and enhancement v4.14,v4.15,CB7.1.0
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2023- RHBA- librhsm bug fix and enhancement

05-16 bugfix 2023:3036  update v4.14,v4.15,CB7.1.0
32256 bugfix 2R(|);2§035 Lrg(?:tlsnce bug fix and enhancement V4.14.v4.15,CB7.1.0
T g DR plocrbbe ot yscors
ég_zf’é bugfix %33 ‘Jg;;"t‘;hat bug fix and enhancement ) 14 4 15 cB7.1.0
522136 bugfix o Egggfjh bug fix and enhancement ',/ 14 4 15 cB7.1.0
32213’6 bugfix ;;—2:2631 ﬁ’;ggttebug fixand enhancement 1 114 15,CB7.1.0
Sg_zf’é bugfix ;;22629 L'gggt‘e'z bug fix and enhancement . 4 14 4 15 cB7.1.0
52_213(; bugfix %28 B‘F’)"ddaitea bug fix and enhancement 4 14 4 15 cB7.1.0
T g TR Moo oo
T g EA omedtengiodscorto
Sg_zl?’é bugfix %2 . EESZ{Z bug fix and enhancement 1 144 15, cB7.1.0
52_213(; bugfix ;;422@623 Eggg{:ﬂ”“x bug fix and enhancement ., 1414 15 cB7.1.0
éng6 bugfix %22 ?FJ)tdh;iIect bug fix and enhancement v4.14.v4.15.CB7.1.0
322136 bugfix ;;—2:';)21 rpm bug fix and enhancement update v4.14,v4.15,CB7.1.0
gg_zfé bugfix 502—2@620 Les d”;toe” bug fixand enhancement |, 4 14 4 15 cB7.1.0
Sg_zf’é bugfix %19 EL%‘;‘E”Q bug fix and enhancement |, ) 144 15 cB7.1.0
322136 bugfix 5(222016 tar bug fix and enhancement update v4.14,v4.15,CB7.1.0
322136 bugfix ;202—2:?615 Eggftz bug fix and enhancement | 1 14\ 15 CB7.1.0
§g2f6 bugfix %1 . :jg(‘;‘ztsug fix and enhancement v4.14,v4.15,CB7.1.0
Sg2136 bugfix %13 Usngg bug fix and enhancement |, 4 14 4 15 cB7.1.0
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2023- RHBA- nfs-utils bug fix and enhancement

05-16 bugfix 2023:3009 update v4.14,v4.15,CB7.1.0
322136 bugfix 5(;22608 :jsg:rt‘ebug fix and enhancement v4.14,v4.15,CB7.1.0
Sg_zf’é bugfix 5(;—22606 3?5;:”9 fix and enhancement v4.14.v4.15,CB7.1.0
ég_zf’é bugfix %OS 823;5”9 fix and enhancement v4.14,v4.15,CB7.1.0
522136 bugfix S Lp;ggt'gs bug fix and enhancement . 4 14 4 15.cB7.1.0
Y g SR IS 1500010
322136 bugfix 2R()|;§Az\999 Lopgdr;)ttéate bug fix and enhancement V4.14.v4.15,CB7.1.0
52_213(; bugfix %98 umpddﬁg“ bug fix and enhancement . 4 1414 15, cB7.1.0
522136 bugfix T 3‘;‘&2@“9 fix and enhancement v4.14,v4.15,CB7.1.0
ngf6 bugfix %96 Erg:jr;ttseetup bug fix and enhancement V4.14.v4.15,CB7.1.0
Sg_zl?’é bugfix ;;—2:%95 L%a(;gt‘g bug fix and enhancement 1 444 15 cB7.1.0
52_213(; bugfix ;;422:'6259 . ngjca‘iz bug fix and enhancement 4 14 4 15 cB7.1.0
522136 bugfix a0 ﬁgg;'t'j bug fix and enhancement 1 144 15 cB7.1.0
322136 bugfix ;;—2:%91 Eg;ﬂt'gc bug fix and enhancement |, 14 4 15 cB7.1.0
gg_zfé bugfix ;;—2:%90 :jgg;?eb”g fixand enhancement 1 14 \4 15 CB7.1.0
Sg_zf’é bugfix %89 ES&Z‘{SM bug fix and enhancement ) 1 4 15 cB7.1.0
322136 bugfix o o 'Ljs('j‘;tt’ebug fix and enhancement 1 144 15,cB7.1.0
322136 bugfix 502—2:’02\5-986 sssd bug fix and enhancement update v4.14,v4.15,CB7.1.0
§g2f6 bugfix %85 %ﬁ;{:d bug fix and enhancement |, 4 14 4 15 cB7.1.0
T g A S s conas
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librepo bug fix and enhancement

v4.14,v4.15,CB7.1.0
update

dnf bug fix and enhancement update v4.14,v4.15,CB7.1.0

libdnf bug fix and enhancement
update

linux-firmware bug fix and
enhancement update

Imdb bug fix and enhancement
update

dnf-plugins-core bug fix and
enhancement update

dbus bug fix and enhancement
update

python3 bug fix and enhancement
update

NetworkManager bug fix and
enhancement update
selinux-policy bug fix and
enhancement update

coreutils bug fix and enhancement
update

rng-tools bug fix and enhancement
update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
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gcc bug fix and enhancement update v4.14,v4.15,CB7.1.0

kmod-kvdo bug fix and enhancement v4.14.v4.15.CB7.1.0

update

libteam bug fix and enhancement v4.14v4.15 CB7.1.0
update B "
glibc bug fix and enhancement

update v4.14,v4.15,CB7.1.0
pam bug fix and enhancement VA.14.v4.15.CB7.1.0
update T "
kexec-tools bug fix and enhancement v4.14.v4.15.CB7.1.0
update

libsoup bug fix and enhancement V4.14.v4.15,CB7.1.0
update

binutils bug fix and enhancement

v4.14,v4.15,CB7.1.0
update
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2023- RHBA- pciutils bug fix and enhancement

05-16 bugfix 2023:2947  update v4.14,v4.15,CB7.1.0
T g A embmionsconas
T g BHEAMDTOMASAscorts
ég_zf’é bugfix %92 Sg‘agfgap bug fix and enhancement '\ 14 15, cB7.1.0
Y g BHEA mpemnembn i s corts
32213’6 bugfix ;;—2%65 L'ggzi‘e"’a” bug fix and enhancement |\ 144 15 cB7.1.0
Sg_zf’é bugfix ;;2%53 Sggﬁg bug fix and enhancement 1 44 4 15 cB7.1.0
52_213(; bugfix % 4 ‘S’F?;;tgug fix and enhancement V4.14,v4.15,CB7.1.0
522136 bugfix T 3';3;'? bug fix and enhancement 4 1 \4 15 cB7.1.0
322136 bugfix ;;—2:%36 icdgaf’e“g fix and enhancement v4.14,v4.15,CB7.1.0
Sg_zl?’é bugfix ;;—2:’;31 L?’j;?f bug fix and enhancement 1 144 15, cB7.1.0
T g A EETORMOTI G sconas
522136 bugfix Ao Tpe(f:tf“g fix and enhancement v4.14,v4.15,CB7.1.0
322136 bugfix ;;—2%23 L'gg;g bug fixand enhancement 1 144 15 cB7.1.0
T g SHEA | pI s corts
322136 bugfix %19 rhc bug fix and enhancement update |v4.14,v4.15,CB7.1.0
S g WS RSSMMOS s
322136 bugfix ;g—gé'?gg %ﬁ;{:tap bug fixand enhancement |\ 1,4 15 cB7.1.0
R Y
Sg2136 bugfix %89 nggg“ bug fix and enhancement '\ 114 15, cB7.1.0
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2023- RHBA- libblockdev bug fix and

05-16 bugfix 2023:2755  |enhancement update v4.14,v4.15,CB7.1.0
32256 bugfix 5523754 ﬂggsalizZ bug fix and enhancement V4.14.v4.15,CB7.1.0
0 bt SRS SmoemOma L iscenio
8225’4 security %122 Important: libreswan security update v4.14,v4.15,CB7.1.0
522233 security ;;_'22'?930 Important: emacs security update v4.14,v4.15,CB7.1.0
0 sy SR e g Y 1557

3912(?6 security 2RO|;2'A£673 Important: httpd:2.4 security update v4.14,v4.15,CB7.1.0
52_2& security %2:'6{569 'f\l/'xogggtee gnutls security and bug 4 14 v 15 cB7.1.0
O ety S Imporntiere st 0Ty 14041508710
52234 security %551 Important: tigervnc security update v4.14,v4.15,CB7.1.0
52_252 bugfix %75 Hgg;‘t’gc bug fix and enhancement |, 4 14 4 15 cB7.1.0
52234 bugfix 2R()I;§Al\573 \Jgé:;ti;el and virt-devel:rhel bug fix V4.14.v4.15.CB7.1.0
52234 bugfix %71 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
N5 b SRR NMOMMRRMEMOE L eiscanio
N bt SEA SOoNebE L ascenio
32.20341 bugfix %67 Z?)I(Tj];tae bug fix and enhancement . 4 1414 15 CB7.1.0
32_2034 bugfix S Sg‘é;‘i'mapper'm”'“path bugfix 4 14.v4.15,cB7.1.0
N bt SRR UmunheBon iiscenio
égzg,o bugfix %3 . Lzstj‘;?ebug fix and enhancement |, 4 14 4 15 CB7.1.0
Sg2§8 bugfix %91 L?j‘;?eb“g fix and enhancement . 4 14 4 15.CB7.1.0
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security
bugfix
security
security
security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHSA-
2023:1405

RHBA-
2023:1300

RHSA-
2023:1252

RHSA-
2023:1140

RHSA-
2023:0852

RHSA-
2023:0842

RHSA-
2023:0838

RHSA-
2023:0837

RHSA-
2023:0835

RHSA-
2023:0833

RHSA-
2023:0832

RHBA-
2023:0850

RHBA-
2023:0849

RHBA-
2023:0845

RHBA-
2023:0841

RHBA-
2023:0840

RHBA-
2023:0836

RHBA-
2023:0834

RHBA-
2023:0831

RHBA-
2023:0830

Important: openssl security update  v4.14,v4.15,CB7.1.0

sos bug fix and enhancement update 'v4.14,v4.15,CB7.1.0

Important: nss security update v4.14,v4.15,CB7.1.0

Moderate: curl security update v4.14,v4.15,CB7.1.0

Moderate: httpd:2.4 security and bug

; v4.14,v4.15,CB7.1.0
fix update

Moderate: tar security update v4.14,v4.15,CB7.1.0

Important: samba security update v4.14,v4.15,CB7.1.0

Moderate: systemd security and bug
fix update

Moderate: python-setuptools security
update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0

Moderate: python3 security update  v4.14,v4.15,CB7.1.0

Important: kernel security and bug
fix update

openscap bug fix and enhancement
update

container-tools:rhel8 bug fix and
enhancement update

virt:rhel and virt-devel:rhel bug fix
and enhancement update

grub2 bug fix and enhancement
update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
curl bug fix and enhancement update v4.14,v4.15,CB7.1.0

OpenSSH bug fix and enhancement V4.14.v4.15,CB7.1.0

update
kmod-kvdo bug fix and enhancement v4.14.v4.15.CB7.1.0
update
nfs-utils bug fix and enhancement v4.14.v4.15.CB7.1.0
update

iptables bug fix and enhancement

v4.14,v4.15,CB7.1.0
update
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2023- RHBA- scap-security-guide bug fix and

02-21 bugfix 2023:0829  |enhancement update v4.14,v4.15CB7.1.0
nggg bugfix 5(;2'%719 rhc bug fix and enhancement update |v4.14,v4.15,CB7.1.0
32238 security %662 Important: tigervnc security update v4.14,v4.15,CB7.1.0
8225’7 security %625 Important: libksba security update  v4.14,v4.15,CB7.1.0
52236 security ;;_'22'6(‘)610 Important: git security update v4.14,v4.15,CB7.1.0
322233 security %284 Important: sudo security update v4.14,v4.15,CB7.1.0
R sy DU, Ml OO 160070

322136 security %2%'173 Moderate: libxml2 security update  v4.14,v4.15,CB7.1.0
522132 security %2?)—116 Moderate: libtasnl security update  v4.14,v4.15,CB7.1.0
52252 security %110 Moderate: sqglite security update v4.14,v4.15,CB7.1.0
52252 security %103 Moderate: expat security update v4.14,v4.15,CB7.1.0
522132 security ;;422%'101 :c?(pf;gt‘; kernel security andbug 4 14 4 15,cB7.1.0
322132 security %100 L\I"Xoggga;fe systemd security and bug 4 14 4 15,cB7.1.0
2028 oy RHSA E”gzgfeiif;ZJEE?E?'SSSJJ;"W V4 10,415, CB7 1.0
322132 security ;;2’6(‘)096 Moderate: dbus security update v4.14,v4.15,CB7.1.0
322132 security ;;—2%'095 Moderate: libtiff security update v4.14,v4.15,CB7.1.0
322132 bugfix 5(;—2?0\0-126 hyperv-daemons bug fix update v4.14,v4.15,CB7.1.0
822132 bugfix %24 sssd bug fix and enhancement update v4.14,v4.15,CB7.1.0
822132 bugfix %20 3l;tdhastzlect bug fix and enhancement v4.14.v4.15.CB7.1.0
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2023- RHBA- tigervnc bug fix and enhancement

01-12 bugfix 2023:0119  update v4.14,v4.15,CB7.1.0
T g TR ol s 60y scors
T g EEEOLAenes o
322132 bugfix %ﬂ curl bug fix and enhancement update v4.14,v4.15,CB7.1.0
322132 bugfix S 0 %ﬁg{:d bug fix and enhancement |, 4 14 4 15.cB7.1.0
3(1)2132 bugfix ;;—2%'107 Sgggtgug fix and enhancement v4.14,v4.15,CB7.1.0
3(1)2132 bugfix 2RO|;§%106 gcc bug fix and enhancement update v4.14,v4.15,CB7.1.0
522132 bugfix %05 ﬂg('j;;gux bug fix and enhancement  \ 14 15 cB7.1.0
°S bugix SRS ngjca‘fe bug fix and enhancement 4 14 v4.15,CB7.1.0
T g S NAoRm O s coras
T g EEE MOUGNGRIE s conas
522132 bugfix ;;422:'%‘69 . Lsgd”a‘iebug fix and enhancement v4.14,v4.15,CB7.1.0
ngfz bugfix %90 zlib bug fix and enhancement update v4.14,v4.15,CB7.1.0
S°S bugfix DS Egg:{‘emp bug fix and enhancement . 4 14 4 15,cB7.1.0
égzg’g security %0 49  Moderate: grub2 security update v4.14,v4.15,CB7.1.0
igzﬁ bugfix %28 ESSZ{Z bug fix and enhancement |, 1, 4 15 cB7.1.0
igzé bugfix ;&2%888 rhc bug fix and enhancement update v4.14,v4.15,CB7.1.0
0% bugix  SOEC Lz;?;?ebug fix and enhancement 4 144.15,cB7.1.0
i22228 security 50273:%-638 Important: krb5 security update v4.14,v4.15,CB7.1.0
2P0 bugix DB Ug(‘j’gtr;o bug fix and enhancement 4 14 4.15,CB7.1.0
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ﬁzﬁ security %928 l&%ﬁ{:;”&;)g;;’;Ce'mapper'm“'“path v4.14,v4.15,CB7.1.0
522029 bugfix ;;2%84 L?(j‘;?f“g fix and enhancement . 4 14 4 15.CB7.1.0
NI ety S, Lo CHSTHO S,y t4v1scon10
i22028 security ;;_'282'6%790 Moderate: bind security update v4.14,v4.15,CB7.1.0
ﬂZgS security %745 Moderate: freetype security update  |\v4.14,v4.15,CB7.1.0
R ety SSE Mo e 0y 14158710
ig_zozé security %720 m‘;dﬁg(ater; deathSprogs security and 1 14 v4.15,CB7.1.0
i22§8 security %715 Moderate: libxml2 security update  \v4.14,v4.15,CB7.1.0
20 security DB m‘;dﬁiaheéa’;’febkitzgtkrg security and -, 4 14,v4.15,CB7.1.0
582(?8 security %700 Moderate: gdisk security update v4.14,v4.15,CB7.1.0
0 ety SR Modts kot D 414041508710
20 security DDA l'j’r')%iféate: grafana-pcp security 4 14.v4.15,CB7.1.0
igzozg security ;;—3:'6%'647 Moderate: httpd:2.4 security update |v4.14,v4.15,CB7.1.0
R oty S, Mo oy, b0,y 141415,057:10
igzozS security %585 Moderate: libtiff security update v4.14,v4.15,CB7.1.0
0 ety SR Modte g searty D 414001508710
582028 security 5(;—2:'6%'514 Moderate: fribidi security update v4.14,v4.15,CB7.1.0
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bugfix

bugfix

RHSA-
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RHSA-
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Low: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement
update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

RDMA stack bug fix and
enhancement update

strace bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

tzdata bug fix and enhancement
update

alsa-lib bug fix and enhancement
update

libdrm, mesa, and wayland-protocols

bug fix and enhancement update

subversion bug fix and enhancement

update

python3 bug fix update

sssd bug fix and enhancement update

NetworkManager bug fix and
enhancement update

bind bug fix and enhancement
update

tzdata bug fix and enhancement
update

virt:rhel and virt-devel:rhel bug fix
and enhancement update

rpm bug fix and enhancement update

libpwquality bug fix and
enhancement update

file bug fix and enhancement update

policycoreutils bug fix and
enhancement update
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2022- RHBA- libsemanage bug fix and

11-08 bugfix 2022:7804  |enhancement update v4.14,v4.15CB7.1.0
522028 bugfix 50@2%03 Uggz't'gc bug fix and enhancement ., 14 4 15 cB7.1.0
522028 bugfix ZROI;_E:,%OI umpedrgts;rack bug fix and enhancement V4.14.v4.15,CB7.1.0
ig_zozé bugfix %99 8;&2&2’ bug fix and enhancement . 4 14 4 15.cB7.1.0
i22028 bugfix ?(?2[2'67\798 ani(t_js;reipts bug fix and enhancement v4.14.v4.15.CB7.1.0
ﬁZgS bugfix ;;—E;:A?'?% Lp;ggtlgs bug fix and enhancement . 4 14 4 15 cB7.1.0
i(lj_zgé bugfix ;;E;ﬁ'?% gzzgizxy bug fix and enhancement 144 15 cB7.1.0
g A SuwMSNORE e
i22§8 bugfix T L‘ggjtsug fix and enhancement v4.14,v4.15,CB7.1.0
ﬁzé bugfix ;;—';A?'?gg Sgggtgug fix and enhancement v4.14,v4.15,CB7.1.0
ﬁ_zgé bugfix ;;—%'788 :jgg;‘t:gi"e bug fix and enhancement |, 14 \4 15 cB7.1.0
ﬁZC?S bugfix EOHZE23A7\787 Lrgg:tlsnce bug fix and enhancement V4.14.v4.15,CB7.1.0
ﬁZC?S bugfix %EZS:A?-?% :Jigzzltianux bug fix and enhancement v4.14.v4.15.CB7.1.0
522028 bugfix ;;—%'78 , Egggt‘é’ bug fix and enhancement | 1 1114 15 CB7.1.0
ig_zozé bugfix 502—2;%83 ﬂgéggux bug fix and enhancement 1 14 15 cB7.1.0
ig_zozé bugfix %81 ggggeb“g fix and enhancement . 4 1414 15,CB7.1.0
igzozg bugfix ST ES&%’ bug fix and enhancement . 4 14 4 15.cB7.1.0
582028 bugfix 5(;—2:'07‘-779 curl bug fix and enhancement update v4.14,v4.15,CB7.1.0
522028 bugfix 50273'07\-778 Egnd(ﬁékvdo bug fix and enhancement v4.14.v4.15.CB7.1.0
522028 bugfix %75 'Jsg;‘:’eb“g fix and enhancement v4.14,v4.15,CB7.1.0
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bugfix
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2022:7773
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2022:7771

RHBA-
20227770

RHBA-
2022:7769

RHBA-
2022:7768

RHBA-
20227767

RHBA-
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setup bug fix and enhancement
update

device-mapper-persistent-data bug
fix and enhancement update

tar bug fix and enhancement update

dbus bug fix and enhancement
update

nfs-utils bug fix and enhancement
update

libbpf bug fix and enhancement
update

fwupd bug fix and enhancement
update

ethtool bug fix and enhancement
update

kpatch bug fix and enhancement
update

openssh bug fix and enhancement
update

hwdata bug fix and enhancement
update

fuse bug fix and enhancement update

dnf-plugins-core bug fix and
enhancement update

coreutils bug fix and enhancement
update

sg3_utils bug fix and enhancement
update

microcode_ctl bug fix and
enhancement update

ledmon bug fix and enhancement
update

iproute bug fix and enhancement
update

tuned bug fix and enhancement
update

zsh bug fix and enhancement update
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2022:7716

RHBA-
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linux-firmware bug fix and
enhancement update

mdadm bug fix and enhancement
update

libtirpc bug fix and enhancement
update

sssd bug fix and enhancement update

authselect bug fix and enhancement
update

rpcbind bug fix and enhancement
update

sos bug fix and enhancement update

ding-libs bug fix and enhancement
update

libtdb bug fix and enhancement
update

libtevent bug fix and enhancement
update

systemd bug fix and enhancement
update

grub2 bug fix and enhancement
update

dracut bug fix and enhancement
update

zlib bug fix and enhancement update

pam bug fix and enhancement
update

libcap bug fix and enhancement
update

cronie bug fix and enhancement
update

elfutils bug fix and enhancement
update

cups bug fix and enhancement
update

device-mapper-multipath bug fix and
enhancement update

v4.14,v4.15,CB7.1.0
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RHBA-

2022:7708

RHBA-

2022:7707
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2022:7706

RHBA-

2022:7705

RHBA-

2022:7703

RHBA-

2022:7702

RHBA-

2022:7701

RHBA-

2022:7698

RHBA-

2022:7696

RHBA-

2022:7695

RHBA-

2022:7693

RHBA-

2022:7691

RHBA-

2022:7688

RHBA-

2022:7687

RHBA-

2022:7686

RHBA-

2022:7685

libsolv bug fix and enhancement V4.14.v4.15,CB7.1.0
update
dnf bug fix and enhancement update v4.14,v4.15,CB7.1.0

libdnf bug fix and enhancement v4.14.v4.15.CB7.1.0

update

Lr;)%-;;)eols bug fix and enhancement V4.14.v4.15.CB7.1.0
3>F<)zzttebug fix and enhancement V4.14.v4.15,CB7.1.0
Egtg:tlss bug fix and enhancement V4.14.v4.15,CB7.1.0
\ljvg]dlg?ebug fix and enhancement V4.14.v4.15,CB7.1.0
Eg)(;g(t:étools bug fix and enhancement V4.14.v4.15,CB7.1.0
Eggﬁg-sllp bug fix and enhancement v4.14.v4.15.CB7.1.0
ump?jl::;ll bug fix and enhancement V4.14.v4.15,CB7.1.0

at bug fix and enhancement update  v4.14,v4.15,CB7.1.0

samba bug fix and enhancement
update

krb5 bug fix and enhancement
update

virt-what bug fix and enhancement
update

binutils bug fix and enhancement
update

selinux-policy bug fix and
enhancement update
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gcc bug fix and enhancement update v4.14,v4.15,CB7.1.0

procps-ng bug fix and enhancement
update

iputils bug fix and enhancement
update

python3 bug fix and enhancement
update
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2022:7684

RHBA-
2022:7681

RHBA-
2022:7680

RHBA-
2022:7679

RHBA-
2022:7677

RHBA-
2022:7659

RHBA-
2022:7652

RHBA-
2022:7649

RHBA-
2022:7646

RHBA-
2022:7641

RHBA-
2022:7635

RHBA-
20227577

RHBA-
2022:7575

RHBA-
2022:7572

RHBA-
2022:7563

RHBA-
2022:7553

RHBA-
2022:7551

RHBA-
2022:7544

RHBA-
2022:7538

RHBA-
2022:7511

glibc bug fix and enhancement
update

audit bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

mcelog bug fix and enhancement
update

redhat-release bug fix and
enhancement update

gtk3 bug fix and enhancement
update

oddjob bug fix and enhancement
update

hyperv-daemons bug fix and
enhancement update

libblockdev bug fix and
enhancement update

fstrm bug fix and enhancement
update

openscap bug fix and enhancement

update

sscg bug fix and enhancement
update

tigervnc bug fix and enhancement
update

python-rpm-macros bug fix and
enhancement update

scap-security-guide bug fix and
enhancement update

nmap bug fix and enhancement
update

open-vm-tools bug fix and
enhancement update

rhc bug fix and enhancement update

systemtap bug fix and enhancement

update

insights-client bug fix and
enhancement update
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bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2022:7473

RHBA-
2022:7471

RHBA-
2022:7460

RHBA-
2022:7258

RHBA-
2022:6691

RHBA-
2022:7404

RHBA-
2022:7240

RHSA-
2022:7192

RHSA-
2022:7111

RHSA-
2022:7110

RHSA-
2022:7108

RHSA-
2022:7106

RHSA-
2022:7105

RHBA-
2022:7127

RHBA-
2022:7122

RHBA-
2022:7116

RHBA-
2022:7115

RHBA-
2022:7114

RHBA-
2022:7112

RHBA-
2022:7109

redhat-rpm-config bug fix and
enhancement update

libestr bug fix and enhancement
update

rsyslog bug fix and enhancement
update

java-17-openjdk bug fix and
enhancement update
java-17-openjdk bug fix and
enhancement update

tzdata bug fix and enhancement
update

container-tools:rhel8 bug fix and
enhancement update

Important: device-mapper-multipath

security update

Moderate: samba security and bug
fix update

Important: kernel security, bug fix,
and enhancement update

Moderate: sqlite security update
Moderate: zlib security update

Moderate: gnutls security update

container-tools:rhel8 bug fix and
enhancement update

virt:rhel and virt-devel:rhel bug fix

update

libsemanage bug fix and
enhancement update

rpm bug fix and enhancement update

systemd update

sos bug fix and enhancement update

linux-firmware bug fix and
enhancement update
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bugfix
bugfix
security
bugfix
security
security
bugfix
security
security
security
security
enhancement
enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2022:7107

RHBA-
2022:7104

RHSA-
2022:7089

RHBA-
2022:7067

RHSA-
2022:7000

RHSA-
2022:6878

RHBA-
2022:6827

RHSA-
2022:6778

RHSA-
2022:6463

RHSA-
2022:6460

RHSA-
2022:6457

RHEA-
2022:6440

RHEA-
2022:6327

RHBA-
2022:6466

RHBA-
2022:6465

RHBA-
2022:6464

RHBA-
2022:6461

RHBA-
2022:6459

RHBA-
2022:6458

RHBA-
2022:6452

glib2 bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

Important: libksba security update

tzdata bug fix and enhancement
update

Moderate: java-17-openjdk security
and bug fix update

Important: expat security update

tzdata bug fix and enhancement
update

Important: bind security update

Moderate: gnupg?2 security update

Moderate: kernel security, bug fix,
and enhancement update

Moderate: python3 security update

nss and nspr bug fix and
enhancement update

java-17-openjdk bug fix update
systemd bug fix and enhancement

update

libdnf bug fix and enhancement
update

initscripts bug fix and enhancement
update

pam bug fix and enhancement
update

ca-certificates bug fix and
enhancement update

iproute bug fix and enhacement
update

scap-security-guide bug fix and
enhancement update
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2022- RHBA- virt:rhel and virt-devel:rhel bug fix

09-13 bugfix 2022:6446  |and enhancement update v4.14,v4.15,CB7.1.0
SO security  SUORS Lr;g:tga”t: open-vm-tools security 4 14 v4.15,cB7.1.0
322229 security %206 Important: systemd security update v4.14,v4.15,CB7.1.0
822224 security %180 Important: rsync security update v4.14,v4.15,CB7.1.0
ég2224 security ;;_'282'%159 Moderate: curl security update v4.14,v4.15,CB7.1.0
N2 b SEE mnemomebadiscero
Sg_zzzé bugfix ;;22'138 L?;;?eb“g fix and enhancement . 4 14 4 15.CB7.1.0
ég2023 bugfix %72 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
32252 security %821 g%%gig% 5%%&%251% \;ii:(t,-and v4.14,v4.15,CB7.1.0
53_252' security ;;2’%‘819 :c?(pf;gt‘; kernel security andbug 4 14 4 15,cB7.1.0
nggz security %818 Moderate: openssl security update  \v4.14,v4.15,CB7.1.0
nggz security 5(;2%813 Moderate: vim security update v4.14,v4.15,CB7.1.0
53252 security %809 Moderate: pcre2 security update v4.14,v4.15,CB7.1.0
0 g O OOEmODE s cero
ngozz bugfix ;;2?825 rhc bug fix and enhancement update v4.14,v4.15,CB7.1.0
322022 bugfix %24 container-tools:rhel8 bug fix update v4.14,v4.15,CB7.1.0
32_2022' bugfix ;)g—ggazo L‘gg:tg“g fix and enhancement v4.14,v4.15,CB7.1.0
ngozz bugfix %17 323;2“9 fix and enhancement v4.14,v4.15,CB7.1.0
Sg.zozz_ bugfix %16 'Jsggfeb“g fixand enhancement |, 14 \4.15,CB7.1.0
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
security
security
security
bugfix
bugfix
bugfix

bugfix

RHBA-
2022:5815

RHBA-
2022:5814

RHBA-
2022:5812

RHBA-
2022:5811

RHBA-
2022:5810

RHBA-
2022:5808

RHBA-
2022:5807

RHSA-
2022:5726

RHSA-
2022:5717

RHSA-
2022:5564

RHSA-
2022:5319

RHSA-
2022:5317

RHSA-
2022:5316

RHSA-
2022:5314

RHSA-
2022:5313

RHSA-
2022:5311

RHBA-
2022:5332

RHBA-
2022:5321

RHBA-
2022:5320

RHBA-
2022:5318

bash bug fix and enhancement
update

microcode_ctl bug fix and
enhancement update

selinux-policy bug fix and
enhancement update

device-mapper-multipath bug fix and
enhancement update

tuned bug fix and enhancement
update

systemd bug fix and enhancement
update

rng-tools bug fix and enhancement
update

Important: java-17-openjdk security,
bug fix, and enhancement update

Important: grafana security update

Important: kernel security, bug fix,
and enhancement update

Moderate: vim security update

Moderate: libxml2 security update

Important: kernel security and bug
fix update

Moderate: expat security update
Moderate: curl security update

Moderate: libgcrypt security update

scap-security-guide bug fix and
enhancement update

sssd bug fix and enhancement update

NetworkManager bug fix and
enhancement update

dracut bug fix and enhancement
update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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2022- RHBA- samba bug fix and enhancement

06-28 bugfix 2022:5315  update v4.14,v4.15,CB7.1.0
322228 bugfix ?53?312 gcc bug fix and enhancement update v4.14,v4.15,CB7.1.0
322222 security %163 Low: httpd:2.4 security update v4.14,v4.15,CB7.1.0
02 iy SR PO 02 MOt g 14141508719
522126 bugfix 5(;_'22?081 glibc bug fix update v4.14,v4.15,CB7.1.0
SOCE security  SUDRE I'Jr;g;’tretam: cups security and bug fix . 4 14 \4.15.cB7.1.0
322123 security ;;3’621991 Important: xz security update v4.14,v4.15,CB7.1.0
522320 security %799 Important: rsyslog security update  v4.14,v4.15,CB7.1.0
522225 bugfix %44 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
522122 security %234 Lr;g;)tretant: subversion:1.10 security V4.14.v4.15,CB7.1.0
522121 security %201 Important: rsync security update v4.14,v4.15,CB7.1.0
322120 security ;;3’2120 Moderate: zsh security update v4.14,v4.15,CB7.1.0
CE security  SDL mgﬁgﬁ;eﬂt”gpzeact‘é”ty’ bug fix, and |, 4 14 va.15,cB7.1.0
N ety S, Mot et M0y 1404158710
822120 security %043 Moderate: c-ares security update v4.14,v4.15,CB7.1.0
2 oy SHSEL Lo Mo 00y 1400508710
O ety GBS Mot pe ey, 0T g 14141508719
égzlzo security 5(;73:'6{991 Moderate: cpio security update v4.14,v4.15,CB7.1.0
0 seariy SR ot ool sens iy D g 1441508710
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securit RHSA-
y 2022:1986
securit RHSA-
y 2022:1961
securit RHSA-
y 2022:1915
securit RHSA-
y 2022:1891
securit RHSA-
y 2022:1820
securit RHSA-
y 2022:1810
securit RHSA-
y 2022:1781
securit RHSA-
y 2022:1762
securit RHSA-
y 2022:1759
enhancement RHEA-
2022:2093
enhancement RHEA-
2022:2029
enhancement RHEA-
2022:2026
enhancement RHEA-
2022:2014
enhancement RHEA-
2022:2012
enhancement RHEA-
2022:2010
enhancement RHEA-
2022:1998
enhancement RHEA-
2022:1985
enhancement RHEA-
2022:1926
enhancement RHEA-
2022:1869

Moderate: python3 security update

Moderate: cairo and pixman security

and bug fix update

Moderate: httpd:2.4 security and bug

fix update

Low: libpg security update

Low: udisks2 security and bug fix

update

Moderate: libtiff security update

Low: grafana security, bug fix, and

enhancement update

Important: container-tools:rhel8
security, bug fix, and enhancement

update

Moderate: virt:rhel and virt-
devel:rhel security, bug fix, and

enhancement update

dhcp bug fix and enhancement

update

libseccomp bug fix and enhancement

update

strace bug fix and enhancement

update

RDMA stack bug fix and
enhancement update

tzdata bug fix and enhancement

update

mcelog bug fix and enhancement

update

sos bug fix and enhancement update

NetworkManager bug fix and

enhancement update

libreswan bug fix and enhancement

update

new module: perl:5.32
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2022- RHEA- open-vm-tools bug fix and

05-10 enhancement 2022:1774  |enhancement update v4.14,v4.15CB7.1.0
1T LI VY

B o S BTN TS Ly rag

822120 bugfix %47 sssd bug fix and enhancement update v4.14,v4.15,CB7.1.0
522120 bugfix ;;_'22'62‘141 container-tools:rhel8 bug fix update |v4.14,v4.15,CB7.1.0
322120 bugfix ;;—E;:Az'l% Egidrztzug fix and enhancement v4.14,v4.15,CB7.1.0
32_2126 bugfix ;;2@122 gg‘é"a‘ieb“g fix and enhancement v4.14,v4.15,CB7.1.0
52_2126 bugfix %21 Eg&‘;‘t‘e'z bug fix and enhancement . 4 14 14 15, cB7.1.0
T g EEE Wbt e
322120 bugfix 55—3@118 Leg‘ézfg bug fix and enhancement . 4 14 4 15 cB7.1.0
52_212(') bugfix ;;—252'117 8282:2 bug fix and enhancement |, 4 14 4 15 cB7.1.0
52_2126 bugfix ;;4222'115 ’JLS dda‘i;"p bug fix and enhancement ) 1 4 15 cB7.1.0
522120 bugfix A1 ESZZ"tVed bug fix and enhancement ) 14 \4 15 cB7.1.0
322120 bugfix ;;—2:'02‘-113 expat update v4.14,v4.15,CB7.1.0
32_2126 bugfix i1 giﬁ;ﬂ‘é‘;‘rf&ftt'ugggtgx and V4.14,v4.15,CB7.1.0
822120 bugfix %08 umpadnz;tr;ages bug fix and enhancement V4.14.v4.15,CB7.1.0
322120 bugfix ;;2’2107 fuse bug fix and enhancement update v4.14,v4.15,CB7.1.0
322120 bugfix ;g—'gé'l% L”pr:jeaot'ebug fix and enhancement 4 444 15, cB7.1.0
éngZO bugfix %05 ngca‘izbug fix and enhancement 4 44 4 15,CB7.1.0
gg2120 bugfix %04 ﬁégsari;ogs bug fix and enhancement V4.14.v4.15,CB7.1.0
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2022- RHBA- libcap bug fix and enhancement

05-10 bugfix 2022:2103  update v4.14,v4.15,CB7.1.0
322120 bugfix Eoggé-loz ﬁg?afeug fix and enhancement v4.14,v4.15,CB7.1.0
32_2126 bugfix ZR(;—E:;OI L'gg;g' bug fix and enhancement ) 14 4 15 cB7.1.0
52_2126 bugfix %00 ﬂg('j;;gux bug fix and enhancement 4 44 14 15 cB7.1.0
522120 bugfix ?(?212,02\099 Zyr/)s(;‘gtuetils bug fix and enhancement v4.14.v4.15.CB7.1.0
322120 bugfix ;;—E;:Azbgg 3;3!;5”9 fix and enhancement v4.14,v4.15,CB7.1.0
32_2126 bugfix ;;2@697 E%ﬁattseewp bug fix and enhancement |, 144 15 cB7.1.0
52_2126 bugfix %96 ?Sggtsug fix and enhancement v4.14,v4.15,CB7.1.0
W g S posbg o sconas
322120 bugfix %91 Eg;t;t';‘ bug fix and enhancement 1\ 444 15 cB7.1.0
52_212(') bugfix %90 ‘Jggg’t‘;hat bug fix and enhancement \ \ 14 4 15 cB7.1.0
52_2126 bugfix ;;4222688 Lepao'lgt‘g bug fix and enhancement ) 14 4 15 cB7.1.0
522120 bugfix T umpdﬁ;” bug fix and enhancement |, 4 14 4 15.cB7.1.0
322120 bugfix %86 Lpp”(;;'tz bug fix and enhancement | 1 1414 15 CB7.1.0
32_2126 bugfix %85 B‘F’)"ddaiza bug fix and enhancement |, ) 14 4 15 CB7.1.0
32_2126 bugfix %83 gzzzzzxy bug fix and enhancement 44 14 15 cB7.1.0
322120 bugfix S(I);EZ;'?OSZ rpm bug fix and enhancement update v4.14,v4.15,CB7.1.0
322120 bugfix %80 3‘;‘;&2“9 fix and enhancement v4.14.v4.15,CB7.1.0
éngZO bugfix %79 fj‘;tg;’t'; bug fix and enhancement 1 14 \4 15 CB7.1.0
ngle bugfix %78 ’JLS dp;t‘égs bug fix and enhancement  \ 14 15, cB7.1.0
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libldb bug fix and enhancement
update

libtdb bug fix and enhancement
update

libtalloc bug fix and enhancement
update

gcc bug fix and enhancement update

dbus bug fix and enhancement
update

sssd bug fix and enhancement update

systemd bug fix and enhancement
update

policycoreutils bug fix and
enhancement update

which bug fix and enhancement
update

libtirpc bug fix and enhancement
update

python-linux-procfs bug fix and
enhancement update

firewalld bug fix and enhancement
update

jansson bug fix and enhancement
update

kmod bug fix and enhancement
update

rng-tools bug fix and enhancement
update

fwupd bug fix and enhancement
update

elfutils bug fix and enhancement
update

libffi bug fix and enhancement
update

kexec-tools bug fix and enhancement

update

dnf-plugins-core bug fix and
enhancement update
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dnf bug fix and enhancement update

libsolv bug fix and enhancement
update

iproute bug fix and enhancement
update

libdnf bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

libcomps bug fix and enhancement
update

librepo bug fix and enhancement
update

crypto-policies bug fix and
enhancement update

ethtool bug fix and enhancement
update

libuser bug fix and enhancement
update

libbpf bug fix and enhancement
update

Ivm2 bug fix and enhancement
update

device-mapper-multipath bug fix and

enhancement update

libstoragemgmt bug fix and
enhancement update

dmidecode bug fix and enhancement
update

device-mapper-persistent-data bug
fix and enhancement update

cups bug fix and enhancement
update

vdo bug fix and enhancement update

json-c bug fix and enhancement
update

nfs-utils bug fix and enhancement
update
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net-snmp bug fix and enhancement
update

binutils bug fix and enhancement
update

shadow-utils bug fix and
enhancement update

gdisk bug fix and enhancement
update

perl bug fix and enhancement update

linux-firmware bug fix and
enhancement update

make bug fix and enhancement
update

ModemManager bug fix and
enhancement update

cronie bug fix and enhancement
update

python-pip bug fix and enhancement
update

glibc bug fix and enhancement
update

nftables bug fix and enhancement
update

kmod-kvdo bug fix and enhancement

update

iptables bug fix and enhancement
update

glib2 bug fix and enhancement
update

libmbim bug fix and enhancement
update

sed bug fix and enhancement update
selinux-policy bug fix and
enhancement update

libgmi bug fix and enhancement
update

bash bug fix and enhancement
update
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2022- RHBA- rsync bug fix and enhancement
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rsyslog bug fix and enhancement
update

openscap bug fix and enhancement
update

insights-client bug fix and
enhancement update

sshpass bug fix and enhancement
update

Important: zlib security update

Moderate: vim security update

Important: kernel security and bug
fix update

Moderate: polkit security update

Important: gzip security update

virt:rhel and virt-devel:rhel bug fix
update

scap-security-guide bug fix and
enhancement update

NetworkManager bug fix and
enhancement update

device-mapper-multipath bug fix and

enhancement update

microcode_ctl bug fix and
enhancement update

Important: java-17-openjdk security
and bug fix update

Important: openssl security update

Important: httpd:2.4 security update

tzdata bug fix and enhancement
update

Important: expat security update

Moderate: libxml2 security update
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03-15
2022-
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2022-
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2022-
02-01
2022-
02-01
2022-
02-01
2022-
02-01

2022-
02-01

security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security

security

enhancement

enhancement

RHSA-
2022:0896

RHSA-
2022:0894

RHSA-
2022:0892

RHSA-
2022:0891

RHSA-
2022:0886

RHBA-
2022:0901

RHBA-
2022:0900

RHBA-
2022:0898

RHBA-
2022:0897

RHBA-
2022:0895

RHBA-
2022:0893

RHBA-

2022:0890

RHSA-

2022:0825

RHSA-

2022:0658

RHSA-

2022:0441

RHSA-

2022:0370

RHSA-

2022:0368

RHSA-

2022:0366

RHEA-

2022:0359

RHEA-

2022:0352

Moderate

Moderate

Moderate

Moderate

Moderate

: glibc security update

: vim security update

. libarchive security update

> httpd:2.4 security update

virt:rhel and virt-

devel:rhel security update

firewalld bug fix and enhancement

update

samba bug fix and enhancement

update

Ivm2 bug
update

subscription-manager bug fix and

fix and enhancement

enhancement update

linux-firmware bug fix and
enhancement update

systemd bug fix and enhancement

update

plymouth bug fix and enhancement

update

Important: kernel security, bug fix,

and enhancement update

Important: cyrus-sasl security update

Important: aide security update

Moderate: cryptsetup security update

Moderate

Moderate

tcpdump bug fix and enhancement

update

container-tools:rhel8 security, bug

. rpm security update

: vim security update

fix, and enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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01-19
2022-
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2022-
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2021-
12-21
2021-
12-21
2021-
12-21
2021-
12-21
2021-
12-21
2021-
12-21
2021-
12-16

2021-
12-16

bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2022:0371

RHBA-
2022:0369

RHBA-
2022:0365

RHBA-
2022:0361

RHBA-
2022:0351

RHSA-
2022:0332

RHSA-
2022:0267

RHSA-
2022:0258

RHSA-
2022:0199

RHSA-
2022:0188

RHSA-
2022:0161

RHSA-
2022:0001

RHSA-
2021:5238

RHSA-
2021:5227

RHSA-
2021:5226

RHBA-
2021:5229

RHBA-
2021:5228

RHBA-
2021:5225

RHBA-
2021:5202

RHBA-
2021:5174

sssd bug fix and enhancement update v4.14,v4.15,CB7.1.0

dnf-plugins-core bug fix update v4.14,v4.15,CB7.1.0

sos bug fix and enhancement update v4.14,v4.15,CB7.1.0

virt:rhel bug fix update v4.14,v4.15,CB7.1.0

tigervnc bug fix and enhancement
update

Critical: samba security and bug fix
update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0

Important: polkit security update v4.14,v4.15,CB7.1.0

Important: httpd:2.4 security update v4.14,v4.15,CB7.1.0

Important: libreswan security update v4.14,v4.15,CB7.1.0

Important: kernel security and bug
fix update

Moderate: java-17-openjdk security
update

v4.14,v4.15,CB7.1.0
v4.15,CB 7.1.0

Important: grafana security update  v4.14,v4.15,CB7.1.0

Low: virt:rhel and virt-devel:rhel
security update

Moderate: kernel security and bug
fix update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0

Moderate: openssl security update  \v4.14,v4.15,CB7.1.0

systemd bug fix and enhancement

v4.14,v4.15,CB7.1.0
update

sssd bug fix and enhancement update v4.14,v4.15,CB7.1.0

kexec-tools bug fix and enhancement
update

systemd bug fix and enhancement
update

selinux-policy bug fix and
enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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2021-
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security
security
security
security
security
bugfix

security
security
security
security
security
security
security
security
security
security
security
security
security

security

RHSA-
2021:5082

RHSA-
2021:4903

RHSA-
2021:4647

RHSA-
2021:4595

RHSA-
2021:4587

RHBA-
2021:4604

RHSA-
2021:4537

RHSA-
2021:4517

RHSA-
2021:4513

RHSA-
2021:4511

RHSA-
2021:4510

RHSA-
2021:4489

RHSA-
2021:4464

RHSA-
2021:4455

RHSA-
2021:4451

RHSA-
2021:4426

RHSA-
2021:4424

RHSA-
2021:4409

RHSA-
2021:4408

RHSA-
2021:4404

Important: samba security update
Critical: nss security update
Important: kernel security update
Moderate: binutils security update
Moderate: gcc security update
httpd:2.4 bug fix update

Important: httpd:2.4 security update
Moderate: vim security update

Moderate: libsepol security update

Moderate: curl security and bug fix
update

Low: lua security update
Low: rpm security, bug fix, and

enhancement update

Moderate: dnf security and bug fix
update

Low: python-pip security update

Moderate: gnutls and nettle security,
bug fix, and enhancement update

Moderate: ncurses security update

Moderate: openssl security and bug
fix update

Moderate: libgcrypt security and bug
fix update

Low: libsolv security and bug fix
update

Low: kexec-tools security, bug fix,
and enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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security

security
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security

RHSA-
2021:4399

RHSA-
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RHSA-
2021:4393

RHSA-
2021:4387

RHSA-
2021:4386

RHSA-
2021:4385

RHSA-
2021:4384

RHSA-
2021:4382
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RHSA-
2021:4368

RHSA-
2021:4364

RHSA-
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RHSA-
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RHSA-
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RHSA-
2021:4326

RHSA-
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RHSA-
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Moderate: python3 security update

Moderate: sqlite security update

Moderate: cups security and bug fix
update

Low: libssh security update

Low: gcc security and bug fix update

Moderate: glib2 security and bug fix

update

Moderate: bind security and bug fix
update

Moderate: json-c security and bug
fix update

Moderate: GNOME security, bug
fix, and enhancement update

Moderate: file security update
Low: pcre security update
Moderate: openssh security update

Moderate: binutils security update

Moderate: NetworkManager
security, bug fix, and enhancement
update

Moderate: glibc security, bug fix,
and enhancement update

Moderate: kernel security, bug fix,
and enhancement update

Moderate: libX11 security update

Moderate: libjpeg-turbo security and

bug fix update

Moderate: httpd:2.4 security, bug
fix, and enhancement update
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alsa-lib bug fix and enhancement
update

mesa and related packages bug fix
and enhancement update
google-noto-emoji-fonts and pango
bug fix and enhancement update
openscap bug fix and enhancement
update

java-17-openjdk bug fix and
enhancement update

tzdata bug fix and enhancement
update

sssd bug fix and enhancement update

insights-client bug fix and
enhancement update

usermode bug fix and enhancement
update

libcap bug fix and enhancement
update

os-prober bug fix and enhancement
update

grubby bug fix and enhancement
update

Isscsi bug fix and enhancement
update

fontconfig bug fix and enhancement
update

postfix bug fix and enhancement
update
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update

mcelog bug fix and enhancement
update
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perl bug fix and enhancement update |v4.14,v4.15,CB7.1.0

gpgme bug fix and enhancement
update

device-mapper-persistent-data bug
fix and enhancement update

keyutils bug fix and enhancement
update

adcli bug fix and enhancement
update

openldap bug fix and enhancement
update

mdadm bug fix and enhancement
update

python-cryptography bug fix and
enhancement update

Ishw bug fix and enhancement
update

samba bug fix and enhancement
update

libldb bug fix and enhancement
update

libtalloc bug fix and enhancement
update

sssd bug fix and enhancement update

elfutils bug fix and enhancement
update

Ivm2 bug fix and enhancement
update

realmd bug fix and enhancement
update

librepo bug fix and enhancement
update

polkit bug fix and enhancement
update

rng-tools bug fix and enhancement
update
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update
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selinux-policy bug fix and
enhancement update

coreutils bug fix and enhancement
update

shadow-utils bug fix and
enhancement update

RDMA stack bug fix and
enhancement update

tpm2-tss bug fix and enhancement
update

unzip bug fix and enhancement
update

libcomps bug fix and enhancement
update

numactl bug fix and enhancement
update

nfs-utils bug fix and enhancement
update

mdadm bug fix and enhancement
update

pam bug fix and enhancement
update

dracut bug fix and enhancement
update

fwupd bug fix and enhancement
update

kmod bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

iproute bug fix and enhancement
update

krb5 bug fix and enhancement
update

quota bug fix and enhancement
update

dmidecode bug fix and enhancement

update

libtirpc bug fix and enhancement
update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2021:4371

RHBA-
2021:4370

RHBA-
2021:4367

RHBA-
2021:4365

RHBA-
2021:4362

RHBA-
2021:4360

RHBA-
2021:4359

RHBA-
2021:4357

RHBA-
2021:4355

RHBA-
2021:4354

RHBA-
2021:4353

RHBA-
2021:4352

RHBA-
2021:4334

RHBA-
2021:4333

RHBA-
2021:4327

RHBA-
2021:4318

RHBA-
2021:4307

RHBA-
2021:4306

RHBA-
2021:4299

RHBA-
2021:4293

libxcrypt bug fix and enhancement
update

virt-what bug fix and enhancement
update

device-mapper-multipath bug fix and
enhancement update

dbus bug fix and enhancement
update

ModemManager bug fix and
enhancement update

which bug fix and enhancement
update

kmod-kvdo bug fix and enhancement

update

kpatch bug fix and enhancement
update

firewalld bug fix and enhancement
update

libndp bug fix and enhancement
update

Im_sensors bug fix and enhancement
update

redhat-release bug fix and
enhancement update

plymouth bug fix and enhancement
update

fstrm bug fix and enhancement
update

perl-GSSAPI bug fix and
enhancement update

apr bug fix and enhancement update

ipmitool bug fix and enhancement
update

nmap bug fix and enhancement
update

libreswan bug fix and enhancement
update

man-pages-overrides bug fix and
enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0
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2021- RHBA- grafana-pcp bug fix and

11-09 bugfix 2021:4284  |enhancement update v4.14,v4.15CB7.1.0
DI g BB SPSSMNOMEWOTGM iscenio
N bt SRR SDAMERMOTGN L sscenio
igzolg bugfix %44 dwz bug fix and enhancement update v4.14,v4.15,CB7.1.0
D b SRR Mol diebadiassceno
NI g SRR RTGSDGTONiveisconio
W gt SRR TN B0
ig_zolé bugfix %15 Zﬁg{:tap bug fix and enhancement |, ) 144 15 cg7.1.0
igzolg bugfix T Egg;‘t’gc bug fix and enhancement ., 14 4 15.cB7.1.0
o SHEAIMEdmORE s caras
ig_zgg- bugfix ;;—El‘ﬁ'lg . Eggzt‘é”d bug fix and enhancement /14 4 15 cB7.1.0
U b S RO o ey 1404158710
ﬁzolg bugfix TP ﬂg:jsaktsez bug fix and enhancement | 1 444 15 cB7.1.0
N g SRR MOUEMONNesscanio
ig_zolé bugfix 502—?61_175 ‘J;ggtde bug fixand enhancement 1 14 14 15 CB7.1.0
igzolg bugfix %74 rhc bug fix and enhancement update |v4.14,v4.15,CB7.1.0
igzolz security 5(2812060 Moderate: libsolv security update v4.14,v4.15,CB7.1.0
ﬁzolz security 5(;—81:'64‘:059 Moderate: curl security update v4.14,v4.15,CB7.1.0
igzolz security 5(;781:'2‘:058 Moderate: samba security update v4.14,v4.15,CB7.1.0
i22012 security %057 Moderate: python3 security update  v4.14,v4.15,CB7.1.0
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security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
bugfix
bugfix
security
security
security
enhancement
bugfix
bugfix
bugfix

bugfix

RHSA-
2021:4056

RHBA-
2021:4099

RHBA-
2021:4098

RHBA-
2021:4062

RHBA-
2021:4061

RHBA-
2021:4055

RHBA-
2021:4054

RHBA-
2021:4003

RHSA-
2021:3816

RHSA-
2021:3771

RHBA-
2021:3790

RHBA-
2021:3661

RHSA-
2021:3582

RHSA-
2021:3576

RHSA-
2021:3572

RHEA-
2021:3591

RHBA-
2021:3595

RHBA-
2021:3594

RHBA-
2021:3592

RHBA-
2021:3588

Important: kernel security, bug fix,
and enhancement update

openscap bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

sudo bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

nfs-utils bug fix and enhancement
update

iptables bug fix and enhancement
update

tzdata bug fix and enhancement
update

Important: httpd:2.4 security update

Important: grafana security update

tzdata bug fix and enhancement
update

container-tools:rhel8 bug fix update
Moderate: curl security update

Moderate: krb5 security update

Moderate: nss and nspr security, bug
fix, and enhancement update

strace bug fix and enhancement
update

grub2 bug fix and enhancement
update

libdb bug fix and enhancement
update

selinux-policy bug fix and
enhancement update

rhc bug fix and enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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2021- RHBA- subscription-manager bug fix and

09-21 bugfix 2021:3586  |enhancement update v4.14,v4.15CB7.1.0
38251 bugfix ZRCE?Q:%S , ﬁﬁfﬁgs bug fix and enhancement ., 1, 4 15 cB7.1.0
382211 bugfix ZR(;—?:';% sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
58_2211' bugfix %7 . L’;%';feo's bug fix and enhancement 1 44 15 cB7.1.0
o921 DX 0505575 enhancement update VA.14v4.15,C87.00
0915 Y 0575505 andonhancement update | VA14v415CB710
38_2(}7' security %4 4 ::g‘(plj’;éaart‘é kernel security andbug 4 14 4 15,cB7.1.0
ég2116 security %151 Important: sssd security update v4.14,v4.15,CB7.1.0
322110 security %061 %zg::;teel :elztumil :r?(;j t\)ﬂg_ﬁx v4.14,v4.15,CB7.1.0
égzllo security ZROHZSl'Aé%S Moderate: glib2 security update v4.14,v4.15,CB7.1.0
U ety oS IO s 0T 14041508710
ngllo bugfix 5(;?2685 %ﬁg{;‘t""p bug fix and enhancement |\ 114 15 cB7.1.0
o bt SRR modEmem ssscenio
U b S ETAnSOOMRSS G 14041508710
ngllo bugfix ST Zﬁg@d bug fix and enhancement |, 4 14 4 15 cB7.1.0
332110 bugfix %56 E‘;Sdgtté's bug fix and enhancement |, 4 14 4 15 cB7.1.0
U bt SR Mmoot sscenio
gnglo bugfix %ss \Jg(tj-avtvehat bug fix and enhancement V4.14.v4.15,CB7.1.0
gnglo bugfix %sz Eg)ég(t:(;tools bug fix and enhancement v4.14.v4.15.CB7.1.0
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bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix
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2021:3051

RHBA-
2021:3050

RHBA-
2021:3047

RHBA-
2021:3046

RHSA-
2021:3027

RHSA-
2021:2717

RHSA-
2021:2714

RHSA-
2021:2575

RHSA-
2021:2574

RHSA-
2021:2570

RHSA-
2021:2569

RHSA-
2021:2566

RHBA-
2021:2586

RHBA-
2021:2581

RHBA-
2021:2580

RHBA-
2021:2578

RHBA-
2021:2577

RHBA-
2021:2576

RHBA-
2021:2572

RHBA-
2021:2571

selinux-policy bug fix and
enhancement update

samba bug fix and enhancement
update

perl bug fix and enhancement update

mdadm bug fix and enhancement
update

Important: microcode_ctl security,
bug fix and enhancement update

Important: systemd security update

Important: kernel security and bug
fix update

Moderate: 1z4 security update

Moderate: rpm security update

Important: kernel security and bug
fix update

Moderate: libxml2 security update

Moderate: fwupd security update

rsyslog bug fix and enhancement
update

openldap bug fix and enhancement
update

firewalld bug fix and enhancement
update

unzip bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

NetworkManager bug fix and
enhancement update

systemd bug fix and enhancement
update
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v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

sssd bug fix and enhancement update v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHBA-2021:3051
https://access.redhat.com/errata/RHBA-2021:3051
https://access.redhat.com/errata/RHBA-2021:3050
https://access.redhat.com/errata/RHBA-2021:3050
https://access.redhat.com/errata/RHBA-2021:3047
https://access.redhat.com/errata/RHBA-2021:3047
https://access.redhat.com/errata/RHBA-2021:3046
https://access.redhat.com/errata/RHBA-2021:3046
https://access.redhat.com/errata/RHSA-2021:3027
https://access.redhat.com/errata/RHSA-2021:3027
https://access.redhat.com/errata/RHSA-2021:2717
https://access.redhat.com/errata/RHSA-2021:2717
https://access.redhat.com/errata/RHSA-2021:2714
https://access.redhat.com/errata/RHSA-2021:2714
https://access.redhat.com/errata/RHSA-2021:2575
https://access.redhat.com/errata/RHSA-2021:2575
https://access.redhat.com/errata/RHSA-2021:2574
https://access.redhat.com/errata/RHSA-2021:2574
https://access.redhat.com/errata/RHSA-2021:2570
https://access.redhat.com/errata/RHSA-2021:2570
https://access.redhat.com/errata/RHSA-2021:2569
https://access.redhat.com/errata/RHSA-2021:2569
https://access.redhat.com/errata/RHSA-2021:2566
https://access.redhat.com/errata/RHSA-2021:2566
https://access.redhat.com/errata/RHBA-2021:2586
https://access.redhat.com/errata/RHBA-2021:2586
https://access.redhat.com/errata/RHBA-2021:2581
https://access.redhat.com/errata/RHBA-2021:2581
https://access.redhat.com/errata/RHBA-2021:2580
https://access.redhat.com/errata/RHBA-2021:2580
https://access.redhat.com/errata/RHBA-2021:2578
https://access.redhat.com/errata/RHBA-2021:2578
https://access.redhat.com/errata/RHBA-2021:2577
https://access.redhat.com/errata/RHBA-2021:2577
https://access.redhat.com/errata/RHBA-2021:2576
https://access.redhat.com/errata/RHBA-2021:2576
https://access.redhat.com/errata/RHBA-2021:2572
https://access.redhat.com/errata/RHBA-2021:2572
https://access.redhat.com/errata/RHBA-2021:2571
https://access.redhat.com/errata/RHBA-2021:2571

2021-
06-29

2021-
06-29
2021-
06-14
2021-
06-10
2021-
06-09
2021-
06-08
2021-
06-03
2021-
06-01
2021-
06-01
2021-
05-19
2021-
05-18
2021-
05-18
2021-
05-18

2021-
05-18

2021-
05-18

2021-
05-18

2021-
05-18

2021-
05-18

bugfix
bugfix
enhancement
security
security
security
security
security
security
bugfix
security
security
security

security

security

security

security

security

RHBA-
2021:2568

RHBA-
2021:2565

RHEA-
2021:2421

RHSA-
2021:2371

RHSA-
2021:2359

RHSA-
2021:2308

RHSA-
2021:2238

RHSA-
2021:2170

RHSA-
2021:2168

RHBA-
2021:2030

RHSA-
2021:1989

RHSA-
2021:1859

RHSA-
2021:1853

RHSA-
2021:1809

RHSA-
2021:1804

RHSA-
2021:1796

RHSA-
2021:1783
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kexec-tools bug fix and enhancement

update

tuned bug fix and enhancement
update

libpg bug fix and enhancement
update

Important: container-tools:rhel8
security update

Important: dhcp security update

Important: microcode_ctl security,
bug fix and enhancement update

Important: polkit security update

Important: glib2 security and bug fix
update

Important: kernel security and bug
fix update

bash bug fix and enhancement
update

Important: bind security update

Moderate: grafana security, bug fix,
and enhancement update

Moderate: unbound security, bug fix,
and enhancement update

Moderate: httpd:2.4 security, bug
fix, and enhancement update

Moderate: userspace graphics, xorg-
x11, and mesa security, bug fix, and
enhancement update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

Moderate: tigervnc security, bug fix,
and enhancement update

Moderate: virt:rhel and virt-
devel:rhel security, bug fix, and
enhancement update
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security
security
security
security
security
security
security
security
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security

security

security
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security

RHSA-
2021:1734

RHSA-
2021:1723

RHSA-
2021:1702

RHSA-
2021:1679

RHSA-
2021:1678

RHSA-
2021:1675

RHSA-
2021:1647

RHSA-
2021:1633

RHSA-
2021:1631

RHSA-
2021:1627

RHSA-
2021:1620

RHSA-
2021:1611

RHSA-
2021:1610

RHSA-
2021:1609

RHSA-
2021:1608

RHSA-
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RHSA-
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RHSA-
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Moderate: shim security update

Low: sudo security and bug fix
update

Moderate: brotli security update

Low: bash security and bug fix
update

Moderate: perl security and bug fix
update

Low: libdb security update

Moderate: samba security, bug fix,
and enhancement update

Moderate: python3 security update

Moderate: python-urllib3 security
update

Moderate: trousers security, bug fix,
and enhancement update

Important: linux-firmware security,
bug fix, and enhancement update

Moderate: systemd security, bug fix,
and enhancement update

Moderate: curl security and bug fix
update

Moderate: p11-kit security, bug fix,
and enhancement update

Moderate: python-cryptography
security, bug fix, and enhancement
update

Moderate: libxml2 security update

Moderate: krb5 security update

Moderate: GNOME security, bug
fix, and enhancement update

Moderate: glibc security, bug fix,
and enhancement update
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securit RHSA-
y 2021:1582
securit RHSA-
y 2021:1581
securit RHSA-
y 2021:1578
securit RHSA-
y 2021:1574
enhancement RHEA-
2021:1956
enhancement RHEA-
2021:1923
enhancement RHEA-
2021:1889
enhancement RHEA-
2021:1868
enhancement RHEA-
2021:1865
enhancement RHEA-
2021:1857
enhancement RHEA-
2021:1847
enhancement RHEA-
2021:1803
enhancement RHEA-
2021:1784
enhancement RHEA-
2021:1770
enhancement RHEA-
2021:1753
enhancement RHEA-
2021:1729
enhancement RHEA-
2021:1722
enhancement RHEA-
2021:1720
enhancement RHEA-
2021:1712

Moderate: cpio security update

Moderate: sqlite security update

Important: kernel security, bug fix,

and enhancement update

Moderate: NetworkManager and
libnma security, bug fix, and

enhancement update

rhc bug fix and enhancement update

python-rpm-macros bug fix and

enhancement update

libfprint bug fix and enhancement

update

fstrm bug fix and enhancement

update

grafana-pcp bug fix and
enhancement update

redhat-rpm-config bug fix and

enhancement update

libpg bug fix and enhancement

update

libreswan bug fix and enhancement

update

openscap bug fix and enhancement

update

alsa-lib bug fix and enhancement

update

open-vm-tools bug fix and

enhancement update

libseccomp bug fix and enhancement

update

nftables bug fix and enhancement

update

ima-evme-utils bug fix and
enhancement update

libpcap bug fix and enhancement

update
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2021- RHEA- device-mapper-multipath bug fix and

05-18 enhancement 2021:1685 |enhancement update v4.14,v4.15CB7.1.0
322118 enhancement ZR(;EA1658 E;idu;tiés bug fix and enhancement v4.14,v4.15,CB7.1.0
52_211{; enhancement 555%51 L"pcja'l?eg bug fix and enhancement ) 14 4 15 cB7.1.0
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522118 enhancement 5(;_'25?632 LZS(?;?ebug fix and enhancement v4.14,v4.15,CB7.1.0
322118 enhancement ZR(;E'?GlS Lrggstlsnce bug fix and enhancement v4.14,v4.15,CB7.1.0
322118 enhancement 2RO|_£A1604 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
ég_zllé enhancement 5(;'2?3-580 :jgg;‘igi"e bug fix and enhancement |, 114 15 cB7.1.0
522118 enhancement 5025?576 ﬁgggt%l bug fix and enhancement v4.14,v4.15,CB7.1.0
322118 enhancement 50???573 Etgggcteebug fix and enhancement v4.14,v4.15,CB7.1.0
Sg_zllé bugfix ;;—?ﬁégg Bg‘:’jgtt;“g fix and enhancement v4.14,v4.15,CB7.1.0
0518 PO 3rTosr emmancomentupdate V4.144.15,0B7.1.0
522118 bugfix %82 rhc bug fix and enhancement v4.14,v4.15,CB7.1.0
322118 bugfix T Sggztzug fix and enhancement v4.14,v4.15,CB7.1.0
gg_zllé bugfix %80 Egggf:h bug fix and enhancement 4 44 4 15, cB7.1.0
822118 bugfix %37 Eg?jt;)tt;uf-c bug fix and enhancement V4.14.v4.15,CB7.1.0
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322118 bugfix ST 853‘61&”9 fix and enhancement v4.14,v4.15,CB7.1.0
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update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0

gcc bug fix and enhancement update v4.14,v4.15,CB7.1.0

openldap bug fix and enhancement
update

redhat-release bug fix and
enhancement update
selinux-policy bug fix and
enhancement update

procps-ng bug fix and enhancement
update

Important: gnutls and nettle security
update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0

Important: libldb security update v4.14,v4.15,CB7.1.0
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2021-
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2021-
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2021-
04-05
2021-
03-29
2021-
03-03
2021-
03-02
2021-
03-01
2021-
02-22
2021-
02-16
2021-
02-16

2021-
02-16

2021-
02-16

2021-
02-16

security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
bugfix
security
security

security

security

bugfix

RHSA-
2021:1093

RHBA-
2021:1099

RHBA-
2021:1098

RHBA-
2021:1097

RHBA-
2021:1095

RHBA-
2021:1094

RHBA-
2021:1092

RHBA-
2021:1091

RHSA-
2021:1064

RHSA-
2021:1024

RHSA-
2021:0711

RHSA-
2021:0696

RHSA-
2021:0670

RHBA-
2021:0621

RHSA-
2021:0558

RHSA-
2021:0557

RHSA-
2021:0538

RHSA-
2021:0531

RHBA-
2021:0567

Important: kernel security, bug fix,
and enhancement update

NetworkManager bug fix and
enhancement update
selinux-policy bug fix and
enhancement update

systemd bug fix and enhancement
update

sos bug fix and enhancement update

crypto-policies bug fix and
enhancement update

zlib bug fix and enhancement update

file bug fix and enhancement update

Moderate: virt:rhel and virt-
devel:rhel security update

Important: openssl security update

Important: virt:rhel and virt-
devel:rhel security update

Moderate: grub2 security update

Important: bind security update

microcode_ctl bug fix and
enhancement update

Important: kernel security, bug fix,
and enhancement update

Moderate: perl security update

Moderate: nss security and bug fix
update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

tuned bug fix and enhancement
update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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02-15
2021-
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2021-
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2021-
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2021-
01-04

2021-
01-04

2020-
12-15

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
security
bugfix
security

bugfix

security

RHBA-
2021:0566

RHBA-
2021:0565

RHBA-
2021:0563

RHBA-
2021:0562

RHBA-
2021:0561

RHBA-
2021:0559

RHBA-
2021:0556

RHBA-
2021:0555

RHBA-
2021:0554

RHBA-
2021:0553

RHBA-
2021:0542

RHBA-
2021:0539

RHSA-
2021:0507

RHBA-
2021:0328

RHSA-
2021:0218

RHBA-
2021:0276

RHSA-
2021:0003

RHBA-
2021:0013

RHSA-
2020:5503

subscription-manager bug fix and
enhancement update

postfix bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

dbus bug fix and enhancement
update

kmod bug fix and enhancement
update

kexec-tools bug fix and enhancement

update

glibc bug fix and enhancement
update

samba bug fix and enhancement
update

Ivm2 bug fix and enhancement
update

dracut bug fix and enhancement
update

virt:rhel bug fix update

libblockdev bug fix and
enhancement update

Important: subversion:1.10 security
update

selinux-policy bug fix and
enhancement update

Important: sudo security update

tzdata bug fix and enhancement
update

Important: kernel security and bug
fix update

tzdata bug fix and enhancement
update

Moderate: mariadb-connector-c
security, bug fix, and enhancement
update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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2020-
12-15
2020-
12-15
2020-
12-15
2020-
12-14
2020-
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2020-
11-05

security
security
security
security
security
enhancement
enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security

security

RHSA-
2020:5483

RHSA-
2020:5480

RHSA-
2020:5479

RHSA-
2020:5476

RHSA-
2020:5473

RHEA-
2020:5501

RHEA-
2020:5481

RHBA-
2020:5496

RHBA-
2020:5494

RHBA-
2020:5489

RHBA-
2020:5484

RHBA-
2020:5482

RHBA-
2020:5478

RHBA-
2020:5477

RHBA-
2020:5475

RHBA-
2020:5474

RHBA-
2020:5472

RHSA-
2020:5401

RHSA-
2020:5085

RHSA-
2020:4952

Moderate: gnutls security and bug
fix update

Important: net-snmp security and
bug fix update

Important: linux-firmware security
and enhancement update

Important: openssl security and bug

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

fix update

I\_/Ioderate: kernel security and bug V4.14.v4.15,CB7.1.0
fix update

openscap bug fix and enhancement V4.14.v4.15,CB7.1.0
update

microcode_ctl bug fix and

v4.14,v4.15,CB7.1.0
enhancement update

container-tools:rhel8 bug fix update v4.14,v4.15,CB7.1.0

virt:rhel bug fix update v4.14,v4.15,CB7.1.0

insights-client bug fix and
enhancement update

tigervnc bug fix and enhancement
update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
curl bug fix and enhancement update v4.14,v4.15,CB7.1.0

systemd bug fix and enhancement V4.14.v4.15,CB7.1.0

update
iptables bug fix and enhancement v4.14.v4.15.CB7.1.0
update
kexec-tools bug fix and enhancement v4.14.v4.15.CB7.1.0
update

NetworkManager bug fix and
enhancement update

tuned bug fix and enhancement
update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0

Important: libpq security update v4.14,v4.15,CB7.1.0

Moderate: microcode_ctl security,

bug fix and enhancement update v4.14,v4.15,C87.1.0

Important: freetype security update v4.14,v4.15,CB7.1.0
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security
security

security

security

security
security

security

security

security
security
security
security
security
security
security
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security

RHSA-
2020:4760
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2020:4751

RHSA-
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RHSA-
2020:4694

RHSA-
2020:4687

RHSA-
2020:4685

RHSA-
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RHSA-
2020:4676

RHSA-
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RHSA-
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Moderate: tcpdump security, bug fix,
and enhancement update

Moderate: httpd:2.4 security, bug
fix, and enhancement update

Moderate: subversion:1.10 security
update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

Moderate: oddjob security, bug fix,
and enhancement update

Important: kernel security update

Moderate: grafana security, bug fix,
and enhancement update

Moderate: virt:rhel and virt-
devel:rhel security, bug fix, and
enhancement update

Moderate: libtiff security update

Moderate: curl security and bug fix
update

Moderate: libldb security, bug fix,
and enhancement update

Low: systemd security, bug fix, and
enhancement update
Low: libpcap security, bug fix, and
enhancement update

Moderate: libssh security, bug fix,
and enhancement update

Moderate: cryptsetup security, bug
fix, and enhancement update

Moderate: pcre2 security and
enhancement update

Low: openssl security, bug fix, and
enhancement update

Moderate: libsolv security, bug fix,
and enhancement update

Moderate: bind security, bug fix, and
enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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Moderate: cyrus-sasl security, bug
fix, and enhancement update

Moderate: gnupg?2 security, bug fix,
and enhancement update

Moderate: expat security update

Moderate: libgcrypt security, bug
fix, and enhancement update

Moderate: libxml2 security update

Low: cups security and bug fix
update

Low: binutils security update
Moderate: libxslt security update

Moderate: vim security update

Moderate: GNOME security, bug
fix, and enhancement update

Moderate: glibc security, bug fix,
and enhancement update

Moderate: libarchive security update

Moderate: sqlite security update

Low: gnome-software and fwupd
security, bug fix, and enhancement
update

Moderate: python3 security and bug
fix update

Moderate: python-pip security
update

Moderate: kernel security, bug fix,
and enhancement update

redhat-rpm-config bug fix and
enhancement update

systemtap bug fix and enhancement
update
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enhancement

enhancement

enhancement
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enhancement
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enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

rsyslog bug fix and enhancement
update

udisks2 bug fix and enhancement
update

git bug fix and enhancement update

userspace graphics, xorg-x11, and
mesa bug fix and enhancement
update

open-vm-tools bug fix and
enhancement update

new module: perl:5.30

perl-10-Socket-SSL:2.066 and perl-
libwww-perl:6.34 update

libreswan bug fix and enhancement
update

ipmitool bug fix and enhancement
update

Imdb bug fix and enhancement
update

efivar bug fix and enhancement
update

libusbx bug fix and enhancement
update

brotli bug fix and enhancement
update

elfutils bug fix and enhancement
update

libpsl bug fix and enhancement
update

mcelog bug fix and enhancement
update

samba bug fix and enhancement
update

device-mapper-multipath bug fix and

enhancement update

nftables bug fix and enhancement
update
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enhancement SLCAC
2020:4534
enhancement RHEA-
2020:4525
enhancement RHEA-
2020:4521
enhancement RHEA-
2020:4516
enhancement RHEA-
2020:4510
enhancement RHEA-
2020:4503
enhancement RHEA-
2020:4492
enhancement RHEA-
2020:4491
enhancement RHEA-
2020:4489
enhancement RHEA-
2020:4487
enhancement RHEA-
2020:4472
enhancement RHEA-
2020:4468
enhancement RHEA-
2020:4456
bugfix RHBA-
9 2020:4858
bugfix RHBA-
9 2020:4852
bugfix RHBA-
9 2020:4851
bugfix RHBA-
9 2020:4850
bugfix RHBA-
9 2020:4849
bugfix RHBA-
9 2020:4848
bugfix RHBA-
9 2020:4833

sos bug fix and enhancement update 'v4.14,v4.15,CB7.1.0

libcap bug fix and enhancement

update

libmodulemd bug fix and
enhancement update

memstrack bug fix and enhancement

update

yum bug fix and enhancement

update

authselect bug fix and enhancement

update

pciutils bug fix and enhancement

update

strace bug fix and enhancement

update

microcode_ctl bug fix and

enhancement update

smartmontools bug fix and

enhancement update

libseccomp bug fix and enhancement

update

Isof bug fix and enhancement update

rdma-core bug fix and enhancement

update

scap-security-guide bug fix and

enhancement update

libreswan bug fix and enhancement

update

tzdata bug fix and enhancement

update

NetworkManager bug fix and

enhancement update

systemd bug fix and enhancement

update

libselinux bug fix and enhancement

update

copy-jdk-configs bug fix and

enhancement update
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bugfix
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bugfix
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python-rpm-macros bug fix and
enhancement update

plymouth bug fix and enhancement
update

insights-client bug fix and
enhancement update

alsa-lib bug fix and enhancement
update

apr bug fix and enhancement update

libblockdev bug fix and
enhancement update

libmaxminddb bug fix and
enhancement update

aide bug fix and enhancement update

tigervnc bug fix and enhancement
update

man-pages-overrides bug fix and
enhancement update

hyperv-daemons bug fix and
enhancement update

unbound bug fix and enhancement
update

wget bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

vsftpd bug fix and enhancement
update

openscap bug fix and enhancement
update

mokutil bug fix and enhancement
update

device-mapper-persistent-data bug
fix and enhancement update

realmd bug fix and enhancement
update

snappy bug fix and enhancement
update
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tzdata bug fix and enhancement
update

psmisc bug fix and enhancement
update

libstoragemgmt bug fix and
enhancement update

libsemanage bug fix and
enhancement update

libbpf bug fix and enhancement
update

bash bug fix and enhancement
update

python-linux-procfs bug fix and
enhancement update

tar bug fix and enhancement update

libdb bug fix and enhancement
update

kbd bug fix and enhancement update

rsync bug fix and enhancement
update

adcli bug fix and enhancement
update

net-snmp bug fix and enhancement

update

util-linux bug fix and enhancement

update

shim bug fix and enhancement
update

sssd bug fix and enhancement update

libtevent bug fix and enhancement

update

libtdb bug fix and enhancement
update

libtalloc bug fix and enhancement
update

mdadm bug fix and enhancement
update
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bugfix
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bugfix
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rpm bug fix and enhancement update \v4.14,v4.15,CB7.1.0

e2fsprogs bug fix and enhancement V4.14.v4.15,CB7.1.0

update
tuned bug fix and enhancement v4.14.v4.15.CB7.1.0
update
hwdata bug fix and enhancement V4.14.v4.15.CB7.1.0
update

zstd bug fix and enhancement update v4.14,v4.15,CB7.1.0

xfsprogs bug fix and enhancement V4.14.v4.15,CB7.1.0

update
kmod-kvdo bug fix and enhancement V4.14.v4.15,CB7.1.0
update
gpgme bug fix and enhancement V4.14.v4.15,CB7.1.0
update
Ivm2 bug fix and enhancement V4.14.v4.15,CB7.1.0
update
setools bug fix and enhancement V4.14.v4.15,CB7.1.0
update
krb5 bug fix and enhancement V4.14.v4.15,CB7.1.0
update
logrotate bug fix and enhancement V4.14.v4.15,CB7.1.0
update

crypto-policies bug fix and
enhancement update

Ishw bug fix and enhancement
update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0

file bug fix and enhancement update v4.14,v4.15,CB7.1.0

nfs-utils bug fix and enhancement
update

selinux-policy bug fix and
enhancement update

gnutls bug fix and enhancement
update

nettle bug fix and enhancement
update

dmidecode bug fix and enhancement
update

v4.14,v4.15,CB7.1.0
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2020- RHBA- iptables bug fix and enhancement

11-03 bugfix 2020:4518  update v4.14,v4.15,CB7.1.0
52283 bugfix ZROZ—E:'Z-SIY sed bug fix and enhancement update v4.14,v4.15,CB7.1.0
i(lj-zc())?: bugfix 5(;—32'515 :jgg‘:tgug fix and enhancement v4.14,v4.15,CB7.1.0
ig_zgé bugfix %19, %‘ﬁeb“g fix and enhancement v4.14,v4.15,CB7.1.0
0% bugfix  SROE L'g(t_jft‘g‘ bug fix and enhancement . 4 14 4 15,cB7.1.0
igz& bugfix 502—%3:35_509 L'ggz'fg bug fix and enhancement '\ 4 14 4,15 cB7.1.0
igz& bugfix 5(;%3'2‘504 gcc bug fix and enhancement update v4.14,v4.15,CB7.1.0
ig_zgé bugfix %oz 8;&2&2’ bug fix and enhancement . 4 14 14 15, cB7.1.0
igz& bugfix =01 Lpr:g;'tf bug fix and enhancement . 4 14 4 15.cB7.1.0
O g SR NS ssconas
ﬁ_zgé bugfix %gg E;g]a?gtl bug fix and enhancement 4 14 4 15 cB7.1.0
O g SR SRS scorts
ﬁz& bugfix oo Sgggtgug fix and enhancement v4.14,v4.15,CB7.1.0
O g SR IITORESsconas
ig_zgé bugfix %88 :jgggfepi bug fix and enhancement 4 444 15 cB7.1.0
ig_zgé bugfix %86 Z‘;%thug fix and enhancement v4.14,v4.15,CB7.1.0
igzgg bugfix e Lpprgst'éss bug fix and enhancement 1 144 15 cB7.1.0
ﬁz& bugfix ;g—'gﬁ;m Lp;:é):tt: bug fix and enhancement /14 4 15,cB7.1.0
52283 bugfix %77 Li;%sgztem bug fix and enhancement v4.14.v4.15,CB7.1.0
ﬁz& bugfix %73 S;ﬂ; bug fix and enhancement | 1 444 15 cB7.1.0
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shadow-utils bug fix and
enhancement update

pam bug fix and enhancement
update

initscripts bug fix and enhancement
update

kexec-tools bug fix and enhancement

update

firewalld bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

procps-ng bug fix and enhancement
update

setup bug fix and enhancement
update

openldap bug fix and enhancement
update

chkconfig bug fix and enhancement
update

coreutils bug fix and enhancement
update

dbus bug fix and enhancement
update

Iz4 bug fix and enhancement update

gssproxy bug fix and enhancement
update

openssh bug fix and enhancement
update

ledmon bug fix and enhancement
update

python-setuptools bug fix and
enhancement update

abrt bug fix and enhancement update

net-tools bug fix and enhancement
update

nftables bug fix update
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2020- RHBA- selinux-policy bug fix and

10-27 bugfix 2020:4355  |enhancement update v4.14,v4.15CB7.1.0
58226 bugfix ?5%’2329 tzdata enhancement update v4.14,v4.15,CB7.1.0
ig_zgé security %286 mplfp:gt]; kernel security and bug 4 14 4 15,cB7.1.0
igzlog bugfix %82 tzdata enhancement update v4.14,v4.15,CB7.1.0
582209 security ;;_'2%'2059 Important: virt:rhel security update  v4.14,v4.15,CB7.1.0
ngfo security %714 Important: httpd:2.4 security update v4.14,v4.15,CB7.1.0
38288 security 2RO|;?)A§658 Important: librepo security update  v4.14,v4.15,CB7.1.0
38288 security %65 4 Moderate: libcroco security update  \v4.14,v4.15,CB7.1.0
58288 bugfix %68 :jgggtsug fix and enhancement v4.14.v4.15,CB7.1.0
382(?8 bugfix 5(;—'(?)’;;559 dnf-plugins-core bug fix update v4.14,v4.15,CB7.1.0
382(?8 bugfix 5(;—'(?)’:%(_357 zlib bug fix and enhancement update v4.14,v4.15,CB7.1.0
Sg_zgé bugfix ;;ggé% L'ggzat‘;" bug fix and enhancement |, 4 14 4 15 cB7.1.0
0908 P9 020355 enhancamentupdte VA.14¥4.15,CBT.L0
38288 bugfix ;;—'ggéss m‘;&ug fix and enhancement v4.14,v4.15,CB7.1.0
38288 bugfix 5(;—[3;352 kernel bug fix update v4.14,v4.15,CB7.1.0
38288 bugfix %51 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
38288 bugfix Ec;%géso L”Fjg;gpts bug fix and enhancement /14 4 15 cB7.1.0
0008 P9 0203600 enhancement update < VA14v415CB710
0008 P 00308  enhancementupdate o VA14v415CB710
0008 POTK 30203647 ennancementuptte o VA14¥415.CBT.L0
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bugfix
bugfix
security
security

enhancement

RHBA-
2020:3380

RHSA-
2020:3280

RHBA-
2020:3262

RHSA-
2020:3218

RHSA-
2020:3216

RHSA-
2020:3053

RHSA-
2020:3014

RHSA-
2020:3011

RHSA-
2020:3010

RHEA-
2020:3049

RHBA-
2020:3015

RHBA-
2020:3013
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2020:3012

RHBA-
2020:3009
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2020:3008
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2020:3006

RHSA-
2020:2774
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2020:2755

RHEA-
2020:2741

ca-certificates bug fix and
enhancement update

Moderate: nss and nspr security, bug
fix, and enhancement update

shim bug fix and enhancement
update

Moderate: kernel security and bug
fix update

Moderate: grub2 security update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

Important: dbus security update

Moderate: NetworkManager security
and bug fix update

Important: kernel security, bug fix,
and enhancement update

open-vm-tools bug fix and
enhancement update

selinux-policy bug fix and
enhancement update

iptables bug fix and enhancement
update

net-snmp bug fix and enhancement
update

yum bug fix and enhancement
update

grub2 bug fix and enhancement
update

systemd bug fix and enhancement
update

Important: virt:rhel security update

Important: nghttp2 security update

microcode_ctl bug fix and
enhancement update
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04-30
2020-
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04-28
2020-
04-28
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security
security
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
bugfix
security
security
security
security
security
security
bugfix
security
security

security

RHSA-
2020:2641

RHSA-
2020:2637

RHBA-
2020:2469

RHBA-
2020:2467

RHBA-
2020:2466

RHBA-
2020:2465

RHBA-
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RHSA-
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2020:1913

Important: grafana security update
Important: gnutls security update

sos bug fix and enhancement update
selinux-policy bug fix and
enhancement update

subscription-manager bug fix and
enhancement update

coreutils bug fix and enhancement
update

initscripts bug fix and enhancement
update

Moderate: microcode_ctl security,
bug fix and enhancement update

Important: kernel security and bug
fix update

container-tools:rhel8 bug fix update
Important: unbound security update

Important: bind security update

Important: kernel security and bug
fix update

Important: libreswan security update
Moderate: gnutls security update
Important: git security update

tzdata enhancement update

Important: container-tools:rhel8
security update

Moderate: python-pip security
update

Moderate: e2fsprogs security, bug
fix, and enhancement update
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2020- . RHSA- Moderate: ibus and glib2 security

04-28 SEUMY  15520:1880  land bug fix update v4.14,v4.15CB7.1.0
2020- . RHSA- Moderate: samba security, bug fix,

04-28 security 2020:1878  |and enhancement update v4.14,v4.15CB7.1.0
2020- . RHSA- Moderate: gcc security and bug fix

04-28 security 20201864  update v4.14,v4.15,CB7.1.0
2020- . RHSA- Moderate: bind security, bug fix, and

04-28 security 2020:1845  |enhancement update v4.14,v4.15CB7.1.0
2020- . RHSA- Moderate: openssl security and bug

04-28 security 2020:1840 fix update v4.14,v4.15,CB7.1.0
2020- . RHSA- Low: glibc security, bug fix, and

04-28 security 2020:1828  |enhancement update v4.14,v4.15CB7.1.0
2020- : RHSA- o .

04-28 security 20201827 Moderate: libxml2 security update  \v4.14,v4.15,CB7.1.0
2020- . RHSA- Moderate: sqlite security and bug fix

04-28 security 2020:1810  update v4.14,v4.15,CB7.1.0
2020- . RHSA- Moderate: sudo security, bug fix,

04-28 security 2020:1804  |and enhancement update v4.14,v4.15CB7.1.0
2020- . RHSA- Low: binutils security and bug fix

04-28 security 2020:1797  update v4.14,v4.15,CB7.1.0
2020- . RHSA- Moderate: systemd security, bug fix,

04-28 security 2020:1794  |and enhancement update v4.14v4.15,CB7.1.0
2020- : RHSA- _ .

04-28 security 2020-1792 Moderate: curl security update v4.14,v4.15,CB7.1.0
2020- : RHSA- - :

04-28 security 2020-1787 Low: unzip security update v4.14,v4.15,CB7.1.0
2020- . RHSA- Important: kernel security, bug fix,

04-28 security 2020:1769  |and enhancement update v4.14,v4.15CB7.1.0
2020- . RHSA- Moderate: GNOME security, bug

04-28 security 2020:1766  [fix, and enhancement update v4.14v4.15,CB7.1.0
2020- . RHSA- Low: cups security and bug fix

04-28 security 2020:1765 update v4.14,v4.15,CB7.1.0
2020- . RHSA- Moderate: python3 security and bug

04-28 security 2020:1764  fix update v4.14,v4.15,CB7.1.0
2020- : RHSA- _ :

04-28 security 20201716 Moderate: unbound security update |v4.14,v4.15,CB7.1.0
2020- . RHSA- Moderate: rsyslog security, bug fix,

04-28 security 2020:1702  |and enhancement update v4.14,v4.15CB7.1.0
2020- : RHSA- R .

04-28 security 2020-1688 Moderate: libtiff security update v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHSA-2020:1880
https://access.redhat.com/errata/RHSA-2020:1880
https://access.redhat.com/errata/RHSA-2020:1878
https://access.redhat.com/errata/RHSA-2020:1878
https://access.redhat.com/errata/RHSA-2020:1864
https://access.redhat.com/errata/RHSA-2020:1864
https://access.redhat.com/errata/RHSA-2020:1845
https://access.redhat.com/errata/RHSA-2020:1845
https://access.redhat.com/errata/RHSA-2020:1840
https://access.redhat.com/errata/RHSA-2020:1840
https://access.redhat.com/errata/RHSA-2020:1828
https://access.redhat.com/errata/RHSA-2020:1828
https://access.redhat.com/errata/RHSA-2020:1827
https://access.redhat.com/errata/RHSA-2020:1827
https://access.redhat.com/errata/RHSA-2020:1810
https://access.redhat.com/errata/RHSA-2020:1810
https://access.redhat.com/errata/RHSA-2020:1804
https://access.redhat.com/errata/RHSA-2020:1804
https://access.redhat.com/errata/RHSA-2020:1797
https://access.redhat.com/errata/RHSA-2020:1797
https://access.redhat.com/errata/RHSA-2020:1794
https://access.redhat.com/errata/RHSA-2020:1794
https://access.redhat.com/errata/RHSA-2020:1792
https://access.redhat.com/errata/RHSA-2020:1792
https://access.redhat.com/errata/RHSA-2020:1787
https://access.redhat.com/errata/RHSA-2020:1787
https://access.redhat.com/errata/RHSA-2020:1769
https://access.redhat.com/errata/RHSA-2020:1769
https://access.redhat.com/errata/RHSA-2020:1766
https://access.redhat.com/errata/RHSA-2020:1766
https://access.redhat.com/errata/RHSA-2020:1765
https://access.redhat.com/errata/RHSA-2020:1765
https://access.redhat.com/errata/RHSA-2020:1764
https://access.redhat.com/errata/RHSA-2020:1764
https://access.redhat.com/errata/RHSA-2020:1716
https://access.redhat.com/errata/RHSA-2020:1716
https://access.redhat.com/errata/RHSA-2020:1702
https://access.redhat.com/errata/RHSA-2020:1702
https://access.redhat.com/errata/RHSA-2020:1688
https://access.redhat.com/errata/RHSA-2020:1688

822208 security %686 l';g(‘;‘;:téibmSpaCk security and bug fix 4 14 4 15,cB7.1.0
0428 S ootons  enancementupddte - VA14v415.CBT.L0
0428 UMY 50650 and ennancementupddte - V414v415.CBT.L0
822208 security 5(;%'%50 Qggfﬁgtebfg ?ltilr;rdtgr%samzlr?lent v4.14.v4.15,CB7.1.0
= |update

391258 security ZROg?)AiGO 4 Low: tcpdump security update v4.14,v4.15,CB7.1.0
ég_zzoé enhancement 5(;'2%3;905 umpc(f;?eg bug fix and enhancement ) 14 4 15 cB7.1.0
522208 enhancement 5(;_'2%?900 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
391258 enhancement 5()2%?889 Lp;ggtlgs bug fix and enhancement v4.14,v4.15,CB7.1.0
Sg_zzoé enhancement 55%%86 Eeptgst'; bug fix and enhancement 1 444 15 cB7.1.0
Sg_zzoé enhancement ;;425%81 L‘ggjtsug fix and enhancement v4.14,v4.15,CB7.1.0
522208 enhancement ZROI_;EA1872 Eggzt;tf bug fix and enhancement v4.14,v4.15,CB7.1.0
322208 enhancement 50%%?865 L(:)rgztgug fix and enhancement v4.14,v4.15,CB7.1.0
Sg_zzoé enhancement ;;Eﬁém L'gﬂt'gc bug fix and enhancement |, 4 14 4 15 cB7.1.0
Sg_zzoé enhancement 5(')*2%%36 Ligfj‘;"t";‘”d bug fix and enhancement ;4 14 15 cB7.1.0
322208 enhancement E(I);EAlS% rpm bug fix and enhancement update v4.14,v4.15,CB7.1.0
322208 enhancement 502%0\1831 Ieir?lizmi?sgﬁtbuus d];it)e(z and v4.14,v4.15,CB7.1.0
32_2205; enhancement Eog—lcz)ﬁ-sos L'gggt% bug fix and enhancement ',y 14 \4.15,cB7.1.0
822208 enhancement ?(I);%Almo Er?r:g ?]gg:ﬁg;g S;ga];iex and v4.14,v4.15,CB7.1.0
2020- RHEA- nftables bug fix and enhancement

enhancement

04-28 2020:1774  update v4.14,v4.15,CB7.1.0
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enhancement RHEA-
2020:1767
enhancement RHEA-
2020:1763
enhancement RHEA-
2020:1761
enhancement RHEA-
2020:1671
enhancement RHEA-
2020:1652
enhancement RHEA-
2020:1642
enhancement RHEA-
2020:1641
enhancement RHEA-
2020:1612
enhancement RHEA-
2020:1611
enhancement RHEA-
2020:1588
enhancement RHEA-
2020:1587
enhancement RHEA-
2020:1585
enhancement RHEA-
2020:1575
bugfix RHBA-
9 2020:1925
bugfix RHBA-
9 2020:1924
bugfix RHBA-
9 2020:1917
bugfix RHBA-
9 2020:1914
bugfix RHBA-
9 2020:1911
bugfix RHBA-
9 2020:1910
bugfix RHBA-
9 2020:1909

flatpak bug fix and enhancement
update

libnftnl bug fix and enhancement
update

microcode_ctl bug fix and
enhancement update

fprintd and libfprint bug fix and
enhancement update

systemtap bug fix and enhancement
update

ipmitool bug fix and enhancement
update

alsa-lib bug fix and enhancement
update

sscg bug fix and enhancement
update

input stack bug fix and enhancement

update

open-vm-tools bug fix and
enhancement update

virt:rhel bug fix and enhancement
update

httpd:2.4 bug fix and enhancement
update

perl-Convert-ASN1 and perl-LDAP
bug fix and enhancement update

systemd bug fix and enhancement
update

selinux-policy bug fix and
enhancement update

libreport bug fix and enhancement
update

openldap bug fix and enhancement
update

make bug fix and enhancement
update

cifs-utils bug fix and enhancement
update

xfsprogs bug fix and enhancement
update
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openssl-pkcs11 bug fix and
enhancement update

grub2 bug fix and enhancement
update

device-mapper-multipath bug fix and

enhancement update

hwdata bug fix and enhancement
update

sssd bug fix and enhancement update

zstd bug fix and enhancement update

Ishw bug fix and enhancement
update

dhcp bug fix and enhancement
update

libsolv bug fix and enhancement
update

librepo bug fix and enhancement
update

libcomps bug fix and enhancement
update

diffutils bug fix and enhancement
update

which bug fix and enhancement
update

pigz bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

cryptsetup bug fix and enhancement

update

NetworkManager bug fix and
enhancement update

python-ply bug fix and enhancement

update
python-cryptography bug fix and
enhancement update

libselinux bug fix and enhancement
update
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rpcbind bug fix and enhancement
update

nfs-utils bug fix and enhancement
update

yum bug fix and enhancement
update

gnutls bug fix and enhancement
update

net-snmp bug fix and enhancement
update

postfix bug fix and enhancement
update

libcap-ng bug fix and enhancement
update

audit bug fix and enhancement
update

crypto-policies bug fix and
enhancement update

libteam bug fix and enhancement
update

gssproxy bug fix and enhancement
update

libstoragemgmt bug fix and
enhancement update

rsync bug fix and enhancement
update

initscripts bug fix and enhancement
update

polkit bug fix and enhancement
update

dmidecode bug fix and enhancement
update

kpatch bug fix update

python-urllib3 bug fix and
enhancement update

psmisc bug fix and enhancement
update

iproute bug fix and enhancement
update
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Im_sensors bug fix and enhancement

update

kexec-tools bug fix and enhancement

update

vdo and kmod-kvdo bug fix and

enhancement update

ModemManager bug fix and

enhancement update

pam bug fix and enhancement

update

policycoreutils bug fix and

enhancement update

libcap bug fix and enhancement

update

krb5 bug fix and enhancement

update

selinux-policy bug fix and

enhancement update

file bug fix and enhancement update

zlib bug fix and enhancement update

setup bug fix and enhancement

update

ipcalc bug fix and enhancement

update

rng-tools bug fix and enhancement

update

dracut bug fix and enhancement

update

newt bug fix and enhancement

update

redhat-release bug fix and

enhancement update

libmaxminddb bug fix and

enhancement update

insights-client bug fix and

enhancement update

redhat-rpm-config bug fix and

enhancement update
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52228 bugfix ?(?2[3?700 :Jirt;g;/tteesize bug fix and enhancement v4.14.v4.15.CB7.1.0
32258 bugfix ;;—Eﬁégg X;gg?e bug fix and enhancement ', 4 14 4 15,CB7.1.0
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ég_zzoé bugfix %62 Egg;‘t’gc bug fix and enhancement |, 14 4 15 cB7.1.0
522208 bugfix %58 hyperv-daemons bug fix update v4.14,v4.15,CB7.1.0
322208 bugfix %38 nss bug fix and enhancement update v4.14,v4.15,CB7.1.0
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32221 security %513 Important: git security update v4.14,v4.15,CB7.1.0
322&3 security 5(;%?497 Moderate: tigervnc security update  v4.14,v4.15,CB7.1.0
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security

security

security

security

RHBA-
2020:1377

RHBA-
2020:1376

RHBA-
2020:1375

RHBA-
2020:1374

RHBA-
2020:1373

RHBA-
2020:1371

RHBA-
2020:1370

RHBA-
2020:1368

RHBA-
2020:1367

RHBA-
2020:1366

RHBA-
2020:1365

RHBA-
2020:1359

RHSA-
2020:0981

RHSA-
2020:0903

RHSA-
2020:0902

RHSA-
2020:0575

RHSA-
2020:0487

RHSA-
2020:0348

RHSA-
2020:0339

sssd bug fix and enhancement update v4.14,v4.15,CB7.1.0

net-snmp bug fix and enhancement V4.14.v4.15,CB7.1.0

update
openssl bug fix and enhancement V4.14.v4.15,CB7.1.0
update
systemd bug fix and enhancement V4.14.v4.15.CB7.1.0
update
kmod-kvdo bug fix and enhancement V4.14.v4.15,CB7.1.0
update
binutils bug fix and enhancement V4.14.v4.15,CB7.1.0
update
nftables bug fix and enhancement V4.14.v4.15,CB7.1.0
update
firewalld bug fix and enhancement V4.14.v4.15,CB7.1.0
update

coreutils bug fix update v4.14,v4.15,CB7.1.0

rpm bug fix update v4.14,v4.15,CB7.1.0

kexec-tools bug fix and enhancement
update

insights-client bug fix and
enhancement update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0

Important: ipmitool security update v4.14,v4.15,CB7.1.0

Important: zsh security update v4.14,v4.15,CB7.1.0

Important: icu security update v4.14,v4.15,CB7.1.0

Important: systemd security and bug

: v4.14,v4.15,CB7.1.0
fix update

Important: sudo security update v4.14,v4.15,CB7.1.0

Important: container-tools:rhel8
security, bug fix, and enhancement
update

Important: kernel security and bug
fix update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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security
enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
bugfix
security
security
security
bugfix

bugfix

RHSA-
2020:0335

RHEA-
2020:0343

RHBA-
2020:0347

RHBA-
2020:0341

RHBA-
2020:0340

RHBA-
2020:0338

RHBA-
2020:0337

RHBA-
2020:0336

RHBA-

2020:0334

RHBA-

2020:0333

RHBA-

2020:0332

RHSA-

2020:0279

RHSA-

2020:0273

RHSA-

2020:0271

RHBA-

2020:0247

RHSA-

2019:4361

RHSA-

2019:4356

RHSA-

2019:4269

RHBA-

2019:4282

RHBA-

2019:4280

Moderate: grub2 security update

libpg bug fix and enhancement
update

perl-DBD-Pg:3.7 bug fix and
enhancement update

openldap bug fix update
openssh bug fix update
binutils bug fix update

tuned bug fix update

glibc bug fix update
policycoreutils bug fix update
systemd bug fix update

tigervnc bug fix update

Moderate: virt:rhel security update

Important: sqglite security update

Important: libarchive security update

net-snmp bug fix update
Important: fribidi security update

Important: git security update

Important: container-tools:rhel8
security and bug fix update

kernel bug fix update

kexec-tools bug fix update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
enhancement
security
security
security
enhancement
enhancement
bugfix
bugfix
security
security

security

RHBA-
2019:4279

RHBA-
2019:4278

RHBA-
2019:4277

RHBA-
2019:4276

RHBA-
2019:4274

RHBA-
2019:4272

RHBA-
2019:4271

RHBA-
2019:4270

RHBA-
2019:4244

RHEA-
2019:4194

RHSA-
2019:4114

RHSA-
2019:3871

RHSA-
2019:3832

RHEA-
2019:3845

RHEA-
2019:3779

RHBA-
2019:3778

RHBA-
2019:3737

RHSA-
2019:3707

RHSA-
2019:3706

RHSA-
2019:3705

NetworkManager bug fix update
sos bug fix update

dracut bug fix update

systemd bug fix update

virt:rhel bug fix update

wget bugfix update

mesa bug fix update
open-vm-tools bug fix update

setup bug fix update

microcode_ctl bug fix and
enhancement update

Important: nss security update
Important: kernel security update

Important: kernel security update

microcode_ctl bug fix and
enhancement update

ca-certificates enhancement update

hwdata bug fix update
sos bug fix update

Moderate: dbus security update

Moderate: lua security and bug fix
update

Moderate: libjpeg-turbo security
update
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securit RHSA-
y 2019:3513
securit RHSA-
y 2019:3436
securit RHSA-
y 2019:3419
securit RHSA-
y 2019:3403
securit RHSA-
y 2019:3391
securit RHSA-
y 2019:3345
enhancement RHEA-
2019:3690
enhancement RHEA-
2019:3659
enhancement RHEA-
2019:3640
enhancement RHEA-
2019:3635
enhancement RHEA-
2019:3608
enhancement RHEA-
2019:3602
enhancement RHEA-
2019:3589
enhancement RHEA-
2019:3585
enhancement RHEA-
2019:3577
enhancement RHEA-
2019:3573
enhancement RHEA-
2019:3572
enhancement SIS
2019:3571
enhancement S
2019:3568

Moderate: glibc security, bug fix,
and enhancement update

Moderate: httpd:2.4 security and bug

fix update
Moderate: libtiff security update

Important: container-tools:rhel8
security, bug fix, and enhancement
update

Low: libreswan security and bug fix

update

Low: virt:rhel security, bug fix, and

enhancement update

microcode_ctl bug fix and
enhancement update

nftables bug fix and enhancement
update

sos bug fix and enhancement update

firewalld bug fix and enhancement
update

libaio bug fix and enhancement
update

iproute bug fix and enhancement
update

chrony bug fix and enhancement
update

rdma bug fix and enhancement
update

libmodulemd bug fix and
enhancement update

iptables bug fix and enhancement
update

microcode_ctl bug fix and
enhancement update

libldb bug fix and enhancement
update

ledmon bug fix and enhancement
update
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enhancement RHEA-
2019:3564
enhancement RHEA-
2019:3559
enhancement RHEA-
2019:3557
enhancement RHEA-
2019:3539
enhancement RHEA-
2019:3535
enhancement RHEA-
2019:3485
enhancement RHEA-
2019:3448
enhancement RHEA-
2019:3434
enhancement RHEA-
2019:3397
enhancement RHEA-
2019:3378
enhancement RHEA-
2019:3371
enhancement RHEA-
2019:3366
bugfix RHBA-
2019:3697
bugfix RHBA-
9 2019:3696
bugfix RHBA-
9 2019:3693
bugfix RHBA-
9 2019:3692
bugfix =~ DA
9 2019:3689
bugfix =~ DA
9 2019:3687
bugfix =~ DA
9 2019:3679

libtdb bug fix and enhancement
update

libtevent bug fix and enhancement
update

libtalloc bug fix and enhancement
update

libcap bug fix and enhancement
update

ethtool bug fix and enhancement
update

aide bug fix and enhancement update

perl-Net-SSLeay and perl-10-
Socket-SSL bug fix and
enhancement update

grafana bug fix and enhancement
update

alsa-lib bug fix and enhancement
update

Imdb bug fix and enhancement
update

rsyslog bug fix and enhancement
update

systemtap bug fix and enhancement
update

libmodulemd bug fix update
yum bug fix update
python-requests bug fix update
samba bug fix update

sos bug fix update

Oday SEL.inux fix for Insights Client

parted bug fix and enhancement
update
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
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bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2019:3650

RHBA-
2019:3649

RHBA-
2019:3648

RHBA-
2019:3647

RHBA-
2019:3645

RHBA-
2019:3644

RHBA-
2019:3642

RHBA-
2019:3641

RHBA-
2019:3638

RHBA-
2019:3634

RHBA-
2019:3633

RHBA-
2019:3630

RHBA-
2019:3629

RHBA-
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RHBA-
2019:3627

RHBA-
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RHBA-
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2019:3622
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2019:3621
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cyrus-sasl bug fix and enhancement
update

adcli bug fix and enhancement
update

vim bug fix and enhancement update

authselect bug fix and enhancement
update

gmp bug fix and enhancement
update

crypto-policies bug fix and
enhancement update

strace bug fix and enhancement
update

kpatch bug fix and enhancement
update

trousers bug fix and enhancement
update

blktrace bug fix and enhancement
update

tuned bug fix and enhancement
update

mdadm bug fix and enhancement
update

libstoragemgmt bug fix and
enhancement update

xfsprogs bug fix and enhancement
update

python-schedutils bug fix and
enhancement update

python-linux-procfs bug fix and
enhancement update

NetworkManager bug fix and
enhancement update

audit bug fix and enhancement
update

libidn2 bug fix and enhancement
update

shim bug fix and enhancement
update
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shadow-utils bug fix and
enhancement update

cups bug fix and enhancement
update

dbus-python bug fix and
enhancement update

libdb bug fix and enhancement
update

initscripts bug fix and enhancement
update

device-mapper-persistent-data bug
fix and enhancement update

libgcrypt bug fix and enhancement
update

dracut bug fix and enhancement
update

util-linux bug fix and enhancement
update

sg3_utils bug fix and enhancement
update

iprutils bug fix and enhancement
update

sudo bug fix and enhancement
update

hwdata bug fix and enhancement
update

cronie bug fix and enhancement
update

bash bug fix and enhancement
update

ipset bug fix and enhancement
update

ModemManager bug fix and
enhancement update

python-pip bug fix and enhancement
update

grub2 bug fix and enhancement
update

grubby bug fix and enhancement
update
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bugfix
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2019:3581

RHBA-
2019:3580

RHBA-
2019:3579

RHBA-
2019:3578

RHBA-
2019:3574

RHBA-
2019:3570

RHBA-
2019:3569

RHBA-
2019:3566
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2019:3565
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2019:3562
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2019:3561
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rpm bug fix and enhancement update \v4.14,v4.15,CB7.1.0

e2fsprogs bug fix and enhancement

v4.14,v4.15,CB7.1.0
update

icu bug fix and enhancement update |v4.14,v4.15,CB7.1.0

nfs-utils bug fix and enhancement
update

device-mapper-multipath bug fix and
enhancement update

setools bug fix and enhancement
update

net-snmp bug fix and enhancement
update

cryptsetup bug fix and enhancement
update

Im_sensors bug fix and enhancement
update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0

gcc bug fix and enhancement update v4.14,v4.15,CB7.1.0

gzip bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

libteam bug fix and enhancement
update

Ishw bug fix and enhancement
update

v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0
v4.14,v4.15,CB7.1.0

vdo bug fix and enhancement update v4.14,v4.15,CB7.1.0
selinux-policy bug fix and
enhancement update

perl-Socket bug fix and enhancement
update

rsync bug fix and enhancement
update

redhat-release bug fix and
enhancement update

python-dmidecode bug fix and
enhancement update

v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0
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2019:3496
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2019:3490

RHBA-
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dmidecode bug fix and enhancement

update

kexec-tools bug fix and enhancement

update

checkpolicy bug fix and

enhancement update

policycoreutils bug fix and

enhancement update

libsemanage bug fix and

enhancement update

libselinux bug fix and enhancement

update

kmod bug fix and enhancement

update

libsepol bug fix and enhancement

update

perl-Math-BigInt bug fix and

enhancement update

linux-firmware bug fix and

enhancement update

ima-evme-utils bug fix and

enhancement update

irgbalance bug fix and enhancement

update

krb5 bug fix and enhancement

update

gssproxy bug fix and enhancement

update

binutils bug fix and enhancement

update

volume_key bug fix and

enhancement update

nss bug fix and enhancement update

Idns bug fix and enhancement update

tigervnc bug fix and enhancement

update

satellite-5-client module update

v4.14,v4.15,CB7.1.0
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2019- RHBA- udisks2 bug fix and enhancement

11-05 bugfix 2019:3459  update v4.14,v4.15,CB7.1.0
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i(l)-l(?S- bugfix 2RO|1—S:§;1 45 Sgggfgap bug fix and enhancement |, 1,4 4 15 cB7.1.0
igl(?s bugfix %31 git bug fix and enhancement update v4.14,v4.15,CB7.1.0
00 wgn BBA ke bomon sisceras
i(ilé)s bugfix ZROI—{_I;Z\;HZ ﬁ(p:ji;)trsries bug fix and enhancement V4.14.v4.15,CB7.1.0
0 bt SRR TSN scenio
igl(?s bugfix %96 open-vm-tools bug fix update v4.14,v4.15,CB7.1.0
0L bt A OTOTMGGEscenio
0 g S o scerno
ig-lc?s_ bugfix ;;412@;)37 Egg;ﬁ“ bug fix and enhancement |, 14 4 15 cB7.1.0
1 bugix Do ngdzr:ebug fixand enhancement 4 14v4.15,CB7.1.0
581299 bugfix ;)q—gé-z@ dracut bug fix update v4.14,v4.15,CB7.1.0
381294 security ;)Hl—gg'ggg Important: httpd:2.4 security update v4.14,v4.15,CB7.1.0
881293 bugfix %71 tzdata enhancement update v4.14,v4.15,CB7.1.0
381290 security 5(;122827 Important: kernel security update v4.14,v4.15,CB7.1.0
oL security  SUOLS ;g‘(plfgéjt‘; kernel security and bug 4 14 v4.15,cB7.1.0
381190 bugfix %25 Bug fixes for Red Hat Insights client \v4.14,v4.15,CB7.1.0
381190 bugfix %23 container-tools:rhel8 bug fix update v4.14,v4.15,CB7.1.0
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
bugfix
bugfix

bugfix
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2019:2715
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2019:2712
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2019:2711
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2019:2710
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2019:2708
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2019:2707
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2019:2706
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2019:2705

RHBA-
2019:2704

RHBA-
2019:2702

RHSA-
2019:2692

RHSA-
2019:2582
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2019:2512

RHSA-
2019:2411

RHSA-
2019:1959

RHSA-
2019:1951

RHBA-
2019:1961

RHBA-
2019:1960

RHBA-
2019:1958

virt:rhel bug fix update

grub2 bug fix update

nfs-utils bug fix update

sudo bug fix update

rpm bug fix update

initscripts bug fix update

bash bug fix update

net-snmp bug fix update
kmod-kvdo bug fix update
nfs-utils bug fix update
selinux-policy bug fix update
Important: nghttp2 security update

Important: pango security update

Important: subversion:1.10 security

update

Important: kernel security update

Important: kernel security, bug fix,
and enhancement update

Moderate: nss and nspr security, bug
fix, and enhancement update

kmod-kvdo bug fix update

sos bug fix update

rpm bug fix update
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bugfix
bugfix
bugfix
bugfix
security
security
enhancement
security
bugfix
bugfix
bugfix
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bugfix
security
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security

security
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2019:1957
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2019:1872
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RHSA-
2019:1714

RHSA-
2019:1619

RHEA-
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python3 bug fix update

v4.14,v4.15,CB7.1.0

container-tools:rhel8 bug fix update v4.14,v4.15,CB7.1.0

satellite-5-client module update

device-mapper-multipath bug fix and

enhancement update

tzdata enhancement update
Important: bind security update

Important: vim security update

microcode_ctl bug fix and
enhancement update

Important: virt:rhel security update
sos bug fix update

iptables bug fix update
selinux-policy bug fix update
net-snmp bug fix update

systemd bug fix update

setup bug fix update

virt:rhel bug fix update

Important: kernel security and bug
fix update

microcode_ctl enhancement update
Important: virt:rhel security update

Important: virt:rhel security update
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