Summary

The following is a list of the updates that Sensus has tested and approved to operate with our
software running on Red Hat Enterprise Linux.

Red Hat Enterprise Linux - version
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security
bugfix
bugfix
security
security
bugfix
security
enhancement
bugfix
security
bugfix
security
security
security
security
bugfix

bugfix

RHSA-

2025:3421

RHBA-

2025:3394

RHBA-

2025:3392

RHSA-

2025:3367

RHSA-

2025:3260

RHBA-

2025:3270

RHSA-

2025:3210

RHEA-

2025:3114

RHBA-

2025:3110

RHSA-

2025:3026

RHBA-

2025:2871

RHSA-

2025:2722

RHSA-
2025:2686

RHSA-
2025:2600

RHSA-
2025:2502

RHBA-
2025:2618

RHBA-
2025:2617

Important: freetype security update
tzdata bug fix and enhancement update
gcc bug fix update

Important: grub2 security update

Important: kernel security update

scap-security-guide bug fix and
enhancement update

Important: container-tools:rhel8 security
update

microcode_ctl bug fix and enhancement
update

mesa bug fix update

Important: kernel security update
glibc bug fix update

Moderate: krb5 security update
Important: libxmlI2 security update
Moderate: rsync security update

Important: tigervnc security update

libsemanage bug fix and enhancement
update

libselinux bug fix update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHSA-2025:3421
https://access.redhat.com/errata/RHSA-2025:3421
https://access.redhat.com/errata/RHBA-2025:3394
https://access.redhat.com/errata/RHBA-2025:3394
https://access.redhat.com/errata/RHBA-2025:3392
https://access.redhat.com/errata/RHBA-2025:3392
https://access.redhat.com/errata/RHSA-2025:3367
https://access.redhat.com/errata/RHSA-2025:3367
https://access.redhat.com/errata/RHSA-2025:3260
https://access.redhat.com/errata/RHSA-2025:3260
https://access.redhat.com/errata/RHBA-2025:3270
https://access.redhat.com/errata/RHBA-2025:3270
https://access.redhat.com/errata/RHSA-2025:3210
https://access.redhat.com/errata/RHSA-2025:3210
https://access.redhat.com/errata/RHEA-2025:3114
https://access.redhat.com/errata/RHEA-2025:3114
https://access.redhat.com/errata/RHBA-2025:3110
https://access.redhat.com/errata/RHBA-2025:3110
https://access.redhat.com/errata/RHSA-2025:3026
https://access.redhat.com/errata/RHSA-2025:3026
https://access.redhat.com/errata/RHBA-2025:2871
https://access.redhat.com/errata/RHBA-2025:2871
https://access.redhat.com/errata/RHSA-2025:2722
https://access.redhat.com/errata/RHSA-2025:2722
https://access.redhat.com/errata/RHSA-2025:2686
https://access.redhat.com/errata/RHSA-2025:2686
https://access.redhat.com/errata/RHSA-2025:2600
https://access.redhat.com/errata/RHSA-2025:2600
https://access.redhat.com/errata/RHSA-2025:2502
https://access.redhat.com/errata/RHSA-2025:2502
https://access.redhat.com/errata/RHBA-2025:2618
https://access.redhat.com/errata/RHBA-2025:2618
https://access.redhat.com/errata/RHBA-2025:2617
https://access.redhat.com/errata/RHBA-2025:2617
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RHBA-
2025:2610

RHBA-
2025:2606

RHBA-
2025:2602

RHBA-
2025:2599

RHBA-
2025:2598

RHBA-
2025:2596

RHBA-
2025:2595

RHBA-
2025:2594

RHBA-
2025:2593

RHBA-
2025:2592

RHBA-
2025:2590

RHSA-
2025:2473

RHBA-
2025:2352

SQL Server
2019 RTM

Cumulative

Update
(CU) 32

KB5054833

perl-CPAN bug fix update
grafana bug fix update

gcc bug fix update
linux-firmware bug fix update
firewalld bug fix update

Ivm2 bug fix update

dnf bug fix update

systemd bug fix update

openldap bug fix update

NetworkManager bug fix and
enhancement update

tuned bug fix update
Important: kernel security update

kernel bug fix and enhancement update

CU32 for SQL Server 2019 RTM
upgraded all SQL Server 2019 RTM
instances and components installed
through the SQL Server setup. CU32 can
upgrade all editions and servicing levels of
SQL Server 2019 RTM to the CU32 level.
For customers in need of additional
installation options, please visit the
Microsoft Download Center to download
the latest Cumulative Update

(https://support.microsoft.com/kb/957826).

To learn more about SQL Server 2019
RTM CU32, please visit the Microsoft
Support (https://support.microsoft.com)
Knowledge Base article KB5054833.
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https://access.redhat.com/errata/RHBA-2025:2610
https://access.redhat.com/errata/RHBA-2025:2610
https://access.redhat.com/errata/RHBA-2025:2606
https://access.redhat.com/errata/RHBA-2025:2606
https://access.redhat.com/errata/RHBA-2025:2602
https://access.redhat.com/errata/RHBA-2025:2602
https://access.redhat.com/errata/RHBA-2025:2599
https://access.redhat.com/errata/RHBA-2025:2599
https://access.redhat.com/errata/RHBA-2025:2598
https://access.redhat.com/errata/RHBA-2025:2598
https://access.redhat.com/errata/RHBA-2025:2596
https://access.redhat.com/errata/RHBA-2025:2596
https://access.redhat.com/errata/RHBA-2025:2595
https://access.redhat.com/errata/RHBA-2025:2595
https://access.redhat.com/errata/RHBA-2025:2594
https://access.redhat.com/errata/RHBA-2025:2594
https://access.redhat.com/errata/RHBA-2025:2593
https://access.redhat.com/errata/RHBA-2025:2593
https://access.redhat.com/errata/RHBA-2025:2592
https://access.redhat.com/errata/RHBA-2025:2592
https://access.redhat.com/errata/RHBA-2025:2590
https://access.redhat.com/errata/RHBA-2025:2590
https://access.redhat.com/errata/RHSA-2025:2473
https://access.redhat.com/errata/RHSA-2025:2473
https://access.redhat.com/errata/RHBA-2025:2352
https://access.redhat.com/errata/RHBA-2025:2352
https://support.microsoft.com/kb/5054833
https://support.microsoft.com/kb/5054833
https://support.microsoft.com/kb/5054833
https://support.microsoft.com/kb/5054833
https://support.microsoft.com/kb/5054833
https://support.microsoft.com/kb/5054833
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security
security
security
bugfix
bugfix
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bugfix

bugfix

RHSA-

2025:1917

RHSA-

2025:1737

RHSA-

2025:1675

RHBA-

2025:1682

RHBA-

2025:1573

RHSA-

2025:1517

RHSA-

2025:1372

RHSA-

2025:1301

RHSA-

2025:1266

RHBA-

2025:1240

RHSA-

2025:1068

RHBA-

2025:1104

RHSA-

2025:0838

RHSA-

2025:0837

RHSA-
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RHBA-

2025:0744

RHBA-
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RHBA-
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RHBA-
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Important: emacs security update
Important: libpg security update

Important: bind security update

httpd:2.4 bug fix and enhancement update

glibc bug fix update

Moderate: libxml2 security update

Important: container-tools:rhel8 security
update

Moderate: gcc security update
Important: kernel security update
sos bug fix and enhancement update
Moderate: kernel security update
tzdata bug fix and enhancement update
Important: libsoup security update
Important: unbound security update
Moderate: bzip2 security update
jasper bug fix update

libdnf bug fix update

curl bug fix update

nftables bug fix update

linux-firmware bug fix update
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https://access.redhat.com/errata/RHSA-2025:1917
https://access.redhat.com/errata/RHSA-2025:1917
https://access.redhat.com/errata/RHSA-2025:1737
https://access.redhat.com/errata/RHSA-2025:1737
https://access.redhat.com/errata/RHSA-2025:1675
https://access.redhat.com/errata/RHSA-2025:1675
https://access.redhat.com/errata/RHBA-2025:1682
https://access.redhat.com/errata/RHBA-2025:1682
https://access.redhat.com/errata/RHBA-2025:1573
https://access.redhat.com/errata/RHBA-2025:1573
https://access.redhat.com/errata/RHSA-2025:1517
https://access.redhat.com/errata/RHSA-2025:1517
https://access.redhat.com/errata/RHSA-2025:1372
https://access.redhat.com/errata/RHSA-2025:1372
https://access.redhat.com/errata/RHSA-2025:1301
https://access.redhat.com/errata/RHSA-2025:1301
https://access.redhat.com/errata/RHSA-2025:1266
https://access.redhat.com/errata/RHSA-2025:1266
https://access.redhat.com/errata/RHBA-2025:1240
https://access.redhat.com/errata/RHBA-2025:1240
https://access.redhat.com/errata/RHSA-2025:1068
https://access.redhat.com/errata/RHSA-2025:1068
https://access.redhat.com/errata/RHBA-2025:1104
https://access.redhat.com/errata/RHBA-2025:1104
https://access.redhat.com/errata/RHSA-2025:0838
https://access.redhat.com/errata/RHSA-2025:0838
https://access.redhat.com/errata/RHSA-2025:0837
https://access.redhat.com/errata/RHSA-2025:0837
https://access.redhat.com/errata/RHSA-2025:0733
https://access.redhat.com/errata/RHSA-2025:0733
https://access.redhat.com/errata/RHBA-2025:0744
https://access.redhat.com/errata/RHBA-2025:0744
https://access.redhat.com/errata/RHBA-2025:0732
https://access.redhat.com/errata/RHBA-2025:0732
https://access.redhat.com/errata/RHBA-2025:0731
https://access.redhat.com/errata/RHBA-2025:0731
https://access.redhat.com/errata/RHBA-2025:0730
https://access.redhat.com/errata/RHBA-2025:0730
https://access.redhat.com/errata/RHBA-2025:0729
https://access.redhat.com/errata/RHBA-2025:0729
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bugfix
bugfix
security
bugfix
security
security
security
security
security
security
bugfix
bugfix
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2025:0728

RHBA-
2025:0727

RHSA-
2025:0422

RHBA-
2025:0572

RHSA-
2025:0401

RHSA-
2025:0325

RHSA-
2025:0288

RHSA-
2025:0083

RHSA-
2025:0065

RHSA-
2025:0012

RHBA-

2024:11581

RHBA-

2024:11481

RHSA-

2024:11161

RHBA-

2024:11187

RHBA-

2024:11186

RHBA-

2024:11162

RHBA-

2024:11160

RHBA-

2024:11159

RHBA-

2024:11158

RHBA-

2024:11157

glibc bug fix update

strace bug fix update

Moderate: java-17-openjdk security update

for RHEL 8.6, 8.8, 8.10, 9.4 and 9.5

kernel bug fix update

Important: grafana security update
Important: rsync security update
Moderate: Bug fix of NetworkManager
Low: cups security update

Important: kernel security update

Moderate: python-requests security update

nss bug fix and enhancement update
kernel bug fix update
Moderate: tuned security update

git bug fix and enhancement update

virt:rhel and virt-devel:rhel bug fix and
enhancement update

vdo bug fix update

grub2 bug fix update

libselinux, libsemanage, and selinux-
policy bug fix and enhancement update

systemd bug fix update

unzip bug fix update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHBA-2025:0728
https://access.redhat.com/errata/RHBA-2025:0728
https://access.redhat.com/errata/RHBA-2025:0727
https://access.redhat.com/errata/RHBA-2025:0727
https://access.redhat.com/errata/RHSA-2025:0422
https://access.redhat.com/errata/RHSA-2025:0422
https://access.redhat.com/errata/RHBA-2025:0572
https://access.redhat.com/errata/RHBA-2025:0572
https://access.redhat.com/errata/RHSA-2025:0401
https://access.redhat.com/errata/RHSA-2025:0401
https://access.redhat.com/errata/RHSA-2025:0325
https://access.redhat.com/errata/RHSA-2025:0325
https://access.redhat.com/errata/RHSA-2025:0288
https://access.redhat.com/errata/RHSA-2025:0288
https://access.redhat.com/errata/RHSA-2025:0083
https://access.redhat.com/errata/RHSA-2025:0083
https://access.redhat.com/errata/RHSA-2025:0065
https://access.redhat.com/errata/RHSA-2025:0065
https://access.redhat.com/errata/RHSA-2025:0012
https://access.redhat.com/errata/RHSA-2025:0012
https://access.redhat.com/errata/RHBA-2024:11581
https://access.redhat.com/errata/RHBA-2024:11581
https://access.redhat.com/errata/RHBA-2024:11481
https://access.redhat.com/errata/RHBA-2024:11481
https://access.redhat.com/errata/RHSA-2024:11161
https://access.redhat.com/errata/RHSA-2024:11161
https://access.redhat.com/errata/RHBA-2024:11187
https://access.redhat.com/errata/RHBA-2024:11187
https://access.redhat.com/errata/RHBA-2024:11186
https://access.redhat.com/errata/RHBA-2024:11186
https://access.redhat.com/errata/RHBA-2024:11162
https://access.redhat.com/errata/RHBA-2024:11162
https://access.redhat.com/errata/RHBA-2024:11160
https://access.redhat.com/errata/RHBA-2024:11160
https://access.redhat.com/errata/RHBA-2024:11159
https://access.redhat.com/errata/RHBA-2024:11159
https://access.redhat.com/errata/RHBA-2024:11158
https://access.redhat.com/errata/RHBA-2024:11158
https://access.redhat.com/errata/RHBA-2024:11157
https://access.redhat.com/errata/RHBA-2024:11157
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04

2024-12-
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26

2024-11-
26
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25
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2024-11-
13

2024-11-
12

2024-11-
05

2024-11-
04

2024-11-
04

bugfix
bugfix
bugfix
bugfix
security
bugfix
security
security
bugfix
security
security
security
security
security
security
security
security
security
security

security

RHBA-

2024:11156

RHBA-

2024:11153

RHBA-

2024:11152

RHBA-

2024:11151

RHSA-

2024:10943

RHBA-

2024:10833

RHSA-

2024:10784

RHSA-

2024:10779

RHBA-

2024:10663

RHSA-

2024:10379

RHSA-

2024:10289

RHSA-

2024:10281

RHSA-

2024:10219

RHSA-
2024:9689

RHSA-
2024:9573

RHSA-
2024:9540

RHSA-
2024:9502

RHSA-
2024:8922

RHSA-
2024:8860

RHSA-
2024:8856

rpm bug fix update
mdadm bug fix update
samba bug fix update
sssd bug fix update

Moderate: kernel security update

scap-security-guide bug fix and
enhancement update

Moderate: rhc security update
Moderate: python3:3.6.8 security update
sos bug fix and enhancement update

Important: pam security update

Moderate: container-tools:rhel8 security
update

Moderate: kernel:4.18.0 security update

Moderate: perl-App-cpanminus:1.7044
security update

Low: binutils security update
Important: libsoup security update
Important: tigervnc security update
Moderate: expat security update
Low: bzip2 security update
Important: krb5 security update

Moderate: kernel security update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHBA-2024:11156
https://access.redhat.com/errata/RHBA-2024:11156
https://access.redhat.com/errata/RHBA-2024:11153
https://access.redhat.com/errata/RHBA-2024:11153
https://access.redhat.com/errata/RHBA-2024:11152
https://access.redhat.com/errata/RHBA-2024:11152
https://access.redhat.com/errata/RHBA-2024:11151
https://access.redhat.com/errata/RHBA-2024:11151
https://access.redhat.com/errata/RHSA-2024:10943
https://access.redhat.com/errata/RHSA-2024:10943
https://access.redhat.com/errata/RHBA-2024:10833
https://access.redhat.com/errata/RHBA-2024:10833
https://access.redhat.com/errata/RHSA-2024:10784
https://access.redhat.com/errata/RHSA-2024:10784
https://access.redhat.com/errata/RHSA-2024:10779
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security
security
security
enhancement
enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
enhancement

security
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2024:8847
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RHSA-

2024:8833
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RHBA-
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RHBA-

2024:8861

RHBA-
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RHSA-

2024:8353

RHSA-

2024:8327

RHSA-

2024:8124

RHEA-

2024:8159

RHSA-

2024:8038

Moderate: grafana-pcp security update

Important: container-tools:rhel8 security
update

Moderate: libtiff security update

microcode_ctl bug fix and enhancement
update

libproxy bug fix and enhancement update
glib2 bug fix update

openldap bug fix update

linux-firmware bug fix update

chrony bug fix update

grub2 bug fix update

cups bug fix update

virt:rhel bug fix and enhancement update

rsyslog bug fix update

httpd:2.4 bug fix and enhancement update

tzdata bug fix and enhancement update

Important: NetworkManager-libreswan
security update

Important: grafana security update

Moderate: java-17-openjdk security update

microcode_ctl bug fix and enhancement
update

Important: container-tools:rhel8 security
update
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security
security
security
security
security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHSA-

2024:7848

RHSA-

2024:7481

RHSA-

2024:7349

RHSA-

2024:7000

RHSA-

2024:6989

RHSA-

2024:6987

RHSA-

2024:6986

RHSA-

2024:6975

RHSA-

2024:6969

RHSA-

2024:6964

RHSA-

2024:6963

RHBA-

2024:6988

RHBA-
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RHBA-

2024:6984
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2024:6981
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Low: openssl security update

Important: linux-firmware security update
Moderate: grafana security update
Important: kernel security update
Moderate: expat security update
Moderate: emacs security update

Low: nano security update

Moderate: python3 security update

Moderate: container-tools:rhel8 security

update

Moderate: virt:rhel and virt-devel:rhel

security update

Moderate: gtk3 security update

glibc bug fix update

avahi bug fix update

firewalld bug fix and enhancement update
libuser bug fix and enhancement update

blktrace bug fix update

libldb bug fix update

kexec-tools bug fix update

samba bug fix update

systemd bug fix update
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bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
security
enhancement

bugfix

RHBA-
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2024:6974
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2024:6968

RHBA-

2024:6967

RHBA-

2024:6680

RHSA-

2024:6422

RHBA-

2024:5915

RHBA-

2024:5893

RHBA-

2024:5834
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2024:5811

RHBA-

2024:5736

RHSA-

2024:5654

RHSA-

2024:5530

RHSA-

2024:5524

RHSA-

2024:5312

RHSA-

2024:5309

RHSA-

2024:5299

RHSA-

2024:5291

RHEA-

2024:5296

RHBA-

2024:5311

findutils bug fix update

libX11 bug fix update

tigervnc bug fix update
xmlsecl bug fix update

nss bug fix and enhancement update

Important: bubblewrap and flatpak

security update

sos bug fix and enhancement update

virt:rhel bug fix and enhancement update

glibc bug fix update

scap-security-guide bug fix and

enhancement update

ca-certificates bug fix and enhancement

update

Moderate: curl security update

Important: python-setuptools security

update

Important: bind security update
Moderate: krb5 security update
Moderate: python-urllib3 security update
Moderate: wget security update

Moderate: grafana security update

grafana-pcp bug fix and enhancement

update

firewalld bug fix and enhancement update
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bugfix

bugfix

bugfix

bugfix

security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

RHBA-

2024:5310

RHBA-

2024:5308

RHBA-

2024:5307

RHBA-

2024:5303

RHBA-

2024:5295

RHSA-

2024:5258

RHSA-

2024:5193

RHSA-

2024:5101

RHSA-

2024:5079

RHSA-

2024:4720

RHSA-

2024:4620

RHSA-

2024:4568

RHSA-

2024:4420

RHSA-

2024:4376

RHSA-

2024:4351

RHSA-

2024:4211

RHSA-

2024:4265

RHSA-

2024:4264

RHSA-

2024:4262

RHSA-

2024:4260

openssh bug fix update

libdnf bug fix update

sssd bug fix update

tigervnc bug fix update

mesa bug fix and enhancement update

Important: container-tools:rhel8 security

update

Important: httpd:2.4 security update
Important: kernel security update
Moderate: libtiff security update
Important: httpd:2.4 security update

Important: libndp security update

Important: java-17-openjdk security

update

Important: virt:rhel and virt-devel:rhel

security update

Moderate: libreswan security update

Low: virt:rhel and virt-devel:rhel security

and bug fix update

Important: kernel security and bug fix

update

Moderate: cups security update
Low: openldap security update
Moderate: linux-firmware security update

Moderate: python-idna security update
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security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
bugfix
security
security
bugfix

security

RHSA-

2024:4256

RHSA-

2024:4252

RHSA-

2024:4249

RHSA-

2024:4246

RHBA-

2024:4266

RHBA-

2024:4263

RHBA-

2024:4261

RHBA-

2024:4257

RHBA-

2024:4255

RHBA-

2024:4253

RHBA-

2024:4251

RHBA-

2024:4250
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2024:4239

RHSA-

2024:4197

RHSA-
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Important: less security update

Moderate: nghttp2 security update

Low: c-ares security update

Moderate: container-tools security update
kexec-tools bug fix update

krb5 bug fix update

samba bug fix update

redhat-release bug fix and enhancement
update

systemd update

policycoreutils bug fix update

pam bug fix update

libtirpc bug fix update

tigervnc enhancement update

Moderate: httpd:2.4/httpd security update
Important: git security update

sos bug fix and enhancement update

Moderate: container-tools:rhel8 bug fix
and enhancement update

Moderate: libxml2 security update

scap-security-guide bug fix and
enhancement update

Moderate: kernel update
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bugfix

bugfix

security
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security
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RHSA-

2024:3341
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tuned bug fix update

polkit bug fix update

Important: python3 security update
Important: glibc security update
Moderate: gdk-pixbuf2 security update
Important: bind and dhcp security update
Moderate: sssd security update
Important: glibc security update

Low: krb5 security update

Important: grafana security update

Important: tigervnc security update

Important: container-tools:rhel8 security

update

Moderate: virt:rhel and virt-devel:rhel

security update

Low: libssh security update

Moderate: gmp security update

Moderate: systemd security update
Moderate: grub2 security update
Important: linux-firmware security update
Moderate: openssh security update

Moderate: pam security update
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securit RHSA-
y 2024:3139
securit RHSA-
y 2024:3138
securit RHSA-
y 2024:3121
securit RHSA-
y 2024:3094
securit RHSA-
y 2024:3067
securit RHSA-
y 2024:3059
securit RHSA-
y 2024:3049
securit RHSA-
y 2024:2988
securit RHSA-
y 2024:2980
securit RHSA-
y 2024:2973
securit RHSA-
y 2024:2962
enhancement RHEA-
2024:3235
enhancement RHEA-
2024:3209
enhancement RHEA-
2024:3168
bugfix RHBA-
9 2024:3274
bugfix RHBA-
9 2024:3272
bugfix RHBA-
g 2024:3266
bugfix RHBA-
9 2024:3263
bugfix RHBA-
9 2024:3262
bugfix RHBA-
9 2024:3238

Moderate: squashfs-tools security update

Moderate: kernel security, bug fix, and
enhancement update

Moderate: httpd:2.4 security update
Moderate: perl-CPAN security update
Moderate: tigervnc security update

Moderate: libtiff security update

Moderate: perl-Convert-ASN1 security
update

Moderate: container-tools:rhel8 security
update

Moderate: harfbuzz security update

Moderate: libX11 security update

Moderate: virt:rhel and virt-devel:rhel
security and enhancement update

iproute bug fix and enhancement update
tzdata bug fix and enhancement update
libkcapi bug fix and enhancement update
sos update

gcc bug fix update

grafana-pcp bug fix and enhancement
update

libreswan bug fix and enhancement update
nss bug fix update

shim bug fix and enhancement update
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bash bug fix and enhancement update
expat bug fix and enhancement update
libtirpc bug fix and enhancement update
realmd bug fix and enhancement update
file bug fix and enhancement update

Ivm2 bug fix and enhancement update
bind bug fix and enhancement update
util-linux bug fix and enhancement update
fuse bug fix and enhancement update
hwdata bug fix and enhancement update

tuned bug fix and enhancement update

python-pip bug fix and enhancement
update

gpgme bug fix and enhancement update

policycoreutils bug fix and enhancement
update

net-snmp bug fix and enhancement update
glib2 bug fix and enhancement update
firewalld bug fix and enhancement update

chrony bug fix and enhancement update

dmidecode bug fix and enhancement
update

perl-HTTP-Tiny bug fix and enhancement
update
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grubby bug fix and enhancement update

shared-mime-info bug fix and
enhancement update

librepo bug fix and enhancement update

subscription-manager bug fix and
enhancement update

cronie bug fix and enhancement update
python3 bug fix and enhancement update
pl1-kit bug fix and enhancement update
trousers bug fix and enhancement update
libtalloc bug fix and enhancement update
libtdb bug fix and enhancement update
libtevent bug fix and enhancement update
libldb bug fix and enhancement update

samba bug fix and enhancement update

device-mapper-multipath bug fix and
enhancement update

smartmontools bug fix and enhancement
update

tpm2-tss bug fix and enhancement update
dracut bug fix and enhancement update
avahi bug fix and enhancement update
findutils bug fix and enhancement update

audit bug fix and enhancement update
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elfutils bug fix and enhancement update

mdadm bug fix and enhancement update

dnf-plugins-core bug fix and enhancement
update

rdma-core bug fix and enhancement
update

cups bug fix and enhancement update

dnf bug fix and enhancement update

shadow-utils bug fix and enhancement
update

libdnf bug fix and enhancement update

python-linux-procfs bug fix and
enhancement update

mcelog bug fix and enhancement update
rpm bug fix and enhancement update
kmod bug fix and enhancement update

curl bug fix and enhancement update

NetworkManager bug fix and
enhancement update

glibc bug fix and enhancement update

acl bug fix and enhancement update

python-urllib3 bug fix and enhancement
update

sssd bug fix and enhancement update

xfsdump bug fix and enhancement update

kmod-kvdo bug fix and enhancement
update
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gcc bug fix and enhancement update

selinux-policy bug fix and enhancement
update

numactl bug fix and enhancement update

c-ares bug fix and enhancement update

kexec-tools bug fix and enhancement
update

libsoup bug fix and enhancement update

redhat-release bug fix and enhancement
update

libglvnd bug fix and enhancement update

insights-client bug fix and enhancement
update

rhc bug fix and enhancement update

Idns bug fix and enhancement update

NetworkManager-libreswan bug fix and
enhancement update

git bug fix and enhancement update
alsa-lib bug fix and enhancement update
grafana bug fix and enhancement update
mesa bug fix and enhancement update

tcpdump bug fix and enhancement update

libblockdev bug fix and enhancement
update

pixman bug fix and enhancement update

open-vm-tools bug fix and enhancement
update
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Important: glibc security update

Important: container-tools:rhel8 security

and bug fix update

openscap bug fix and enhancement update
Important: tigervnc security update
Moderate: libreswan security update
Important: shim security update

Moderate: java-17-openjdk security update

Important: httpd:2.4/mod_http2 security

update

Moderate: gnutls security update
Important: bind and dhcp security update
Important: unbound security update

sos bugfix and enhancement update

Important: grafana security and bug fix

update

Important: grafana-pcp security and bug

fix update

Moderate: expat security update

Moderate: less security update

Important: kernel security, bug fix, and

enhancement update

Moderate: curl security and bug fix update
python-pip bug fix update

util-linux bug fix update
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perl-HTTP-Tiny bug fix update
NetworkManager bug fix update
iptables bug fix update

nftables bug fix update

container-tools:rhel8 bug fix update

scap-security-guide bug fix and
enhancement update

Important: unbound security update
Important: kernel security update

glibc bug fix and enhancement update
samba bug fix and enhancement update
sssd bug fix update
python-cryptography bug fix update

Moderate: sudo security update

Important: java-17-openjdk security and
bug fix update

sos bugfix and enhancement update
tzdata bug fix and enhancement update
Moderate: nss security update
Moderate: tcpdump security update

Moderate: libmaxminddb security update

Important: container-tools:rhel8 security
update
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bugfix

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
bugfix

bugfix

bugfix

RHBA-

2024:0762

RHSA-

2024:0647

RHSA-

2024:0628

RHSA-

2024:0627

RHSA-

2024:0607

RHSA-

2024:0606

RHSA-

2024:0256

RHSA-

2024:0253

RHSA-

2024:0155

RHSA-

2024:0135

RHSA-

2024:0131

RHSA-

2024:0128

RHSA-

2024:0119

RHSA-

2024:0116

RHSA-

2024:0114

RHSA-

2024:0113

RHSA-

2024:0105

RHBA-

2024:0118

RHBA-

2024:0117

RHBA-

2024:0115

tzdata bug fix and enhancement update
Moderate: rpm security update
Moderate: libssh security update
Moderate: gnutls security update
Important: tigervnc security update
Moderate: openssh security update
Moderate: python3 security update
Moderate: sqlite security update

Moderate: gnutls security update

Moderate: virt:rhel and virt-devel:rhel
security update

Moderate: pixman security update
Important: tigervnc security update
Moderate: libxml2 security update
Moderate: python-urllib3 security update
Moderate: python3 security update
Important: kernel security update
Moderate: nss security update

xfsdump bug fix update

libcap bug fix update

linux-firmware bug fix and enhancement
update
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bugfix
bugfix
security
security
security
security
security
bugfix
security
enhancement
bugfix
security
security
security
security
security
security
security
security

security

RHBA-

2024:0112

RHBA-

2024:0111

RHSA-

2024:0018

RHSA-

2023:7877

RHSA-

2023:7836

RHSA-

2023:7549

RHSA-

2023:7467

RHBA-

2023:7297

RHSA-

2023:7265

RHEA-

2023:7250

RHBA-

2023:7246

RHSA-

2023:7207

RHSA-

2023:7190

RHSA-

2023:7189

RHSA-

2023:7187

RHSA-

2023:7177

RHSA-

2023:7176

RHSA-

2023:7174

RHSA-

2023:7166

RHSA-

2023:7165

NetworkManager bug fix update
selinux-policy bug fix update
Important: tigervnc security update
Low: openssl security update

Moderate: avahi security update

Important: kernel security and bug fix
update

Moderate: samba security update
nghttp2 bug fix and enhancement update

Important: open-vm-tools security update

microcode_ctl bug fix and enhancement
update

container-tools:rhel8 bug fix update
Moderate: c-ares security update
Moderate: avahi security update
Moderate: fwupd security update
Low: procps-ng security update
Moderate: bind security update

Moderate: python-pip security update

Moderate: perl-HTTP-Tiny security update

Low: tpm2-tss security and enhancement
update

Moderate: cups security and bug fix
update
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securit RHSA-
y 2023:7151
securit RHSA-
y 2023:7139
securit RHSA-
y 2023:7116
securit RHSA-
y 2023:7112
securit RHSA-
y 2023:7109
securit RHSA-
y 2023:7096
securit RHSA-
y 2023:7083
securit RHSA-
y 2023:7077
securit RHSA-
y 2023:7058
securit RHSA-
y 2023:7052
securit RHSA-
y 2023:7029
securit RHSA-
y 2023:7016
securit RHSA-
y 2023:6980
securit RHSA-
y 2023:6976
securit RHSA-
y 2023:6972
securit RHSA-
y 2023:6944
securit RHSA-
y 2023:6939
enhancement RHEA-
2023:7173
enhancement RHEA-
2023:7117
enhancement RHEA-
2023:7102

Moderate: python3 security update

Moderate: samba security, bug fix, and
enhancement update

Moderate: c-ares security update

Low: shadow-utils security and bug fix
update

Moderate: linux-firmware security, bug
fix, and enhancement update

Moderate: python-cryptography security
update

Moderate: emacs security update

Important: kernel security, bug fix, and
enhancement update

Moderate: rhc security, bug fix, and
enhancement update

Moderate: libreswan security update
Moderate: libX11 security update

Low: libpg security update

Moderate: virt:rhel and virt-devel:rhel

security, bug fix, and enhancement update

Moderate: libfastjson security update

Moderate: grafana security and
enhancement update

Moderate: protobuf-c security update

Moderate: container-tools:rhel8 security
and bug fix update

virt-what bug fix and enhancement update

microcode_ctl bug fix and enhancement
update

fuse bug fix and enhancement update
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enhancement

enhancement

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix

bugfix
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2023:7099

RHEA-

2023:7088

RHBA-
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gcc bug fix and enhancement update

tzdata bug fix and enhancement update

krb5 bug fix update

sssd bug fix update

numactl bug fix and enhancement update

Ivm2 bug fix and enhancement update

dmidecode bug fix and enhancement

update

util-linux bug fix and enhancement update
nftables bug fix and enhancement update
iptables bug fix and enhancement update
setools bug fix and enhancement update
tuned bug fix and enhancement update
iputils bug fix and enhancement update
findutils bug fix and enhancement update
ncurses bug fix and enhancement update
authselect bug fix and enhancement update

net-snmp bug fix and enhancement update

crypto-policies bug fix and enhancement

update

irgbalance bug fix and enhancement

update

perl-Date-Manip bug fix and enhancement

update
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libcap bug fix and enhancement update

cryptsetup bug fix and enhancement
update

curl bug fix and enhancement update

audit bug fix and enhancement update

memstrack bug fix and enhancement
update

libstoragemgmt bug fix and enhancement
update

libnftnl bug fix and enhancement update

rdma-core bug fix and enhancement
update

gnutls bug fix and enhancement update
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dbus bug fix and enhancement update
mdadm bug fix and enhancement update
sssd bug fix and enhancement update

libdnf bug fix and enhancement update

dnf-plugins-core bug fix and enhancement
update

ledmon bug fix and enhancement update
postfix bug fix and enhancement update
dnf bug fix and enhancement update
chkconfig bug fix and enhancement update
libsolv bug fix and enhancement update

libsoup bug fix and enhancement update

NetworkManager bug fix and
enhancement update

zlib bug fix and enhancement update

subscription-manager-rhsm-certificates
bug fix and enhancement update

xfsprogs bug fix and enhancement update

pam bug fix and enhancement update

redhat-logos bug fix and enhancement
update

glibc bug fix and enhancement update
file bug fix and enhancement update

iproute bug fix and enhancement update
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systemd bug fix and enhancement update

python-cffi bug fix and enhancement

update

tmux bug fix and enhancement update

binutils bug fix and enhancement update

subscription-manager bug fix and

enhancement update

selinux-policy bug fix and enhancement

update

elfutils bug fix and enhancement update
dracut bug fix and enhancement update

which bug fix and enhancement update

kexec-tools bug fix and enhancement

update

vdo and kmod-kvdo bug fix and

enhancement update

device-mapper-multipath bug fix and

enhancement update

sos bug fix and enhancement update

rng-tools bug fix and enhancement update

redhat-release bug fix and enhancement

update

ipmitool bug fix and enhancement update

scap-security-guide bug fix update

volume_key bug fix and enhancement

update

openscap bug fix and enhancement update

insights-client bug fix and enhancement

update
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apr-util bug fix and enhancement update
httpd:2.4 bug fix and enhancement update
udisks2 bug fix and enhancement update

rsyslog bug fix and enhancement update

grafana-pcp bug fix and enhancement

update

libdrm bug fix and enhancement update
mesa bug fix and enhancement update
alsa-lib bug fix and enhancement update

systemtap bug fix and enhancement update

open-vm-tools bug fix and enhancement

update

man-pages-overrides bug fix and

enhancement update

vsftpd bug fix and enhancement update

libblockdev bug fix and enhancement

update

nmap bug fix and enhancement update
tigervnc bug fix and enhancement update
xfsdump bug fix and enhancement update
net-snmp bug fix update

Important: insights-client security update

sos bugfix update

Moderate: binutils security update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHBA-2023:7019
https://access.redhat.com/errata/RHBA-2023:7019
https://access.redhat.com/errata/RHBA-2023:7018
https://access.redhat.com/errata/RHBA-2023:7018
https://access.redhat.com/errata/RHBA-2023:7006
https://access.redhat.com/errata/RHBA-2023:7006
https://access.redhat.com/errata/RHBA-2023:6987
https://access.redhat.com/errata/RHBA-2023:6987
https://access.redhat.com/errata/RHBA-2023:6973
https://access.redhat.com/errata/RHBA-2023:6973
https://access.redhat.com/errata/RHBA-2023:6964
https://access.redhat.com/errata/RHBA-2023:6964
https://access.redhat.com/errata/RHBA-2023:6963
https://access.redhat.com/errata/RHBA-2023:6963
https://access.redhat.com/errata/RHBA-2023:6955
https://access.redhat.com/errata/RHBA-2023:6955
https://access.redhat.com/errata/RHBA-2023:6952
https://access.redhat.com/errata/RHBA-2023:6952
https://access.redhat.com/errata/RHBA-2023:6945
https://access.redhat.com/errata/RHBA-2023:6945
https://access.redhat.com/errata/RHBA-2023:6930
https://access.redhat.com/errata/RHBA-2023:6930
https://access.redhat.com/errata/RHBA-2023:6922
https://access.redhat.com/errata/RHBA-2023:6922
https://access.redhat.com/errata/RHBA-2023:6920
https://access.redhat.com/errata/RHBA-2023:6920
https://access.redhat.com/errata/RHBA-2023:6913
https://access.redhat.com/errata/RHBA-2023:6913
https://access.redhat.com/errata/RHBA-2023:6912
https://access.redhat.com/errata/RHBA-2023:6912
https://access.redhat.com/errata/RHBA-2023:6797
https://access.redhat.com/errata/RHBA-2023:6797
https://access.redhat.com/errata/RHBA-2023:6792
https://access.redhat.com/errata/RHBA-2023:6792
https://access.redhat.com/errata/RHSA-2023:6283
https://access.redhat.com/errata/RHSA-2023:6283
https://access.redhat.com/errata/RHBA-2023:6293
https://access.redhat.com/errata/RHBA-2023:6293
https://access.redhat.com/errata/RHSA-2023:6236
https://access.redhat.com/errata/RHSA-2023:6236

2023-10-
23

2023-10-
18

2023-10-
18

2023-10-
18

2023-10-
05

2023-10-
05

2023-10-
04

2023-09-
26

2023-09-
26

2023-09-
20

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

security
security
security
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security
bugfix
security
bugfix
security
security
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security
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bugfix

bugfix
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Important: python3 security update
Moderate: grafana security update

Important: nghttp2 security update

Moderate: java-17-openjdk security and
bug fix update

Important: bind security update

Important: glibc security update

container-tools:rhel8 bug fix and
enhancement update

Moderate: libtiff security update
sos bug fix and enhancement update

Important: open-vm-tools security update

Important: virt:rhel and virt-devel:rhel
security and bug fix update

Moderate: dmidecode security update
Moderate: ncurses security update

Moderate: linux-firmware security update

Important: kernel security, bug fix, and
enhancement update

scap-security-guide bug fix update

container-tools:rhel8 bug fix and
enhancement update

open-vm-tools bug fix update

openscap bug fix and enhancement update

nss and nspr bug fix and enhancement
update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.15,CB 7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHSA-2023:5997
https://access.redhat.com/errata/RHSA-2023:5997
https://access.redhat.com/errata/RHSA-2023:5863
https://access.redhat.com/errata/RHSA-2023:5863
https://access.redhat.com/errata/RHSA-2023:5837
https://access.redhat.com/errata/RHSA-2023:5837
https://access.redhat.com/errata/RHSA-2023:5751
https://access.redhat.com/errata/RHSA-2023:5751
https://access.redhat.com/errata/RHSA-2023:5474
https://access.redhat.com/errata/RHSA-2023:5474
https://access.redhat.com/errata/RHSA-2023:5455
https://access.redhat.com/errata/RHSA-2023:5455
https://access.redhat.com/errata/RHBA-2023:5431
https://access.redhat.com/errata/RHBA-2023:5431
https://access.redhat.com/errata/RHSA-2023:5353
https://access.redhat.com/errata/RHSA-2023:5353
https://access.redhat.com/errata/RHBA-2023:5354
https://access.redhat.com/errata/RHBA-2023:5354
https://access.redhat.com/errata/RHSA-2023:5312
https://access.redhat.com/errata/RHSA-2023:5312
https://access.redhat.com/errata/RHSA-2023:5264
https://access.redhat.com/errata/RHSA-2023:5264
https://access.redhat.com/errata/RHSA-2023:5252
https://access.redhat.com/errata/RHSA-2023:5252
https://access.redhat.com/errata/RHSA-2023:5249
https://access.redhat.com/errata/RHSA-2023:5249
https://access.redhat.com/errata/RHSA-2023:5245
https://access.redhat.com/errata/RHSA-2023:5245
https://access.redhat.com/errata/RHSA-2023:5244
https://access.redhat.com/errata/RHSA-2023:5244
https://access.redhat.com/errata/RHBA-2023:5267
https://access.redhat.com/errata/RHBA-2023:5267
https://access.redhat.com/errata/RHBA-2023:5266
https://access.redhat.com/errata/RHBA-2023:5266
https://access.redhat.com/errata/RHBA-2023:5262
https://access.redhat.com/errata/RHBA-2023:5262
https://access.redhat.com/errata/RHBA-2023:5258
https://access.redhat.com/errata/RHBA-2023:5258
https://access.redhat.com/errata/RHBA-2023:5257
https://access.redhat.com/errata/RHBA-2023:5257

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
19

2023-09-
11

2023-09-
06

2023-08-
30

2023-08-
29

2023-08-
22

2023-08-
08

2023-08-
08

2023-08-
08

2023-08-
08

2023-08-
08

2023-08-
08

2023-08-
08

2023-08-
08

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
enhancement
bugfix
security
security
security
security
security
security
security
bugfix
bugfix

bugfix

RHBA-

2023:5254
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2023:5253
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2023:5251

RHBA-

2023:5250

RHBA-

2023:5248

RHBA-

2023:5247

RHBA-

2023:5242

RHSA-

2023:5050

RHEA-

2023:4995

RHBA-

2023:4880

RHSA-

2023:4864

RHSA-

2023:4706

RHSA-

2023:4529

RHSA-

2023:4524

RHSA-
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RHBA-

2023:4525
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cups bug fix update
selinux-policy bug fix update
iptables bug fix advisory

findutils bug fix update

ca-certificates bug fix and enhancement
update

systemd bug fix and enhancement update
firewalld bug fix update

Moderate: httpd:2.4 security update

microcode_ctl bug fix and enhancement
update

sos bug fix and enhancement update

Important: cups security update

Important: subscription-manager security
update

Moderate: libxml2 security update
Moderate: libcap security update
Moderate: curl security update

Moderate: python-requests security update

Important: kernel security and bug fix
update

systemd bug fix update
sssd bug fix update

grub2 bug fix update
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bugfix RHBA-
g 2023:4521
securit RHSA-
y 2023:4498
securit RHSA-
y 2023:4419
securit RHSA-
y 2023:4328
bugfix RHBA-
g 2023:4279
securit RHSA-
y 2023:4159
securit RHSA-
y 2023:4102
securit RHSA-
y 2023:3949
securit RHSA-
y 2023:3847
securit RHSA-
y 2023:3840
securit RHSA-
y 2023:3839
securit RHSA-
y 2023:3837
securit RHSA-
y 2023:3827
securit RHSA-
y 2023:3822
enhancement RHEA-
2023:3850
enhancement RHEA-
2023:3849
enhancement RHEA-
2023:3843
bugfix RHBA-
9 2023:3846
bugfix RHBA-
9 2023:3845
bugfix RHBA-
9 2023:3844

NetworkManager bug fix update
Moderate: dbus security update

Important: openssh security update

Moderate: samba security and bug fix
update

sos bug fix and enhancement update

Moderate: java-17-openjdk security and
bug fix update

Important: bind security update

Low: open-vm-tools security update

Moderate: kernel security, bug fix, and
enhancement update

Moderate: sqlite security update

Moderate: libssh security update

Moderate: systemd security and bug fix
update

Moderate: libtiff security update

Moderate: virt:rhel and virt-devel:rhel
security and bug fix update

krb5 bug fix update

iproute bug fix update

microcode_ctl bug fix and enhancement
update

selinux-policy bug fix update
NetworkManager bug fix update

xfsprogs bug fix update
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kexec-tools bug fix update

container-tools:rhel8 bug fix and
enhancement update

sos bug fix and enhancement update
Important: python3 security update
Important: c-ares security update

sos bug fix and enhancement update

Important: kernel security and bug fix
update

Important: git security update
httpd:2.4 bug fix update
Important: apr-util security update

Important: libreswan security update

Moderate: curl security and bug fix update

Important: emacs security update

Moderate: libreswan security and bug fix

update

Moderate: emacs security and bug fix
update

Low: libarchive security update

Moderate: bind security and bug fix update

Moderate: dhcp security and bug fix
update

Low: samba security, bug fix, and
enhancement update

Moderate: net-snmp security and bug fix

update
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securit RHSA-
y 2023:2830
securit RHSA-
y 2023:2786
securit RHSA-
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securit RHSA-
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securit RHSA-
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securit RHSA-
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enhancement RHEA-
2023:2992
enhancement RHEA-
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bugfix RHBA-
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Low: curl security and bug fix update

Important: kernel security, bug fix, and
enhancement update

Moderate: device-mapper-multipath
security and bug fix update

Moderate: libtiff security update

Moderate: git security and bug fix update

Moderate: tigervnc security and bug fix
update

Moderate: wayland security, bug fix, and
enhancement update

Moderate: grafana-pcp security update

Moderate: grafana security update

Moderate: unbound security and bug fix
update

Moderate: container-tools:rhel8 security,
bug fix, and enhancement update

Moderate: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement update

tzdata bug fix and enhancement update
sos bug fix and enhancement update
tzdata bug fix and enhancement update
util-linux bug fix and enhancement update
java-17-openjdk bug fix update
container-tools:rhel8 bug fix update

mcelog bug fix and enhancement update

python-dmidecode bug fix and
enhancement update
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bugfix
bugfix
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bugfix
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file bug fix and enhancement update

tuned bug fix and enhancement update

libpwquality bug fix and enhancement
update

rdma-core bug fix and enhancement
update

util-linux bug fix and enhancement update
cifs-utils bug fix and enhancement update
polkit bug fix and enhancement update

Ivm2 bug fix and enhancement update

python-setuptools bug fix and
enhancement update

microcode_ctl bug fix and enhancement
update

grub2 bug fix and enhancement update
perl bug fix and enhancement update

sudo bug fix and enhancement update

openssl-pkesll bug fix and enhancement
update

cups bug fix and enhancement update

librhsm bug fix and enhancement update

irgbalance bug fix and enhancement
update

policycoreutils bug fix and enhancement
update

virt-what bug fix and enhancement update

openssh bug fix and enhancement update
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expat bug fix and enhancement update
libxml2 bug fix and enhancement update

hwdata bug fix and enhancement update

ModemManager bug fix and enhancement
update

crypto-policies bug fix and enhancement
update

libsolv bug fix and enhancement update
libselinux bug fix and enhancement update
authselect bug fix and enhancement update
rpm bug fix and enhancement update
ledmon bug fix and enhancement update
procps-ng bug fix and enhancement update
tar bug fix and enhancement update

kpatch bug fix and enhancement update
libffi bug fix and enhancement update
libuser bug fix and enhancement update
nfs-utils bug fix and enhancement update
libssh bug fix and enhancement update
setup bug fix and enhancement update
glib2 bug fix and enhancement update

iptables bug fix and enhancement update
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RHBA-
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python-linux-procfs bug fix and
enhancement update

logrotate bug fix and enhancement update
mdadm bug fix and enhancement update

adcli bug fix and enhancement update

cryptsetup bug fix and enhancement
update

realmd bug fix and enhancement update
dracut bug fix and enhancement update
elfutils bug fix and enhancement update
libtalloc bug fix and enhancement update
libtdb bug fix and enhancement update
libtevent bug fix and enhancement update
libldb bug fix and enhancement update
sssd bug fix and enhancement update

systemd bug fix and enhancement update

subscription-manager bug fix and
enhancement update

librepo bug fix and enhancement update
dnf bug fix and enhancement update

libdnf bug fix and enhancement update

linux-firmware bug fix and enhancement
update

Imdb bug fix and enhancement update
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dnf-plugins-core bug fix and enhancement
update

dbus bug fix and enhancement update

python3 bug fix and enhancement update

NetworkManager bug fix and
enhancement update

selinux-policy bug fix and enhancement
update

coreutils bug fix and enhancement update
rng-tools bug fix and enhancement update

gcc bug fix and enhancement update

kmod-kvdo bug fix and enhancement
update

libteam bug fix and enhancement update
glibc bug fix and enhancement update

pam bug fix and enhancement update

kexec-tools bug fix and enhancement
update

libsoup bug fix and enhancement update
binutils bug fix and enhancement update

pciutils bug fix and enhancement update

redhat-release bug fix and enhancement
update

redhat-rpm-config bug fix and
enhancement update

openscap bug fix and enhancement update

scap-security-guide bug fix and
enhancement update
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bugfix
bugfix
bugfix
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bugfix
bugfix
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bugfix
security

security
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2023:2865
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2023:2831
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RHBA-

2023:2799
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2023:2754
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RHSA-
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RHSA-
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libreswan bug fix and enhancement update
oddjob bug fix and enhancement update
wget bug fix and enhancement update
alsa-lib bug fix and enhancement update
sscg bug fix and enhancement update

rsyslog bug fix and enhancement update

hyperv-daemons bug fix and enhancement
update

mesa bug fix and enhancement update

libdrm bug fix and enhancement update

python-rpm-macros bug fix and
enhancement update

rhc bug fix and enhancement update

insights-client bug fix and enhancement
update

systemtap bug fix and enhancement update

desktop-file-utils bug fix and enhancement
update

httpd:2.4 bug fix and enhancement update

libblockdev bug fix and enhancement
update

udisks2 bug fix and enhancement update

open-vm-tools bug fix and enhancement
update

Important: libreswan security update

Important: emacs security update
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security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
security
security

security

RHSA-

2023:1898

RHSA-

2023:1673

RHSA-

2023:1569

RHSA-

2023:1566

RHSA-

2023:1551

RHBA-

2023:1575

RHBA-

2023:1573

RHBA-

2023:1571

RHBA-

2023:1570

RHBA-

2023:1568

RHBA-
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RHBA-
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RHBA-
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RHBA-

2023:1534

RHBA-

2023:1491

RHSA-

2023:1405
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2023:1300

RHSA-
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RHSA-

2023:1140

RHSA-
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Important: java-17-openjdk security and
bug fix update

Important: httpd:2.4 security update

Moderate: gnutls security and bug fix
update

Important: kernel security, bug fix, and
enhancement update

Important: tigervnc security update

tigervnc bug fix and enhancement update

virt:rhel and virt-devel:rhel bug fix update

sos bug fix and enhancement update

NetworkManager bug fix and
enhancement update

selinux-policy bug fix and enhancement
update

samba bug fix and enhancement update

device-mapper-multipath bug fix update

linux-firmware bug fix and enhancement
update

tzdata bug fix and enhancement update
tzdata bug fix and enhancement update
Important: openssl security update

sos bug fix and enhancement update
Important: nss security update

Moderate: curl security update

Moderate: httpd:2.4 security and bug fix
update

v4.15,CB 7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHSA-2023:1898
https://access.redhat.com/errata/RHSA-2023:1898
https://access.redhat.com/errata/RHSA-2023:1673
https://access.redhat.com/errata/RHSA-2023:1673
https://access.redhat.com/errata/RHSA-2023:1569
https://access.redhat.com/errata/RHSA-2023:1569
https://access.redhat.com/errata/RHSA-2023:1566
https://access.redhat.com/errata/RHSA-2023:1566
https://access.redhat.com/errata/RHSA-2023:1551
https://access.redhat.com/errata/RHSA-2023:1551
https://access.redhat.com/errata/RHBA-2023:1575
https://access.redhat.com/errata/RHBA-2023:1575
https://access.redhat.com/errata/RHBA-2023:1573
https://access.redhat.com/errata/RHBA-2023:1573
https://access.redhat.com/errata/RHBA-2023:1571
https://access.redhat.com/errata/RHBA-2023:1571
https://access.redhat.com/errata/RHBA-2023:1570
https://access.redhat.com/errata/RHBA-2023:1570
https://access.redhat.com/errata/RHBA-2023:1568
https://access.redhat.com/errata/RHBA-2023:1568
https://access.redhat.com/errata/RHBA-2023:1567
https://access.redhat.com/errata/RHBA-2023:1567
https://access.redhat.com/errata/RHBA-2023:1565
https://access.redhat.com/errata/RHBA-2023:1565
https://access.redhat.com/errata/RHBA-2023:1553
https://access.redhat.com/errata/RHBA-2023:1553
https://access.redhat.com/errata/RHBA-2023:1534
https://access.redhat.com/errata/RHBA-2023:1534
https://access.redhat.com/errata/RHBA-2023:1491
https://access.redhat.com/errata/RHBA-2023:1491
https://access.redhat.com/errata/RHSA-2023:1405
https://access.redhat.com/errata/RHSA-2023:1405
https://access.redhat.com/errata/RHBA-2023:1300
https://access.redhat.com/errata/RHBA-2023:1300
https://access.redhat.com/errata/RHSA-2023:1252
https://access.redhat.com/errata/RHSA-2023:1252
https://access.redhat.com/errata/RHSA-2023:1140
https://access.redhat.com/errata/RHSA-2023:1140
https://access.redhat.com/errata/RHSA-2023:0852
https://access.redhat.com/errata/RHSA-2023:0852

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
21

2023-02-
09

2023-02-
08

2023-02-
07

2023-02-
06

security
security
security
security
security
security
bugfix
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security

security
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RHSA-
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RHSA-
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RHSA-

2023:0833

RHSA-
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RHBA-
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RHBA-
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RHBA-
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RHBA-

2023:0841

RHBA-

2023:0840

RHBA-

2023:0836

RHBA-

2023:0834

RHBA-

2023:0831

RHBA-

2023:0830

RHBA-
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RHBA-

2023:0719

RHSA-

2023:0662

RHSA-

2023:0625

RHSA-

2023:0610

Moderate: tar security update

Important: samba security update

Moderate: systemd security and bug fix
update

Moderate: python-setuptools security
update

Moderate: python3 security update

Important: kernel security and bug fix
update

openscap bug fix and enhancement update

container-tools:rhel8 bug fix and
enhancement update

virt:rhel and virt-devel:rhel bug fix and
enhancement update

grub2 bug fix and enhancement update
curl bug fix and enhancement update

OpenSSH bug fix and enhancement update

kmod-kvdo bug fix and enhancement
update

nfs-utils bug fix and enhancement update

iptables bug fix and enhancement update

scap-security-guide bug fix and
enhancement update

rhc bug fix and enhancement update
Important: tigervnc security update
Important: libksba security update

Important: git security update
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Important: sudo security update

Moderate: java-17-openjdk security and
bug fix update

Moderate: libxml2 security update
Moderate: libtasnl security update
Moderate: sqglite security update

Moderate: expat security update

Important: kernel security and bug fix
update

Moderate: systemd security and bug fix
update

Moderate: virt:rhel and virt-devel:rhel
security and bug fix update

Moderate: dbus security update
Moderate: libtiff security update
hyperv-daemons bug fix update

sssd bug fix and enhancement update

authselect bug fix and enhancement update

tigervnc bug fix and enhancement update

container-tools:rhel8 bug fix and
enhancement update

insights-client bug fix and enhancement
update

curl bug fix and enhancement update

systemd bug fix and enhancement update

dhcp bug fix and enhancement update
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bugfix
bugfix
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security
bugfix
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security
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RHBA-
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RHBA-
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RHSA-
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2022:8888
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gcc bug fix and enhancement update
util-linux bug fix and enhancement update

dracut bug fix and enhancement update

NetworkManager bug fix and

enhancement update

selinux-policy bug fix and enhancement

update

rsync bug fix and enhancement update
zlib bug fix and enhancement update
net-snmp bug fix and enhancement update
Moderate: grub2 security update

libsolv bug fix and enhancement update
rhc bug fix and enhancement update
tzdata bug fix and enhancement update
Important: krb5 security update

libverto bug fix and enhancement update

Important: device-mapper-multipath

security update

tzdata bug fix and enhancement update

Low: container-tools:rhel8 security, bug
fix, and enhancement update

Moderate: rsync security and enhancement

update

Moderate: bind security update

Moderate: freetype security update
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securit RHSA-
y 2022:7730
securit RHSA-
y 2022:7720
securit RHSA-
y 2022:7715
securit RHSA-
y 2022:7704
securit RHSA-
y 2022:7700
securit RHSA-
y 2022:7683
securit RHSA-
y 2022:7648
securit RHSA-
y 2022:7647
securit RHSA-
y 2022:7622
securit RHSA-
y 2022:7585
securit RHSA-
y 2022:7519
securit RHSA-
y 2022:7514
securit RHSA-
y 2022:7482
securit RHSA-
y 2022:7472
securit RHSA-
y 2022:7457
enhancement A
2022:7797
enhancement RHEA-
2022:7782
enhancement RHEA-
2022:7719
enhancement RHEA-
2022:7690
enhancement RHEA-
2022:7615

Moderate: libldb security, bug fix, and
enhancement update

Moderate: e2fsprogs security and bug fix
update

Moderate: libxml2 security update

Moderate: webkit2gtk3 security and bug
fix update

Moderate: gdisk security update

Moderate: kernel security, bug fix, and
enhancement update

Moderate: grafana-pcp security update

Moderate: httpd:2.4 security update

Moderate: unbound security, bug fix, and
enhancement update

Moderate: libtiff security update

Moderate: grafana security, bug fix, and
enhancement update

Moderate: fribidi security update

Moderate: gt5 security, bug fix, and
enhancement update

Low: virt:rhel and virt-devel:.rhel security,
bug fix, and enhancement update

Moderate: container-tools:rhel8 security,
bug fix, and enhancement update

RDMA stack bug fix and enhancement
update

strace bug fix and enhancement update

subscription-manager bug fix and
enhancement update

tzdata bug fix and enhancement update

alsa-lib bug fix and enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHSA-2022:7730
https://access.redhat.com/errata/RHSA-2022:7730
https://access.redhat.com/errata/RHSA-2022:7720
https://access.redhat.com/errata/RHSA-2022:7720
https://access.redhat.com/errata/RHSA-2022:7715
https://access.redhat.com/errata/RHSA-2022:7715
https://access.redhat.com/errata/RHSA-2022:7704
https://access.redhat.com/errata/RHSA-2022:7704
https://access.redhat.com/errata/RHSA-2022:7700
https://access.redhat.com/errata/RHSA-2022:7700
https://access.redhat.com/errata/RHSA-2022:7683
https://access.redhat.com/errata/RHSA-2022:7683
https://access.redhat.com/errata/RHSA-2022:7648
https://access.redhat.com/errata/RHSA-2022:7648
https://access.redhat.com/errata/RHSA-2022:7647
https://access.redhat.com/errata/RHSA-2022:7647
https://access.redhat.com/errata/RHSA-2022:7622
https://access.redhat.com/errata/RHSA-2022:7622
https://access.redhat.com/errata/RHSA-2022:7585
https://access.redhat.com/errata/RHSA-2022:7585
https://access.redhat.com/errata/RHSA-2022:7519
https://access.redhat.com/errata/RHSA-2022:7519
https://access.redhat.com/errata/RHSA-2022:7514
https://access.redhat.com/errata/RHSA-2022:7514
https://access.redhat.com/errata/RHSA-2022:7482
https://access.redhat.com/errata/RHSA-2022:7482
https://access.redhat.com/errata/RHSA-2022:7472
https://access.redhat.com/errata/RHSA-2022:7472
https://access.redhat.com/errata/RHSA-2022:7457
https://access.redhat.com/errata/RHSA-2022:7457
https://access.redhat.com/errata/RHEA-2022:7797
https://access.redhat.com/errata/RHEA-2022:7797
https://access.redhat.com/errata/RHEA-2022:7782
https://access.redhat.com/errata/RHEA-2022:7782
https://access.redhat.com/errata/RHEA-2022:7719
https://access.redhat.com/errata/RHEA-2022:7719
https://access.redhat.com/errata/RHEA-2022:7690
https://access.redhat.com/errata/RHEA-2022:7690
https://access.redhat.com/errata/RHEA-2022:7615
https://access.redhat.com/errata/RHEA-2022:7615

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

2022-11-
08

enhancement
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHEA-
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RHEA-

2022:7543

RHBA-

2022:7832

RHBA-
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libdrm, mesa, and wayland-protocols bug

fix and enhancement update

subversion bug fix and enhancement
update

python3 bug fix update

sssd bug fix and enhancement update

NetworkManager bug fix and
enhancement update

bind bug fix and enhancement update

tzdata bug fix and enhancement update

virt:rhel and virt-devel:rhel bug fix and
enhancement update

rpm bug fix and enhancement update

libpwquality bug fix and enhancement
update

file bug fix and enhancement update

policycoreutils bug fix and enhancement
update

libsemanage bug fix and enhancement
update

libtalloc bug fix and enhancement update

memstrack bug fix and enhancement
update

grubby bug fix and enhancement update

initscripts bug fix and enhancement update

iptables bug fix and enhancement update

gssproxy bug fix and enhancement update

shadow-utils bug fix and enhancement
update
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Ivm2 bug fix and enhancement update
dhcp bug fix and enhancement update

libarchive bug fix and enhancement update

irgbalance bug fix and enhancement

update

libselinux bug fix and enhancement update
chrony bug fix and enhancement update
util-linux bug fix and enhancement update
gdbm bug fix and enhancement update
librepo bug fix and enhancement update

curl bug fix and enhancement update

kmod-kvdo bug fix and enhancement

update

libnl3 bug fix and enhancement update

setup bug fix and enhancement update

device-mapper-persistent-data bug fix and

enhancement update

tar bug fix and enhancement update

dbus bug fix and enhancement update
nfs-utils bug fix and enhancement update
libbpf bug fix and enhancement update
fwupd bug fix and enhancement update

ethtool bug fix and enhancement update
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2022:7106

RHSA-

2022:7105

RHBA-

2022:7127

RHBA-

2022:7122

RHBA-

2022:7116

RHBA-

2022:7115

RHBA-

2022:7114

RHBA-

2022:7112

RHBA-

2022:7109

RHBA-

2022:7107

RHBA-

2022:7104

RHSA-

2022:7089

RHBA-

2022:7067

RHSA-

2022:7000

RHSA-

2022:6878

RHBA-

2022:6827

RHSA-

2022:6778

Moderate: samba security and bug fix
update

Important: kernel security, bug fix, and
enhancement update

Moderate: sqlite security update
Moderate: zlib security update

Moderate: gnutls security update

container-tools:rhel8 bug fix and
enhancement update

virt:rhel and virt-devel:rhel bug fix update

libsemanage bug fix and enhancement
update

rpm bug fix and enhancement update
systemd update

sos bug fix and enhancement update

linux-firmware bug fix and enhancement
update

glib2 bug fix and enhancement update

NetworkManager bug fix and
enhancement update

Important: libksba security update

tzdata bug fix and enhancement update

Moderate: java-17-openjdk security and
bug fix update

Important: expat security update
tzdata bug fix and enhancement update

Important: bind security update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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https://access.redhat.com/errata/RHBA-2022:7067
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2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
13

2022-09-
06

2022-08-
29

2022-08-
24

2022-08-
24

2022-08-
24

2022-08-
23

2022-08-
03

security
security

security

enhancement

enhancement

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
bugfix
bugfix

bugfix

RHSA-

2022:6463

RHSA-

2022:6460

RHSA-

2022:6457

RHEA-

2022:6440

RHEA-

2022:6327

RHBA-

2022:6466

RHBA-

2022:6465

RHBA-

2022:6464

RHBA-

2022:6461

RHBA-

2022:6459

RHBA-

2022:6458

RHBA-

2022:6452

RHBA-

2022:6446

RHSA-

2022:6357

RHSA-

2022:6206

RHSA-

2022:6180

RHSA-

2022:6159

RHBA-

2022:6151

RHBA-

2022:6138

RHBA-

2022:5872

Moderate: gnupg?2 security update

Moderate: kernel security, bug fix, and
enhancement update

Moderate: python3 security update

nss and nspr bug fix and enhancement
update

java-17-openjdk bug fix update

systemd bug fix and enhancement update
libdnf bug fix and enhancement update
initscripts bug fix and enhancement update

pam bug fix and enhancement update

ca-certificates bug fix and enhancement
update

iproute bug fix and enhacement update

scap-security-guide bug fix and
enhancement update

virt:rhel and virt-devel:rhel bug fix and
enhancement update

Important: open-vm-tools security update
Important: systemd security update
Important: rsync security update

Moderate: curl security update

selinux-policy bug fix and enhancement
update

tzdata bug fix and enhancement update

sos bug fix and enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.15,CB 7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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https://access.redhat.com/errata/RHSA-2022:6206
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https://access.redhat.com/errata/RHBA-2022:6151
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Tty it g V41441505710
3222-08- security 2ROI-SA5819 Lr;g:trgant: kernel security and bug fix V4.14.v4.15,CB7.1.0
3222_08' security %818 Moderate: openssl security update v4.14,v4.15,CB7.1.0
8222'08' security %13 Moderate: vim security update v4.14,v4.15,CB7.1.0
5222'08' security 5(;_'22%809 Moderate: pcre2 security update v4.14,v4.15,CB7.1.0
3222-08- bugfix 2Rog—lg:p5\§_330 ans(;g?ets-client bug fix and enhancement V4.14.v4.15,CB7.1.0
3222‘08' bugfix 5&3'65‘825 rhc bug fix and enhancement update v4.14,v4.15,CB7.1.0
3222'08' bugfix %2 4 container-tools:rhel8 bug fix update v4.14,v4.15,CB7.1.0
5222'08' bugfix %20 Ivm2 bug fix and enhancement update v4.14,v4.15,CB7.1.0
5222'08' bugfix ZRC)F;—IS:%N dbus bug fix and enhancement update v4.14,v4.15,CB7.1.0
5222'08' bugfix ZRC)I_;—IS:%lG libdnf bug fix and enhancement update v4.14,v4.15,CB7.1.0
5222'08' bugfix 5(;422'65‘815 bash bug fix and enhancement update v4.14,v4.15,CB7.1.0
5222-08- bugfix %2'65\8 14 umpig;?é:ode_ctl bug fix and enhancement v4.14.v4.15 CB7.1.0
3222-08- bugfix 2Ro|;—lg:§;312 3ti)ltijr;ltjé<policy bug fix and enhancement v4.14.v4.15,CB7.1.0
3222'08' bugfix 5()2—%11 Sﬁﬁ;ﬁ?,ﬁﬁ,ﬁ’f{,ﬁ;‘fé‘p““ bugfixand 4 14 v4.15.cB7.1.0
5222'08' bugfix %10 tuned bug fix and enhancement update v4.14,v4.15,CB7.1.0
5222'08' bugfix 2R(|)_|2I2?808 systemd bug fix and enhancement update  v4.14,v4.15,CB7.1.0
3222'08' bugfix 2RO|;—I3:AS\;3O7 rng-tools bug fix and enhancement update v4.14,v4.15,CB7.1.0
Tty et 1508710

2322'07' security %717 Important: grafana security update v4.14,v4.15,CB7.1.0
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2022-07-
13

2022-06-
28

2022-06-
28

2022-06-
28

2022-06-
28

2022-06-
28

2022-06-
28

2022-06-
28

2022-06-
28

2022-06-
28

2022-06-
28

2022-06-
28

2022-06-
28

2022-06-
22

2022-06-
16

2022-06-
16

2022-06-
15

2022-06-
13

2022-05-
30

2022-05-
25

security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
bugfix
security
security
security

bugfix

RHSA-

2022:5564

RHSA-

2022:5319

RHSA-

2022:5317

RHSA-

2022:5316

RHSA-

2022:5314

RHSA-

2022:5313

RHSA-

2022:5311

RHBA-

2022:5332

RHBA-

2022:5321

RHBA-

2022:5320

RHBA-

2022:5318

RHBA-

2022:5315

RHBA-

2022:5312

RHSA-

2022:5163

RHSA-

2022:5095

RHBA-

2022:5081

RHSA-

2022:5056

RHSA-

2022:4991

RHSA-

2022:4799

RHBA-

2022:4744

Important: kernel security, bug fix, and
enhancement update

Moderate: vim security update

Moderate: libxml2 security update

Important: kernel security and bug fix
update

Moderate: expat security update
Moderate: curl security update

Moderate: libgcrypt security update

scap-security-guide bug fix and
enhancement update

sssd bug fix and enhancement update

NetworkManager bug fix and
enhancement update

dracut bug fix and enhancement update
samba bug fix and enhancement update
gcc bug fix and enhancement update

Low: httpd:2.4 security update

Important: grub2, mokutil, shim, and
shim-unsigned-x64 security update

glibc bug fix update

Important: cups security and bug fix
update

Important: xz security update
Important: rsyslog security update

sos bug fix and enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

RHSA-

2022:2234

RHSA-

2022:2201

RHSA-

2022:2120

RHSA-

2022:2110

RHSA-

2022:2092

RHSA-

2022:2074

RHSA-

2022:2043

RHSA-

2022:2031

RHSA-

2022:2013

RHSA-

2022:1991

RHSA-

2022:1988

RHSA-

2022:1986

RHSA-

2022:1961

RHSA-

2022:1915

RHSA-

2022:1891

RHSA-

2022:1820

RHSA-

2022:1810

RHSA-

2022:1781

RHSA-

2022:1762

RHSA-

2022:1759

Important: subversion:1.10 security update v4.14,v4.15,CB7.1.0

Important: rsync security update

Moderate: zsh security update

Low: grub2 security, bug fix, and
enhancement update

Moderate: bind security, bug fix, and
enhancement update

Moderate: samba security, bug fix, and
enhancement update

Moderate: c-ares security update

Low: libssh security, bug fix, and
enhancement update

Moderate: openssh security, bug fix, and
enhancement update

Moderate: cpio security update

Important: kernel security, bug fix, and
enhancement update

Moderate: python3 security update

Moderate: cairo and pixman security and
bug fix update

Moderate: httpd:2.4 security and bug fix
update

Low: libpg security update
Low: udisks2 security and bug fix update

Moderate: libtiff security update

Low: grafana security, bug fix, and
enhancement update

Important: container-tools:rhel8 security,
bug fix, and enhancement update

Moderate: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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dhcp bug fix and enhancement update

libseccomp bug fix and enhancement
update

strace bug fix and enhancement update

RDMA stack bug fix and enhancement
update

tzdata bug fix and enhancement update
mcelog bug fix and enhancement update

sos bug fix and enhancement update

NetworkManager bug fix and
enhancement update

libreswan bug fix and enhancement update

new module: perl:5.32

open-vm-tools bug fix and enhancement
update

java-17-openjdk bug fix and enhancement

update

java-17-openjdk bug fix and enhancement

update

sssd bug fix and enhancement update
container-tools:rhel8 bug fix update
shim bug fix and enhancement update
gawk bug fix and enhancement update

libxml2 bug fix and enhancement update

libsemanage bug fix and enhancement
update

texinfo bug fix and enhancement update
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2022:2117
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2022:2112

RHBA-

2022:2108
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RHBA-
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2022:2096

RHBA-

2022:2095

RHBA-
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gpgme bug fix and enhancement update
xfsdump bug fix and enhancement update
passwd bug fix and enhancement update

expat update

microcode_ctl bug fix and enhancement
update

man-pages bug fix and enhancement
update

fuse bug fix and enhancement update
tuned bug fix and enhancement update
dracut bug fix and enhancement update
e2fsprogs bug fix and enhancement update
libcap bug fix and enhancement update
pam bug fix and enhancement update
libnftnl bug fix and enhancement update
util-linux bug fix and enhancement update
sysfsutils bug fix and enhancement update

unzip bug fix and enhancement update

cryptsetup bug fix and enhancement
update

audit bug fix and enhancement update

python-ethtool bug fix and enhancement
update

postfix bug fix and enhancement update
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virt-what bug fix and enhancement update
realmd bug fix and enhancement update
mdadm bug fix and enhancement update
iputils bug fix and enhancement update
hwdata bug fix and enhancement update
gssproxy bug fix and enhancement update
rpm bug fix and enhancement update
sudo bug fix and enhancement update
setools bug fix and enhancement update
xfsprogs bug fix and enhancement update
libldb bug fix and enhancement update
libtdb bug fix and enhancement update
libtalloc bug fix and enhancement update
gcc bug fix and enhancement update

dbus bug fix and enhancement update
sssd bug fix and enhancement update

systemd bug fix and enhancement update

policycoreutils bug fix and enhancement
update

which bug fix and enhancement update

libtirpc bug fix and enhancement update
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2022-05- RHBA- python-linux-procfs bug fix and

10 bugfix 2022:2064 |enhancement update v4.14,v4.15,CB7.1.0
5822-05- bugfix 2RO|;§AZ\OG3 firewalld bug fix and enhancement update v4.14,v4.15,CB7.1.0
5822-05- bugfix 2ROI;—|2:AZ\E)61 jansson bug fix and enhancement update  v4.14,v4.15,CB7.1.0
i822'05' bugfix %60 kmod bug fix and enhancement update v4.14,v4.15,CB7.1.0
i822-05- bugfix 5(;_'22'62‘057 rng-tools bug fix and enhancement update v4.14,v4.15,CB7.1.0
i822_05' bugfix ZROI_;—I;AZ‘&)% fwupd bug fix and enhancement update ~ v4.14,v4.15,CB7.1.0
i822_05' bugfix 5&3'62‘055 elfutils bug fix and enhancement update  v4.14,v4.15,CB7.1.0
i822-05- bugfix %54 libffi bug fix and enhancement update v4.14,v4.15,CB7.1.0
i822_05_ bugfix %53 Ere)ggtt:‘;tools bug fix and enhancement v4.14.v4.15,CB7.1.0
i822-05- bugfix 2R()|;—Ig:§£)52 Sgg-a[)tLugins-core bug fix and enhancement v4.14,v4.15,CB7.1.0
i822'05' bugfix ;;—22‘651 dnf bug fix and enhancement update v4.14,v4.15,CB7.1.0
i822-05- bugfix 2R(;_|2§'02\050 libsolv bug fix and enhancement update ~ v4.14,v4.15,CB7.1.0
i822-05- bugfix %49 iproute bug fix and enhancement update  v4.14,v4.15,CB7.1.0
i822-05- bugfix 2RO|;—I3:AZ\(-)48 libdnf bug fix and enhancement update v4.14,v4.15,CB7.1.0
DO g SRR, MR asscenio
i822-05- bugfix %46 libcomps bug fix and enhancement update v4.14,v4.15,CB7.1.0
i822-05- bugfix 2R(|)_|2§'02‘045 librepo bug fix and enhancement update ~ v4.14,v4.15,CB7.1.0
i822-05- bugfix ZROI;_I;AZ\(-)M E%p;tt(;-policies bug fix and enhancement v4.14.v4.15.CB7.1.0
i822-05- bugfix %42 ethtool bug fix and enhancement update ~ v4.14,v4.15,CB7.1.0
i822-05- bugfix %40 libuser bug fix and enhancement update  v4.14,v4.15,CB7.1.0
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libbpf bug fix and enhancement update

Ivm2 bug fix and enhancement update

device-mapper-multipath bug fix and

enhancement update

libstoragemgmt bug fix and enhancement

update

dmidecode bug fix and enhancement

update

device-mapper-persistent-data bug fix and

enhancement update

cups bug fix and enhancement update

vdo bug fix and enhancement update
json-c bug fix and enhancement update
nfs-utils bug fix and enhancement update
net-snmp bug fix and enhancement update

binutils bug fix and enhancement update

shadow-utils bug fix and enhancement

update

gdisk bug fix and enhancement update

perl bug fix and enhancement update

linux-firmware bug fix and enhancement

update

make bug fix and enhancement update

ModemManager bug fix and enhancement
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cronie bug fix and enhancement update

python-pip bug fix and enhancement

update
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glibc bug fix and enhancement update

nftables bug fix and enhancement update

kmod-kvdo bug fix and enhancement
update

iptables bug fix and enhancement update
glib2 bug fix and enhancement update
libmbim bug fix and enhancement update

sed bug fix and enhancement update

selinux-policy bug fix and enhancement
update

libgmi bug fix and enhancement update
bash bug fix and enhancement update
rsync bug fix and enhancement update

kpatch bug fix and enhancement update

redhat-release bug fix and enhancement
update

plymouth bug fix and enhancement update

man-pages-overrides bug fix and
enhancement update

gtk3 bug fix and enhancement update
vsftpd bug fix and enhancement update
tigervnc bug fix and enhancement update
tcpdump bug fix and enhancement update

alsa-lib bug fix and enhancement update
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2022-05- RHBA- scap-security-guide bug fix and

10 bugfix 2022:1900 |enhancement update v4.14,v4.15CB7.1.0
5822-05- bugfix 2R()|;§Al\893 Lis(tj):t)gkdev bug fix and enhancement V4.14.v4.15,CB7.1.0
5822_05' bugfix 2R()|;—|2:Al\;390 systemtap bug fix and enhancement update \v4.14,v4.15,CB7.1.0
0 gt DHBAL CCBTAMN®ad L sscenio
i822-05- bugfix 5(;_'22'61\878 git bug fix and enhancement update v4.14,v4.15,CB7.1.0
igzz-os- bugfix ZRO';—';%?S 2gx‘fr:iaer'§§;‘thh:dr2teeb“9 fix and v4.14,v4.15,CB7.1.0
i822-05- bugfix 2R(|)_.|23'61\863 Eggztr(\a/-daemons bug fix and enhancement V4.14.v4.15,CB7.1.0
i822'05' bugfix %55 g:]ehsjnacre‘?ngfheg dg?:kages bug fixand 1 14 v415,cB7.1.0
i822-05- bugfix %54 rhc bug fix and enhancement update v4.14,v4.15,CB7.1.0
i822-05- bugfix 2R()|;—Ig:pl\_847 ggag‘:tr;a-pcp bug fix and enhancement V4.14.v4.15,CB7.1.0
i822-05- bugfix ZROI_;—IS:%% rsyslog bug fix and enhancement update  |v4.14,v4.15,CB7.1.0
i822-05- bugfix 5(;422'61‘8 44 0Penscap bug fix and enhancement update v4.14,v4.15,CB7.1.0
i822-05- bugfix %35 Ln;ég?;s-client bug fix and enhancement v4.14.v4.15.CB7.1.0
i822-05' bugfix 2RO|;—E:AI\;326 sshpass bug fix and enhancement update  v4.14,v4.15,CB7.1.0
3222-04' security %6 4o Important: zlib security update v4.14,v4.15,CB7.1.0
5222'04' security %552 Moderate: vim security update v4.14,v4.15,CB7.1.0
5322-04- security 2R(I)—|22A1550 Ln;g;retant: kernel security and bug fix v4.14.v4.15.CB7.1.0
3222-04' security ZRQ%S 16 Moderate: polkit security update v4.14,v4.15,CB7.1.0
5222-04' security %537 Important: gzip security update v4.14,v4.15,CB7.1.0
2322_04' bugfix %63 virt:rhel and virt-devel:rhel bug fix update v4.14,v4.15,CB7.1.0
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2022-04- RHBA- scap-security-guide bug fix and

26 bugfix 2022:1562 |enhancement update v4.14,v4.15CB7.1.0
% PO 005k enhancoment updte o VAMVAISCBT0
5222-04- bugfix %45 umpig;ct):ode_ctl bug fix and enhancement v4.14,v4.15,CB7.1.0
5822-04- security ;2(;422,?4 " Lnl}g(;ir)t(alr;gdj:t\éa-llopenjdk security and v4.15.CB 7.1.0

§g22_03' security %065 Important: openssl security update v4.14,v4.15,CB7.1.0
2222_03' security 2R(|)_.|22Ai0 49 |'mportant: httpd:2.4 security update v4.14,v4.15,CB7.1.0
5222'03' bugfix %32 tzdata bug fix and enhancement update v4.14,v4.15,CB7.1.0
igZZ-OS- security %2%'951 Important: expat security update v4.14,v4.15,CB7.1.0
i222-03- security ZROI_;—%:A&QQ Moderate: libxmlI2 security update v4.14,v4.15,CB7.1.0
i222-03- security %96 Moderate: glibc security update v4.14,v4.15,CB7.1.0
igZZ-OS- security 5(;422'6(‘)89 4, |Moderate: vim security update v4.14,v4.15,CB7.1.0
igZZ-OS- security %92 Moderate: libarchive security update v4.14,v4.15,CB7.1.0
igZZ-OB- security 5()2—2;)0&391 Moderate: httpd:2.4 security update v4.14,v4.15,CB7.1.0
igZZ-OB- security 2R()|;—2:A(5-886 Sgggﬁistﬁ})\ég:érhel and virt-devel:rhel v4.14.v4.15.CB7.1.0
igZZ-OS- bugfix %01 firewalld bug fix and enhancement update |v4.14,v4.15,CB7.1.0
igZZ-OS- bugfix 2R(|)_|2I2%900 samba bug fix and enhancement update v4.14,v4.15,CB7.1.0
igZZ-OB- bugfix E()g—%% Ivm2 bug fix and enhancement update v4.14,v4.15,CB7.1.0
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2022-03- RHBA- linux-firmware bug fix and enhancement

15 bugfix 2022:0895 update v4.14,v4.15,CB7.1.0
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systemd bug fix and enhancement update

plymouth bug fix and enhancement update

Important: kernel security, bug fix, and

enhancement update

Important: cyrus-sasl security update
Important: aide security update
Moderate: cryptsetup security update
Moderate: rpm security update
Moderate: vim security update

tcpdump bug fix and enhancement update

container-tools:rhel8 security, bug fix, and

enhancement update

sssd bug fix and enhancement update
dnf-plugins-core bug fix update

sos bug fix and enhancement update
virt:rhel bug fix update

tigervnc bug fix and enhancement update
Critical: samba security and bug fix update
Important: polkit security update
Important: httpd:2.4 security update

Important: libreswan security update

Important: kernel security and bug fix
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v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHBA-2022:0893
https://access.redhat.com/errata/RHBA-2022:0893
https://access.redhat.com/errata/RHBA-2022:0890
https://access.redhat.com/errata/RHBA-2022:0890
https://access.redhat.com/errata/RHSA-2022:0825
https://access.redhat.com/errata/RHSA-2022:0825
https://access.redhat.com/errata/RHSA-2022:0658
https://access.redhat.com/errata/RHSA-2022:0658
https://access.redhat.com/errata/RHSA-2022:0441
https://access.redhat.com/errata/RHSA-2022:0441
https://access.redhat.com/errata/RHSA-2022:0370
https://access.redhat.com/errata/RHSA-2022:0370
https://access.redhat.com/errata/RHSA-2022:0368
https://access.redhat.com/errata/RHSA-2022:0368
https://access.redhat.com/errata/RHSA-2022:0366
https://access.redhat.com/errata/RHSA-2022:0366
https://access.redhat.com/errata/RHEA-2022:0359
https://access.redhat.com/errata/RHEA-2022:0359
https://access.redhat.com/errata/RHEA-2022:0352
https://access.redhat.com/errata/RHEA-2022:0352
https://access.redhat.com/errata/RHBA-2022:0371
https://access.redhat.com/errata/RHBA-2022:0371
https://access.redhat.com/errata/RHBA-2022:0369
https://access.redhat.com/errata/RHBA-2022:0369
https://access.redhat.com/errata/RHBA-2022:0365
https://access.redhat.com/errata/RHBA-2022:0365
https://access.redhat.com/errata/RHBA-2022:0361
https://access.redhat.com/errata/RHBA-2022:0361
https://access.redhat.com/errata/RHBA-2022:0351
https://access.redhat.com/errata/RHBA-2022:0351
https://access.redhat.com/errata/RHSA-2022:0332
https://access.redhat.com/errata/RHSA-2022:0332
https://access.redhat.com/errata/RHSA-2022:0267
https://access.redhat.com/errata/RHSA-2022:0267
https://access.redhat.com/errata/RHSA-2022:0258
https://access.redhat.com/errata/RHSA-2022:0258
https://access.redhat.com/errata/RHSA-2022:0199
https://access.redhat.com/errata/RHSA-2022:0199
https://access.redhat.com/errata/RHSA-2022:0188
https://access.redhat.com/errata/RHSA-2022:0188

2022-01-
19

2022-01-
03

2021-12-
21

2021-12-
21

2021-12-
21

2021-12-
21

2021-12-
21

2021-12-
21

2021-12-
16

2021-12-
16

2021-12-
13

2021-12-
01

2021-11-
15

2021-11-
10

2021-11-
10

2021-11-
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security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
bugfix
security
security
security

security

RHSA-

2022:0161

RHSA-

2022:0001

RHSA-

2021:5238

RHSA-

2021:5227

RHSA-

2021:5226

RHBA-

2021:5229

RHBA-

2021:5228

RHBA-

2021:5225

RHBA-

2021:5202

RHBA-

2021:5174

RHSA-

2021:5082

RHSA-

2021:4903

RHSA-

2021:4647

RHSA-

2021:4595

RHSA-
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RHBA-

2021:4604

RHSA-
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2021:4517

RHSA-

2021:4513

RHSA-

2021:4511

Moderate: java-17-openjdk security update v4.15,CB 7.1.0

Important: grafana security update

Low: virt:rhel and virt-devel:rhel security
update

Moderate: kernel security and bug fix
update

Moderate: openssl security update
systemd bug fix and enhancement update

sssd bug fix and enhancement update

kexec-tools bug fix and enhancement
update

systemd bug fix and enhancement update

selinux-policy bug fix and enhancement
update

Important: samba security update
Critical: nss security update
Important: kernel security update
Moderate: binutils security update
Moderate: gcc security update
httpd:2.4 bug fix update

Important: httpd:2.4 security update
Moderate: vim security update
Moderate: libsepol security update

Moderate: curl security and bug fix update
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2021:4489
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2021:4464
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2021:4455
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2021:4451
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2021:4426
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2021:4424

RHSA-
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RHSA-

2021:4408
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2021:4404

RHSA-
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RHSA-
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RHSA-
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RHSA-

2021:4381

RHSA-
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Low: lua security update

Low: rpm security, bug fix, and
enhancement update

Moderate: dnf security and bug fix update

Low: python-pip security update

Moderate: gnutls and nettle security, bug
fix, and enhancement update

Moderate: ncurses security update

Moderate: openssl security and bug fix
update

Moderate: libgcrypt security and bug fix
update

Low: libsolv security and bug fix update

Low: kexec-tools security, bug fix, and
enhancement update

Moderate: python3 security update

Moderate: sqlite security update

Moderate: cups security and bug fix
update

Low: libssh security update

Low: gcc security and bug fix update

Moderate: glib2 security and bug fix
update

Moderate: bind security and bug fix update

Moderate: json-c security and bug fix
update

Moderate: GNOME security, bug fix, and
enhancement update

Moderate: file security update
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enhancement

enhancement

enhancement
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2021:4373
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2021:4368

RHSA-

2021:4364
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2021:4361

RHSA-

2021:4358
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2021:4514
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Low: pcre security update
Moderate: openssh security update

Moderate: binutils security update

Moderate: NetworkManager security, bug
fix, and enhancement update

Moderate: glibc security, bug fix, and
enhancement update

Moderate: kernel security, bug fix, and
enhancement update

Moderate: libX11 security update

Moderate: libjpeg-turbo security and bug
fix update

Moderate: httpd:2.4 security, bug fix, and
enhancement update

Moderate: libtiff security and bug fix
update

Low: tcpdump security and bug fix update

Moderate: jasper security update

Moderate: grafana security, bug fix, and
enhancement update

Moderate: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement update

Moderate: gt5 security, bug fix, and
enhancement update

Moderate: container-tools:rhel8 security,
bug fix, and enhancement update

Important: java-17-openjdk security
update

tzdata bug fix and enhancement update
strace bug fix and enhancement update

libbpf bug fix and enhancement update
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2021-11- RHEA- redhat-logos bug fix and enhancement

09 enhancement 2021:4479 \update v4.14,v4.15,CB7.1.0
5821_11' enhancement 2RO|;EAL\1439 net-snmp bug fix and enhancement update v4.14,v4.15,CB7.1.0
3821_11' enhancement 2R(;_|ZEAA\1434 libcap-ng bug fix and enhancement update v4.14,v4.15,CB7.1.0
8821'11' enhancement 2R(;_|2Ii€1425 ethtool bug fix and enhancement update  v4.14,v4.15,CB7.1.0
5821-11- enhancement ;2(;42%6‘\1405 :jg(:lr;(t)gulemd bug fix and enhancement v4.14.v4.15,CB7.1.0
3821_11' enhancement 2R(|)_.|2Ii§388 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
3821_11' enhancement 2R(;_.|2|i§369 mcelog bug fix and enhancement update  v4.14,v4.15,CB7.1.0
5821'“' enhancement 55%%66 :jg;ggagemgmt bug fix and enhancement ) 1 4 15 cB7.1.0
5821'11' enhancement 5(;_'25'3243 alsa-lib bug fix and enhancement update  v4.14,v4.15,CB7.1.0
5821'11' enhancement ZRCEE'ZZS A g}f;nacg?n;ﬂ? Les d[;?eckages bug fix and v4.14,v4.15,CB7.1.0
5821'11' enhancement 2R(;_IZE§192 openscap bug fix and enhancement update v4.14,v4.15,CB7.1.0
5821-11- enhancement ?(;4252136 Lar;/(?étle%openjdk bug fix and enhancement v4.15.CB 7.1.0

3821'11' bugfix ZR(;—?:'Z‘;S% tzdata bug fix and enhancement update v4.14,v4.15,CB7.1.0
3821'11' bugfix ZR(;—?:'Z‘;;M sssd bug fix and enhancement update v4.14,v4.15,CB7.1.0
5821-11- bugfix %36 Ln;(;g?ets-client bug fix and enhancement V4.14.v4.15,CB7.1.0
5821'11' bugfix %16 usermode bug fix and enhancement update v4.14,v4.15,CB7.1.0
3821'11' bugfix 2RO|;—?:'Z\-515 libcap bug fix and enhancement update v4.14,v4.15,CB7.1.0
5821'11' bugfix %12 os-prober bug fix and enhancement update \v4.14,v4.15,CB7.1.0
2021-11- bugfix RHBA- grubby bug fix and enhancement update  |\v4.14,v4.15,CB7.1.0

09 2021:4509
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-

2021:4334

RHBA-

2021:4333

RHBA-

2021:4327

RHBA-

2021:4318

RHBA-

2021:4307

RHBA-

2021:4306

RHBA-

2021:4299

RHBA-

2021:4293

RHBA-

2021:4284

RHBA-

2021:4265

RHBA-

2021:4255

RHBA-

2021:4244

RHBA-

2021:4240

RHBA-

2021:4225

RHBA-

2021:4216

RHBA-

2021:4215

RHBA-

2021:4214

RHBA-

2021:4206

RHBA-

2021:4194

RHBA-

2021:4193

plymouth bug fix and enhancement update v4.14,v4.15,CB7.1.0

fstrm bug fix and enhancement update

perl-GSSAPI bug fix and enhancement

update

apr bug fix and enhancement update
ipmitool bug fix and enhancement update
nmap bug fix and enhancement update

libreswan bug fix and enhancement update

man-pages-overrides bug fix and

enhancement update

grafana-pcp bug fix and enhancement

update

scap-security-guide bug fix and

enhancement update

copy-jdk-configs bug fix and enhancement

update

dwz bug fix and enhancement update

microcode_ctl bug fix and enhancement

update

open-vm-tools bug fix and enhancement

update

xorg-x11-font-utils bug fix and

enhancement update

systemtap bug fix and enhancement update

tigervnc bug fix and enhancement update

libblockdev bug fix and enhancement

update

unbound bug fix and enhancement update

rsyslog and its related dependencies bug
fix and enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHBA-2021:4334
https://access.redhat.com/errata/RHBA-2021:4334
https://access.redhat.com/errata/RHBA-2021:4333
https://access.redhat.com/errata/RHBA-2021:4333
https://access.redhat.com/errata/RHBA-2021:4327
https://access.redhat.com/errata/RHBA-2021:4327
https://access.redhat.com/errata/RHBA-2021:4318
https://access.redhat.com/errata/RHBA-2021:4318
https://access.redhat.com/errata/RHBA-2021:4307
https://access.redhat.com/errata/RHBA-2021:4307
https://access.redhat.com/errata/RHBA-2021:4306
https://access.redhat.com/errata/RHBA-2021:4306
https://access.redhat.com/errata/RHBA-2021:4299
https://access.redhat.com/errata/RHBA-2021:4299
https://access.redhat.com/errata/RHBA-2021:4293
https://access.redhat.com/errata/RHBA-2021:4293
https://access.redhat.com/errata/RHBA-2021:4284
https://access.redhat.com/errata/RHBA-2021:4284
https://access.redhat.com/errata/RHBA-2021:4265
https://access.redhat.com/errata/RHBA-2021:4265
https://access.redhat.com/errata/RHBA-2021:4255
https://access.redhat.com/errata/RHBA-2021:4255
https://access.redhat.com/errata/RHBA-2021:4244
https://access.redhat.com/errata/RHBA-2021:4244
https://access.redhat.com/errata/RHBA-2021:4240
https://access.redhat.com/errata/RHBA-2021:4240
https://access.redhat.com/errata/RHBA-2021:4225
https://access.redhat.com/errata/RHBA-2021:4225
https://access.redhat.com/errata/RHBA-2021:4216
https://access.redhat.com/errata/RHBA-2021:4216
https://access.redhat.com/errata/RHBA-2021:4215
https://access.redhat.com/errata/RHBA-2021:4215
https://access.redhat.com/errata/RHBA-2021:4214
https://access.redhat.com/errata/RHBA-2021:4214
https://access.redhat.com/errata/RHBA-2021:4206
https://access.redhat.com/errata/RHBA-2021:4206
https://access.redhat.com/errata/RHBA-2021:4194
https://access.redhat.com/errata/RHBA-2021:4194
https://access.redhat.com/errata/RHBA-2021:4193
https://access.redhat.com/errata/RHBA-2021:4193

2021-11-
09

2021-11-
09

2021-11-
09

2021-11-
09

2021-11-
02

2021-11-
02

2021-11-
02

2021-11-
02

2021-11-
02

2021-11-
02

2021-11-
02

2021-11-
02

2021-11-
02

2021-11-
02

2021-11-
02

2021-10-
26

2021-10-
12

2021-10-
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2021-09-
23

bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
bugfix

bugfix

RHBA-

2021:4182

RHBA-

2021:4177

RHBA-

2021:4175

RHBA-

2021:4174

RHSA-

2021:4060

RHSA-

2021:4059

RHSA-

2021:4058

RHSA-

2021:4057

RHSA-

2021:4056

RHBA-

2021:4099

RHBA-

2021:4098

RHBA-

2021:4062

RHBA-

2021:4061

RHBA-

2021:4055

RHBA-

2021:4054

RHBA-

2021:4003

RHSA-

2021:3816

RHSA-

2021:3771

RHBA-

2021:3790

RHBA-

2021:3661

udisks2 bug fix and enhancement update

insights-client bug fix and enhancement
update

vsftpd bug fix and enhancement update
rhc bug fix and enhancement update
Moderate: libsolv security update
Moderate: curl security update
Moderate: samba security update

Moderate: python3 security update

Important: kernel security, bug fix, and
enhancement update

openscap bug fix and enhancement update

scap-security-guide bug fix and
enhancement update

sudo bug fix and enhancement update

NetworkManager bug fix and
enhancement update

nfs-utils bug fix and enhancement update
iptables bug fix and enhancement update
tzdata bug fix and enhancement update
Important: httpd:2.4 security update
Important: grafana security update
tzdata bug fix and enhancement update

container-tools:rhel8 bug fix update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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10

2021-08-
10

security
security
security
enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security

bugfix

RHSA-
2021:3582

RHSA-
2021:3576

RHSA-

2021:3572

RHEA-

2021:3591

RHBA-

2021:3595

RHBA-

2021:3594

RHBA-

2021:3592

RHBA-

2021:3588

RHBA-

2021:3586

RHBA-

2021:3584

RHBA-

2021:3583

RHBA-

2021:3574

RHBA-

2021:3573

RHSA-

2021:3548

RHSA-

2021:3447

RHSA-

2021:3151

RHSA-

2021:3061

RHSA-

2021:3058

RHSA-

2021:3057

RHBA-

2021:3085

Moderate: curl security update

Moderate: krb5 security update

Moderate: nss and nspr security, bug fix,
and enhancement update

strace bug fix and enhancement update
grub2 bug fix and enhancement update

libdb bug fix and enhancement update

selinux-policy bug fix and enhancement

update

rhc bug fix and enhancement update

subscription-manager bug fix and

enhancement update

python3 bug fix and enhancement update
sos bug fix and enhancement update

rng-tools bug fix and enhancement update

ca-certificates bug fix and enhancement

update

Moderate: kernel security, bug fix, and

enhancement update

Important: kernel security and bug fix

update

Important: sssd security update

Moderate: virt:rhel and virt-devel:rhel
security and bug fix update

Moderate: glib2 security update

Important: kernel security, bug fix, and

enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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systemtap bug fix and enhancement update v4.14,v4.15,CB7.1.0
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
security
security

bugfix

RHBA-
2021:3080

RHBA-
2021:3070

RHBA-
2021:3059

RHBA-
2021:3056

RHBA-
2021:3055

RHBA-
2021:3053

RHBA-
2021:3052

RHBA-

2021:3051

RHBA-

2021:3050

RHBA-

2021:3047
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2021:3046

RHSA-

2021:3027

RHSA-

2021:2717

RHSA-

2021:2714

RHSA-

2021:2575

RHSA-

2021:2574

RHSA-

2021:2570

RHSA-

2021:2569

RHSA-

2021:2566

RHBA-

2021:2586

insights-client bug fix and enhancement
update

container-tools:rhel8 security, bug fix, and
enhancement update

systemd bug fix and enhancement update

nfs-utils bug fix and enhancement update

NetworkManager bug fix and
enhancement update

virt-what bug fix and enhancement update

kexec-tools bug fix and enhancement
update

selinux-policy bug fix and enhancement
update

samba bug fix and enhancement update
perl bug fix and enhancement update

mdadm bug fix and enhancement update

Important: microcode_ctl security, bug fix
and enhancement update

Important: systemd security update

Important: kernel security and bug fix
update

Moderate: 1z4 security update

Moderate: rpm security update

Important: kernel security and bug fix
update

Moderate: libxml2 security update
Moderate: fwupd security update

rsyslog bug fix and enhancement update
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bugfix
enhancement
security
security
security
security
security
security
bugfix
security
security

security

RHBA-

2021:2581

RHBA-

2021:2580

RHBA-

2021:2578

RHBA-

2021:2577

RHBA-

2021:2576

RHBA-

2021:2572

RHBA-

2021:2571

RHBA-

2021:2568

RHBA-

2021:2565

RHEA-

2021:2421

RHSA-

2021:2371

RHSA-

2021:2359

RHSA-

2021:2308

RHSA-

2021:2238

RHSA-

2021:2170

RHSA-

2021:2168

RHBA-

2021:2030

RHSA-

2021:1989

RHSA-

2021:1859

RHSA-

2021:1853

openldap bug fix and enhancement update
firewalld bug fix and enhancement update

unzip bug fix and enhancement update

subscription-manager bug fix and

enhancement update

NetworkManager bug fix and

enhancement update

systemd bug fix and enhancement update

sssd bug fix and enhancement update

kexec-tools bug fix and enhancement

update

tuned bug fix and enhancement update

libpg bug fix and enhancement update

Important: container-tools:rhel8 security

update

Important: dhcp security update

Important: microcode_ctl security, bug fix
and enhancement update

Important: polkit security update

Important: glib2 security and bug fix

update

Important: kernel security and bug fix

update

bash bug fix and enhancement update

Important: bind security update

Moderate: grafana security, bug fix, and

enhancement update

Moderate: unbound security, bug fix, and

enhancement update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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2021-05- . RHSA- Moderate: httpd:2.4 security, bug fix, and

18 security 2021:1809 |enhancement update v4.14,v4.15,CB7.1.0
NE. i Moderate: userspace graphics, xorg-x11,

5321 05 security 5(;%804 and mesa security, bug fix, and v4.14,v4.15,CB7.1.0

=—==""—"—lenhancement update

2021-05- . RHSA- Moderate: container-tools:rhel8 security,

18 security 2021:1796 |bug fix, and enhancement update v4.14,v4.15CB7.1.0

2021-05- . RHSA- Moderate: tigervnc security, bug fix, and

18 security 2021:1783 |enhancement update v4.14,v4.15CB7.1.0

2021-05- . RHSA- Moderate: virt:rhel and virt-devel:rhel

18 security 2021:1762 |security, bug fix, and enhancement update v4.14,v4.15,CB7.1.0

2021-05- . RHSA- L .

18 security 2021:1734 Moderate: shim security update v4.14,v4.15,CB7.1.0

2021-05- . RHSA- _ . .

18 security 2021:1723 Low: sudo security and bug fix update v4.14,v4.15,CB7.1.0

2021-05- . RHSA- _ . .

18 security 2021:1702 Moderate: brotli security update v4.14,v4.15,CB7.1.0

2021-05- . RHSA- _ . .

18 security 2021:1679 Low: bash security and bug fix update v4.14,v4.15,CB7.1.0

2021-05- : RHSA- _ . .

18 security 2021:1678 Moderate: perl security and bug fix update v4.14,v4.15,CB7.1.0

2021-05- . RHSA- - .

18 security 20211675 Low: libdb security update v4.14,v4.15,CB7.1.0

2021-05- . RHSA- Moderate: samba security, bug fix, and

18 security 2021:1647 |enhancement update v4.14,v4.15CB7.1.0

2021-05- . RHSA- _ :

18 security 2021:1633 Moderate: python3 security update v4.14,v4.15,CB7.1.0

2021-05- : RHSA- _ . .

18 security 2021:1631 Moderate: python-urllib3 security update v4.14,v4.15,CB7.1.0

2021-05- . RHSA- Moderate: trousers security, bug fix, and

18 security 2021:1627 |enhancement update v4.14,v4.15CB7.1.0

2021-05- . RHSA- Important: linux-firmware security, bug

18 security 2021:1620 [fix, and enhancement update v4.14,v4.15CB7.1.0

2021-05- . RHSA- Moderate: systemd security, bug fix, and

18 security 2021:1611 |enhancement update v4.14v4.15,CB7.1.0

2021-05- . RHSA- _ . .

18 security 2021:1610 Moderate: curl security and bug fix update v4.14,v4.15,CB7.1.0

2021-05- . RHSA- Moderate: p11-kit security, bug fix, and

18 security 2021:1609 |enhancement update v4.14,v4.15,CB7.1.0
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LS |y BESAC  otrt oy S 155111
5221_05' security %597 Moderate: libxml2 security update v4.14,v4.15,CB7.1.0
5321_05' security %593 Moderate: krb5 security update v4.14,v4.15,CB7.1.0
igﬂ'%' security %586 mgﬁrcaeﬁeﬁt'\'uopmfesew”ty’ bug fix, and 1 14 v4.15,cB7.1.0
igﬂ_%' security %582 Moderate: cpio security update v4.14,v4.15,CB7.1.0
igﬂ_%' security %581 Moderate: sqlite security update v4.14,v4.15,CB7.1.0
igm'%' security %578 é?}"ﬁsgzae?;eﬁfru”&; :teecurity’ bug fix,and 4 14 va15.CB7.1.0
LS gy RESAC | ot N 005511
ing-OS- enhancement ?&Eﬁ‘%e rhc bug fix and enhancement update v4.14,v4.15,CB7.1.0
igﬂ'%' enhancement ?(;E:Aiézs Ez}t]gzgr‘;?r;{?f;é;’febug fix and v4.14,v4.15,CB7.1.0
ing-OS- enhancement 2R(;_IZEA1889 libfprint bug fix and enhancement update  v4.14,v4.15,CB7.1.0
ing-OS- enhancement 2R(;_|25A1868 fstrm bug fix and enhancement update v4.14,v4.15,CB7.1.0
5221-05- enhancement 2R(;_.|2Iipl\865 glf)%f:tf;a-mp bug fix and enhancement v4.14,v4.15,CB7.1.0
igﬂ'%' enhancement 5(?2%:61:357 giigitcg’nrgnctod‘;a%tgug fix and v4.14,v4.15,CB7.1.0
igﬂ'%' enhancement 2R(|)_|2IiA18 47 libpg bug fix and enhancement update v4.14,v4.15,CB7.1.0
igﬂ'%' enhancement 2R(|)_|2IiA1803 libreswan bug fix and enhancement update \v4.14,v4.15,CB7.1.0
igﬂ-%' enhancement 2R(;_.|2Iipl\784 openscap bug fix and enhancement update v4.14,v4.15,CB7.1.0
ing-OS' enhancement 2R(;_.|2§Al\770 alsa-lib bug fix and enhancement update  |v4.14,v4.15,CB7.1.0
2021-05- enhancement RHEA- open-vm-tools bug fix and enhancement V4.14.v4.15,CB7.1.0

18 2021:1753 |update
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enhancement e S
2021:1729
enhancement RHEA-
2021:1722
enhancement RHEA-
2021:1720
enhancement RHEA-
2021:1712
enhancement RHEA-
2021:1685
enhancement RHEA-
2021:1658
enhancement RHEA-
2021:1651
enhancement RHEA-
2021:1644
enhancement RHEA-
2021:1632
enhancement RHEA-
2021:1615
enhancement RHEA-
2021:1604
enhancement RHEA-
2021:1580
enhancement RHEA-
2021:1576
enhancement RHEA-
2021:1573
bugfix RHBA-
9 2021:1988
bugfix RHBA-
g 2021:1987
bugfix RHBA-
g 2021:1982
bugfix RHBA-
g 2021:1981
bugfix RHBA-
9 2021:1980
bugfix RHBA-
g 2021:1937

libseccomp bug fix and enhancement
update

nftables bug fix and enhancement update

ima-evme-utils bug fix and enhancement
update

libpcap bug fix and enhancement update

device-mapper-multipath bug fix and
enhancement update

pciutils bug fix and enhancement update

mcelog bug fix and enhancement update

redhat-logos bug fix and enhancement
update

tzdata bug fix and enhancement update

irgbalance bug fix and enhancement
update

sos bug fix and enhancement update

libarchive bug fix and enhancement update

ethtool bug fix and enhancement update
strace bug fix and enhancement update

bash bug fix and enhancement update

insights-client bug fix and enhancement
update

rhc bug fix and enhancement
dbus bug fix and enhancement update

openssh bug fix and enhancement update

protobuf-c bug fix and enhancement
update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-

2021:1920

RHBA-

2021:1915

RHBA-

2021:1904

RHBA-

2021:1894

RHBA-

2021:1886

RHBA-

2021:1877

RHBA-

2021:1872

RHBA-

2021:1848

RHBA-

2021:1841

RHBA-

2021:1829

RHBA-

2021:1826

RHBA-

2021:1822

RHBA-

2021:1820

RHBA-

2021:1793

RHBA-

2021:1760

RHBA-

2021:1759

RHBA-

2021:1733

RHBA-

2021:1732

RHBA-

2021:1730

RHBA-

2021:1728

go-srpm-macros bug fix and enhancement
update

gpm bug fix and enhancement update

plymouth bug fix and enhancement update

abattis-cantarell-fonts bug fix and
enhancement update

scap-security-guide bug fix and
enhancement update

hyperv-daemons bug fix and enhancement
update

rsyslog bug fix and enhancement update
dconf bug fix and enhancement update
udisks2 bug fix and enhancement update
systemtap bug fix and enhancement update

vsftpd bug fix and enhancement update

perl-Time-HiRes bug fix and enhancement
update

libblockdev bug fix and enhancement
update

pyOpenSSL bug fix and enhancement
update

libmpc bug fix and enhancement update
oddjob bug fix and enhancement update

libndp bug fix and enhancement update

squashfs-tools bug fix and enhancement
update

chrony bug fix and enhancement update

cryptsetup bug fix and enhancement
update

v4.14,v4.15,CB7.1.0
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bugfix
security
security
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bugfix
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selinux-policy bug fix and enhancement
update

procps-ng bug fix and enhancement update

Important: gnutls and nettle security
update

Important: libldb security update

Important: kernel security, bug fix, and
enhancement update

NetworkManager bug fix and
enhancement update

selinux-policy bug fix and enhancement
update

systemd bug fix and enhancement update

sos bug fix and enhancement update

crypto-policies bug fix and enhancement
update

zlib bug fix and enhancement update

file bug fix and enhancement update

Moderate: virt:rhel and virt-devel:rhel
security update

Important: openssl security update

Important: virt:rhel and virt-devel:rhel
security update

Moderate: grub2 security update

Important: bind security update

microcode_ctl bug fix and enhancement
update

Important: kernel security, bug fix, and
enhancement update

Moderate: perl security update
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security
bugfix
bugfix
bugfix
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bugfix
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bugfix
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bugfix
security
bugfix
security
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security
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Moderate: nss security and bug fix update v4.14,v4.15,CB7.1.0

Moderate: container-tools:rhel8 security,
bug fix, and enhancement update

tuned bug fix and enhancement update

subscription-manager bug fix and
enhancement update

postfix bug fix and enhancement update

NetworkManager bug fix and
enhancement update

dbus bug fix and enhancement update

kmod bug fix and enhancement update

kexec-tools bug fix and enhancement
update

glibc bug fix and enhancement update
samba bug fix and enhancement update
Ivm2 bug fix and enhancement update
dracut bug fix and enhancement update

virt:rhel bug fix update

libblockdev bug fix and enhancement
update

Important: subversion:1.10 security update

selinux-policy bug fix and enhancement
update

Important: sudo security update

tzdata bug fix and enhancement update

Important: kernel security and bug fix
update
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bugfix

security
security
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security

security

enhancement

enhancement

bugfix
bugfix
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security
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tzdata bug fix and enhancement update

Moderate: mariadb-connector-c security,
bug fix, and enhancement update

Moderate: gnutls security and bug fix
update

Important: net-snmp security and bug fix
update

Important: linux-firmware security and
enhancement update

Important: openssl security and bug fix
update

Moderate: kernel security and bug fix
update

openscap bug fix and enhancement update

microcode_ctl bug fix and enhancement
update

container-tools:rhel8 bug fix update

virt:rhel bug fix update

insights-client bug fix and enhancement
update

tigervnc bug fix and enhancement update
curl bug fix and enhancement update
systemd bug fix and enhancement update

iptables bug fix and enhancement update

kexec-tools bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

tuned bug fix and enhancement update

Important: libpg security update
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Moderate: microcode_ctl security, bug fix
and enhancement update

Important: freetype security update

Moderate: tcpdump security, bug fix, and
enhancement update

Moderate: httpd:2.4 security, bug fix, and
enhancement update

Moderate: subversion:1.10 security update

Moderate: container-tools:rhel8 security,
bug fix, and enhancement update

Moderate: oddjob security, bug fix, and
enhancement update

Important: kernel security update

Moderate: grafana security, bug fix, and
enhancement update

Moderate: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement update

Moderate: libtiff security update

Moderate: curl security and bug fix update

Moderate: libldb security, bug fix, and
enhancement update

Low: systemd security, bug fix, and
enhancement update
Low: libpcap security, bug fix, and
enhancement update

Moderate: libssh security, bug fix, and
enhancement update

Moderate: cryptsetup security, bug fix, and

enhancement update

Moderate: pcre2 security and enhancement

update

Low: openssl security, bug fix, and
enhancement update

Moderate: libsolv security, bug fix, and
enhancement update
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rsyslog bug fix and enhancement update
udisks2 bug fix and enhancement update

git bug fix and enhancement update

userspace graphics, xorg-x11, and mesa
bug fix and enhancement update

open-vm-tools bug fix and enhancement
update

new module: perl:5.30

perl-10-Socket-SSL:2.066 and perl-
libwww-perl:6.34 update

libreswan bug fix and enhancement update

ipmitool bug fix and enhancement update
Imdb bug fix and enhancement update
efivar bug fix and enhancement update
libusbx bug fix and enhancement update
brotli bug fix and enhancement update
elfutils bug fix and enhancement update
libpsl bug fix and enhancement update
mcelog bug fix and enhancement update

samba bug fix and enhancement update

device-mapper-multipath bug fix and
enhancement update

nftables bug fix and enhancement update

sos bug fix and enhancement update
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enhancement RHEA-
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enhancement RHEA-
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enhancement RHEA-
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enhancement RHEA-
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enhancement RHEA-
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enhancement RHEA-
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enhancement RHEA-
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libcap bug fix and enhancement update

libmodulemd bug fix and enhancement
update

memstrack bug fix and enhancement
update

yum bug fix and enhancement update
authselect bug fix and enhancement update
pciutils bug fix and enhancement update

strace bug fix and enhancement update

microcode_ctl bug fix and enhancement
update

smartmontools bug fix and enhancement
update

libseccomp bug fix and enhancement
update

Isof bug fix and enhancement update

rdma-core bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

libreswan bug fix and enhancement update

tzdata bug fix and enhancement update

NetworkManager bug fix and
enhancement update

systemd bug fix and enhancement update

libselinux bug fix and enhancement update

copy-jdk-configs bug fix and enhancement
update

python-rpm-macros bug fix and
enhancement update
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plymouth bug fix and enhancement update v4.14,v4.15,CB7.1.0

insights-client bug fix and enhancement

update

alsa-lib bug fix and enhancement update

apr bug fix and enhancement update

libblockdev bug fix and enhancement

update

libmaxminddb bug fix and enhancement

update

aide bug fix and enhancement update

tigervnc bug fix and enhancement update

man-pages-overrides bug fix and

enhancement update

hyperv-daemons bug fix and enhancement

update

unbound bug fix and enhancement update

wget bug fix and enhancement update

scap-security-guide bug fix and

enhancement update

vsftpd bug fix and enhancement update
openscap bug fix and enhancement update

mokutil bug fix and enhancement update

device-mapper-persistent-data bug fix and

enhancement update

realmd bug fix and enhancement update
snappy bug fix and enhancement update

tzdata bug fix and enhancement update
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psmisc bug fix and enhancement update

libstoragemgmt bug fix and enhancement
update

libsemanage bug fix and enhancement
update

libbpf bug fix and enhancement update

bash bug fix and enhancement update

python-linux-procfs bug fix and
enhancement update

tar bug fix and enhancement update

libdb bug fix and enhancement update
kbd bug fix and enhancement update
rsync bug fix and enhancement update
adcli bug fix and enhancement update
net-snmp bug fix and enhancement update
util-linux bug fix and enhancement update
shim bug fix and enhancement update
sssd bug fix and enhancement update
libtevent bug fix and enhancement update
libtdb bug fix and enhancement update
libtalloc bug fix and enhancement update
mdadm bug fix and enhancement update

rpm bug fix and enhancement update
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e2fsprogs bug fix and enhancement update
tuned bug fix and enhancement update
hwdata bug fix and enhancement update
zstd bug fix and enhancement update

xfsprogs bug fix and enhancement update

kmod-kvdo bug fix and enhancement
update

gpgme bug fix and enhancement update
Ivm2 bug fix and enhancement update
setools bug fix and enhancement update
krb5 bug fix and enhancement update

logrotate bug fix and enhancement update

crypto-policies bug fix and enhancement
update

Ishw bug fix and enhancement update
file bug fix and enhancement update

nfs-utils bug fix and enhancement update

selinux-policy bug fix and enhancement
update

gnutls bug fix and enhancement update

nettle bug fix and enhancement update

dmidecode bug fix and enhancement
update

iptables bug fix and enhancement update
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sed bug fix and enhancement update
libffi bug fix and enhancement update
grub2 bug fix and enhancement update
libteam bug fix and enhancement update
librepo bug fix and enhancement update
gcc bug fix and enhancement update
grubby bug fix and enhancement update

iprutils bug fix and enhancement update

NetworkManager bug fix and
enhancement update

numactl bug fix and enhancement update

redhat-release bug fix and enhancement
update

dhcp bug fix and enhancement update

linux-firmware bug fix and enhancement
update

libkcapi bug fix and enhancement update
sudo bug fix and enhancement update
tpm2-tss bug fix and enhancement update

iproute bug fix and enhancement update

filesystem bug fix and enhancement
update

dracut bug fix and enhancement update

shadow-utils bug fix and enhancement
update

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0

v4.14,v4.15,CB7.1.0


https://access.redhat.com/errata/RHBA-2020:4517
https://access.redhat.com/errata/RHBA-2020:4517
https://access.redhat.com/errata/RHBA-2020:4515
https://access.redhat.com/errata/RHBA-2020:4515
https://access.redhat.com/errata/RHBA-2020:4513
https://access.redhat.com/errata/RHBA-2020:4513
https://access.redhat.com/errata/RHBA-2020:4512
https://access.redhat.com/errata/RHBA-2020:4512
https://access.redhat.com/errata/RHBA-2020:4509
https://access.redhat.com/errata/RHBA-2020:4509
https://access.redhat.com/errata/RHBA-2020:4504
https://access.redhat.com/errata/RHBA-2020:4504
https://access.redhat.com/errata/RHBA-2020:4502
https://access.redhat.com/errata/RHBA-2020:4502
https://access.redhat.com/errata/RHBA-2020:4501
https://access.redhat.com/errata/RHBA-2020:4501
https://access.redhat.com/errata/RHBA-2020:4499
https://access.redhat.com/errata/RHBA-2020:4499
https://access.redhat.com/errata/RHBA-2020:4498
https://access.redhat.com/errata/RHBA-2020:4498
https://access.redhat.com/errata/RHBA-2020:4495
https://access.redhat.com/errata/RHBA-2020:4495
https://access.redhat.com/errata/RHBA-2020:4494
https://access.redhat.com/errata/RHBA-2020:4494
https://access.redhat.com/errata/RHBA-2020:4493
https://access.redhat.com/errata/RHBA-2020:4493
https://access.redhat.com/errata/RHBA-2020:4488
https://access.redhat.com/errata/RHBA-2020:4488
https://access.redhat.com/errata/RHBA-2020:4486
https://access.redhat.com/errata/RHBA-2020:4486
https://access.redhat.com/errata/RHBA-2020:4485
https://access.redhat.com/errata/RHBA-2020:4485
https://access.redhat.com/errata/RHBA-2020:4478
https://access.redhat.com/errata/RHBA-2020:4478
https://access.redhat.com/errata/RHBA-2020:4477
https://access.redhat.com/errata/RHBA-2020:4477
https://access.redhat.com/errata/RHBA-2020:4473
https://access.redhat.com/errata/RHBA-2020:4473
https://access.redhat.com/errata/RHBA-2020:4467
https://access.redhat.com/errata/RHBA-2020:4467

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-11-
03

2020-10-
27

2020-10-
27

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-

2020:4466

RHBA-

2020:4463

RHBA-

2020:4462

RHBA-

2020:4461

RHBA-

2020:4460

RHBA-

2020:4459

RHBA-

2020:4458

RHBA-

2020:4457

RHBA-

2020:4455

RHBA-

2020:4454

RHBA-

2020:4449

RHBA-

2020:4447

RHBA-

2020:4446

RHBA-

2020:4439

RHBA-

2020:4438

RHBA-

2020:4437

RHBA-

2020:4435

RHBA-

2020:4434

RHBA-

2020:4376

RHBA-

2020:4355

pam bug fix and enhancement update

initscripts bug fix and enhancement update

kexec-tools bug fix and enhancement

update

firewalld bug fix and enhancement update

subscription-manager bug fix and

enhancement update

procps-ng bug fix and enhancement update
setup bug fix and enhancement update
openldap bug fix and enhancement update
chkconfig bug fix and enhancement update
coreutils bug fix and enhancement update
dbus bug fix and enhancement update

Iz4 bug fix and enhancement update
gssproxy bug fix and enhancement update
openssh bug fix and enhancement update

ledmon bug fix and enhancement update

python-setuptools bug fix and

enhancement update

abrt bug fix and enhancement update
net-tools bug fix and enhancement update

nftables bug fix update

selinux-policy bug fix and enhancement

update
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tzdata enhancement update

Important: kernel security and bug fix
update

tzdata enhancement update

Important: virt:rhel security update
Important: httpd:2.4 security update
Important: librepo security update
Moderate: libcroco security update
libpg bug fix and enhancement update
dnf-plugins-core bug fix update

zlib bug fix and enhancement update

libteam bug fix and enhancement update

selinux-policy bug fix and enhancement
update

bind bug fix and enhancement update
kernel bug fix update

sos bug fix and enhancement update

initscripts bug fix and enhancement update

subscription-manager bug fix and
enhancement update

device-mapper-multipath bug fix and
enhancement update

device-mapper-multipath bug fix and
enhancement update

ca-certificates bug fix and enhancement
update
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22

security
bugfix
security
security
security
security
security
security
enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
enhancement
security

security

RHSA-

2020:3280

RHBA-

2020:3262
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RHSA-
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2020:2637

Moderate: nss and nspr security, bug fix,
and enhancement update

shim bug fix and enhancement update

Moderate: kernel security and bug fix
update

Moderate: grub2 security update

Moderate: container-tools:rhel8 security,
bug fix, and enhancement update

Important: dbus security update

Moderate: NetworkManager security and
bug fix update

Important: kernel security, bug fix, and
enhancement update

open-vm-tools bug fix and enhancement
update

selinux-policy bug fix and enhancement
update

iptables bug fix and enhancement update
net-snmp bug fix and enhancement update
yum bug fix and enhancement update
grub2 bug fix and enhancement update
systemd bug fix and enhancement update
Important: virt:rhel security update

Important: nghttp2 security update

microcode_ctl bug fix and enhancement
update

Important: grafana security update

Important: gnutls security update

v4.14,v4.15,CB7.1.0
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bugfix
bugfix
bugfix
bugfix
bugfix
security
security
bugfix
security
security
security
security
security
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bugfix
security
security
security
security

security

RHBA-

2020:2469

RHBA-

2020:2467

RHBA-

2020:2466

RHBA-

2020:2465

RHBA-

2020:2464

RHSA-

2020:2431

RHSA-

2020:2427

RHBA-

2020:2456

RHSA-

2020:2416

RHSA-

2020:2338

RHSA-

2020:2102

RHSA-

2020:2070

RHSA-

2020:1998

RHSA-

2020:1980

RHBA-

2020:1982
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RHSA-

2020:1880

RHSA-

2020:1878

sos bug fix and enhancement update

selinux-policy bug fix and enhancement

update

subscription-manager bug fix and

enhancement update

coreutils bug fix and enhancement update

initscripts bug fix and enhancement update

Moderate: microcode_ctl security, bug fix
and enhancement update

Important: kernel security and bug fix

update

container-tools:rhel8 bug fix update
Important: unbound security update

Important: bind security update

Important: kernel security and bug fix

update

Important: libreswan security update
Moderate: gnutls security update
Important: git security update

tzdata enhancement update

Important: container-tools:rhel8 security

update

Moderate: python-pip security update

Moderate: e2fsprogs security, bug fix, and

enhancement update

Moderate: ibus and glib2 security and bug

fix update

Moderate: samba security, bug fix, and

enhancement update

v4.14,v4.15,CB7.1.0
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Moderate: gcc security and bug fix update

Moderate: bind security, bug fix, and

enhancement update

Moderate: openssl security and bug fix

update

Low: glibc security, bug fix, and

enhancement update

Moderate: libxml2 security update

Moderate: sqlite security and bug fix

update

Moderate: sudo security, bug fix, and

enhancement update

Low: binutils security and bug fix update

Moderate: systemd security, bug fix, and

enhancement update

Moderate: curl security update

Low: unzip security update

Important: kernel security, bug fix, and

enhancement update

Moderate: GNOME security, bug fix, and

enhancement update

Low: cups security and bug fix update

Moderate: python3 security and bug fix

update

Moderate: unbound security update

Moderate: rsyslog security, bug fix, and

enhancement update

Moderate: libtiff security update

Low: libmspack security and bug fix

update

Moderate: gt5 security, bug fix, and

enhancement update
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2or00Y ecurity  SDEE mﬂgﬁrcit;:e%rtalﬁgztséecurity, bug fix, and .4 14.v4.15,CB7.1.0
2320_04' security %60 4 |Low: tcpdump security update v4.14,v4.15,CB7.1.0
5220'04' enhancement 5(?2%?905 mcelog bug fix and enhancement update  v4.14,v4.15,CB7.1.0
5320'04' enhancement 5(;_'2%'6‘1900 sos bug fix and enhancement update v4.14,v4.15,CB7.1.0
§g20_04' enhancement 2R(|)_.|25A1889 iptables bug fix and enhancement update  v4.14,v4.15,CB7.1.0
2220_04' enhancement 5&2%?886 setools bug fix and enhancement update  'v4.14,v4.15,CB7.1.0
§g20'04' enhancement 5(?2%61\881 Ivm2 bug fix and enhancement update v4.14,v4.15,CB7.1.0
5320'04' enhancement 5(;_'2%'6‘1872 elfutils bug fix and enhancement update  |v4.14,v4.15,CB7.1.0
3320'04' enhancement 2R(|)_.|2%Al\865 rdma bug fix and enhancement update v4.14,v4.15,CB7.1.0
§g20-04- enhancement 2R(I)_.|2%Al\861 libtalloc bug fix and enhancement update  v4.14,v4.15,CB7.1.0
§g20'04' enhancement 2R(;42%Al\836 firewalld bug fix and enhancement update v4.14,v4.15,CB7.1.0
5320'04' enhancement 2R(;_|2%A1835 rpm bug fix and enhancement update v4.14,v4.15,CB7.1.0
3220-04- enhancement 2R(;_.|2§Al\831 :Jiggzganage bug fix and enhancement v4.14.v4.15,CB7.1.0
3220'04' enhancement 2R(;_.|2§A1\8O8 libndp bug fix and enhancement update v4.14,v4.15,CB7.1.0
5220-04- enhancement 2R(I)_|2§Al\790 :js(r;;?gulemd bug fix and enhancement v4.14.v4.15 CB7.1.0
§g20-04- enhancement %74 nftables bug fix and enhancement update  v4.14,v4.15,CB7.1.0
3220-04' enhancement 2R(;_.|2§Al\767 flatpak bug fix and enhancement update  v4.14,v4.15,CB7.1.0
5220-04' enhancement 2R(;_.|2%Al\763 libnftnl bug fix and enhancement update  v4.14,v4.15,CB7.1.0
2020-04- enhancement RHEA- microcode_ctl bug fix and enhancement v4.14.v4.15 CB7.1.0

28 2020:1761 |update
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2020-04- RHEA- fprintd and libfprint bug fix and

28 enhancement 2020:1671 |enhancement update v4.14,v4.15,CB7.1.0
2220_04' enhancement 2RO|;EA1\652 systemtap bug fix and enhancement update v4.14,v4.15,CB7.1.0
2320_04' enhancement ZR:ZEAlG 42 ipmitool bug fix and enhancement update v4.14,v4.15,CB7.1.0
5220'04' enhancement 2R(;_|2%A1\6 41 |alsa-lib bug fix and enhancement update  v4.14,v4.15,CB7.1.0
5320'04' enhancement 5(;_'2%'6‘1612 sscg bug fix and enhancement update v4.14,v4.15,CB7.1.0
§g20-04- enhancement 2R(|)_.|2%A1611 an%l;ttgtack bug fix and enhancement v4.14.v4.15,CB7.1.0
§g20-04- enhancement 2R(|)_.|2%A1588 lcj)ggg;;/m-tools bug fix and enhancement v4.14.v4.15 CB7.1.0
§g20'04' enhancement 5(;_'2%'61‘587 virt:rhel bug fix and enhancement update  |v4.14,v4.15,CB7.1.0
5320'04' enhancement 5(;_'2%'6‘1585 httpd:2.4 bug fix and enhancement update v4.14,v4.15,CB7.1.0
3320-04- bugfix %25 systemd bug fix and enhancement update |v4.14,v4.15,CB7.1.0
5220-04- bugfix ?(;42%?924 Zt;lér;l::-policy bug fix and enhancement V4.14.v4.15,CB7.1.0
5320'04' bugfix %17 libreport bug fix and enhancement update v4.14,v4.15,CB7.1.0
3220'04' bugfix 2RO|;—I(?)):AI\;)14 openldap bug fix and enhancement update v4.14,v4.15,CB7.1.0
3320'04' bugfix 2RO|;—I(?)):AI\;)11 make bug fix and enhancement update v4.14,v4.15,CB7.1.0
5220'04' bugfix %10 cifs-utils bug fix and enhancement update v4.14,v4.15,CB7.1.0
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gnutls bug fix and enhancement update

net-snmp bug fix and enhancement update

postfix bug fix and enhancement update

libcap-ng bug fix and enhancement update

audit bug fix and enhancement update

crypto-policies bug fix and enhancement
update

libteam bug fix and enhancement update

gssproxy bug fix and enhancement update

libstoragemgmt bug fix and enhancement
update

rsync bug fix and enhancement update

initscripts bug fix and enhancement update
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dmidecode bug fix and enhancement
update
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update
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iproute bug fix and enhancement update
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2020-04- RHBA- ModemManager bug fix and enhancement

08 bugfix 2020:1781 update v4.14,v4.15,CB7.1.0
2220_04' bugfix 2RO|;|3Al\780 pam bug fix and enhancement update v4.14,v4.15,CB7.1.0
2220-04- bugfix 2ROI-£_I(3)»:A1-779 Bg:ji;:écoreutils bug fix and enhancement v4.14.v4.15 CB7.1.0
5220'04' bugfix %76 libcap bug fix and enhancement update ~ v4.14,v4.15,CB7.1.0
5320-04- bugfix 5(;_'22'61‘775 krb5 bug fix and enhancement update v4.14,v4.15,CB7.1.0
§g20-04- bugfix 2Ro|;—|?);A1_773 E%I(ijr;ltjg-policy bug fix and enhancement V4.14.v4.15,CB7.1.0
2320‘04' bugfix ZR(;I(‘;"???Z file bug fix and enhancement update v4.14,v4.15,CB7.1.0
§g20'04' bugfix %71 zlib bug fix and enhancement update v4.14,v4.15,CB7.1.0
5320'04' bugfix %70 setup bug fix and enhancement update v4.14,v4.15,CB7.1.0
3320'04' bugfix ZROI_;—IS:'?_?% ipcalc bug fix and enhancement update v4.14,v4.15,CB7.1.0
3320-04- bugfix ZRC)I_;—I?):Al_?GZ rng-tools bug fix and enhancement update v4.14,v4.15,CB7.1.0
5320'04' bugfix 2R(;_|2I(3))Al\760 dracut bug fix and enhancement update v4.14,v4.15,CB7.1.0
5320'04' bugfix %59 newt bug fix and enhancement update v4.14,v4.15,CB7.1.0
3220-04- bugfix ZROI-;_I(?;:AI\-?58 Lepddr;zilé-release bug fix and enhancement v4.14.v4.15,CB7.1.0
3220-04- bugfix ZROI-;_I(?)):AI\-MO :Ji:))g;?;(minddb bug fix and enhancement v4.14.v4.15,CB7.1.0
5220-04- bugfix %39 Ln;(;gthets-client bug fix and enhancement V4.14.v4.15,CB7.1.0
3220'04' bugfix 2RO|;—I(?)):AI\-722 plymouth bug fix and enhancement update v4.14,v4.15,CB7.1.0
2320'04' bugfix %20 fribidi bug fix and enhancement update ~ v4.14,v4.15,CB7.1.0
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07
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
bugfix
bugfix

bugfix
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2020:1699
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2020:1673
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2020:1560
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2020:1375

libblockdev bug fix and enhancement
update

libbytesize bug fix and enhancement
update

vsftpd bug fix and enhancement update

perl-10-Socket-SSL bug fix and
enhancement update

tigervnc bug fix and enhancement update
hyperv-daemons bug fix update

nss bug fix and enhancement update

xorg X11 server and driver bug fix and
enhancement update

openscap bug fix and enhancement update

python-rpm-macros bug fix and
enhancement update

scap-security-guide bug fix and
enhancement update

tigervnc bugfix and enhancement update
Important: git security update

Moderate: tigervnc security update

Important: container-tools:rhel8 security
and bug fix update

Moderate: kernel security and bug fix
update

Important: virt:rhel security and bug fix
update

sssd bug fix and enhancement update

net-snmp bug fix and enhancement update

openssl bug fix and enhancement update
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
security
security
enhancement
bugfix

bugfix
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2020:1373
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2020:1370

RHBA-

2020:1368
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2020:1365
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2020:1359

RHSA-

2020:0981

RHSA-

2020:0903

RHSA-

2020:0902

RHSA-

2020:0575

RHSA-

2020:0487

RHSA-

2020:0348

RHSA-

2020:0339

RHSA-

2020:0335

RHEA-

2020:0343

RHBA-

2020:0347

RHBA-

2020:0341

systemd bug fix and enhancement update

kmod-kvdo bug fix and enhancement
update

binutils bug fix and enhancement update
nftables bug fix and enhancement update
firewalld bug fix and enhancement update
coreutils bug fix update

rpm bug fix update

kexec-tools bug fix and enhancement
update

insights-client bug fix and enhancement
update

Important: ipmitool security update
Important: zsh security update

Important: icu security update

Important: systemd security and bug fix
update

Important: sudo security update

Important: container-tools:rhel8 security,
bug fix, and enhancement update

Important: kernel security and bug fix
update

Moderate: grub2 security update

libpg bug fix and enhancement update

perl-DBD-Pg:3.7 bug fix and enhancement
update

openldap bug fix update
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17

2019-12-
17
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17

2019-12-
17

2019-12-
17
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
bugfix
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-

2020:0340

RHBA-

2020:0338

RHBA-

2020:0337

RHBA-

2020:0336

RHBA-

2020:0334

RHBA-

2020:0333

RHBA-

2020:0332

RHSA-

2020:0279

RHSA-

2020:0273

RHSA-

2020:0271

RHBA-

2020:0247

RHSA-

2019:4361

RHSA-

2019:4356

RHSA-

2019:4269

RHBA-

2019:4282

RHBA-

2019:4280

RHBA-

2019:4279

RHBA-

2019:4278

RHBA-

2019:4277

RHBA-

2019:4276

openssh bug fix update

binutils bug fix update

tuned bug fix update

glibc bug fix update
policycoreutils bug fix update
systemd bug fix update

tigervnc bug fix update

Moderate: virt:rhel security update
Important: sqglite security update
Important: libarchive security update
net-snmp bug fix update
Important: fribidi security update

Important: git security update

Important: container-tools:rhel8 security
and bug fix update

kernel bug fix update
kexec-tools bug fix update
NetworkManager bug fix update
sos bug fix update

dracut bug fix update

systemd bug fix update
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05

2019-11-
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05

bugfix
bugfix
bugfix
bugfix
bugfix
enhancement
security
security
security
enhancement
enhancement
bugfix
bugfix
security
security
security
security
security
security

security

RHBA-

2019:4274

RHBA-

2019:4272

RHBA-

2019:4271

RHBA-

2019:4270

RHBA-

2019:4244

RHEA-

2019:4194

RHSA-

2019:4114

RHSA-

2019:3871

RHSA-

2019:3832

RHEA-

2019:3845

RHEA-

2019:3779

RHBA-

2019:3778

RHBA-

2019:3737

RHSA-

2019:3707

RHSA-

2019:3706

RHSA-

2019:3705

RHSA-

2019:3702

RHSA-

2019:3701

RHSA-

2019:3700

RHSA-

2019:3698

virt:rhel bug fix update

wget bugfix update

mesa bug fix update
open-vm-tools bug fix update

setup bug fix update

microcode_ctl bug fix and enhancement
update

Important: nss security update
Important: kernel security update

Important: kernel security update

microcode_ctl bug fix and enhancement
update

ca-certificates enhancement update
hwdata bug fix update

sos bug fix update

Moderate: dbus security update
Moderate: lua security and bug fix update

Moderate: libjpeg-turbo security update

Moderate: openssh security, bug fix, and
enhancement update

Moderate: curl security and bug fix update

Low: openssl security, bug fix, and
enhancement update

Moderate: libarchive security and bug fix
update
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Important: sudo security update

Low: sssd security, bug fix, and
enhancement update

Low: gettext security update

Moderate: libseccomp security, bug fix,
and enhancement update

Moderate: gnutls security, bug fix, and
enhancement update

Moderate: systemd security, bug fix, and
enhancement update

Moderate: python-urllib3 security update

Moderate: yum security, bug fix, and
enhancement update

Moderate: samba security, bug fix, and
enhancement update

Low: elfutils security, bug fix, and
enhancement update

Low: GNOME security, bug fix, and
enhancement update

Low: bind security and bug fix update

Moderate: glib2 security, bug fix, and
enhancement update

Moderate: dhcp security and bug fix
update

Moderate: python3 security and bug fix
update

Important: kernel security, bug fix, and
enhancement update

Moderate: glibc security, bug fix, and
enhancement update

Moderate: httpd:2.4 security and bug fix
update

Moderate: libtiff security update

Important: container-tools:rhel8 security,
bug fix, and enhancement update
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Low: libreswan security and bug fix
update

Low: virt:rhel security, bug fix, and
enhancement update

microcode_ctl bug fix and enhancement
update

nftables bug fix and enhancement update
sos bug fix and enhancement update
firewalld bug fix and enhancement update
libaio bug fix and enhancement update
iproute bug fix and enhancement update
chrony bug fix and enhancement update

rdma bug fix and enhancement update

libmodulemd bug fix and enhancement
update

iptables bug fix and enhancement update

microcode_ctl bug fix and enhancement
update

libldb bug fix and enhancement update
ledmon bug fix and enhancement update
libtdb bug fix and enhancement update
libtevent bug fix and enhancement update
libtalloc bug fix and enhancement update
libcap bug fix and enhancement update

ethtool bug fix and enhancement update
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bugfix
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bugfix
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aide bug fix and enhancement update

perl-Net-SSLeay and perl-10-Socket-SSL
bug fix and enhancement update

grafana bug fix and enhancement update
alsa-lib bug fix and enhancement update
Imdb bug fix and enhancement update
rsyslog bug fix and enhancement update
systemtap bug fix and enhancement update

libmodulemd bug fix update

yum bug fix update

python-requests bug fix update

samba bug fix update

sos bug fix update

Oday SEL.inux fix for Insights Client
parted bug fix and enhancement update

mcelog bug fix and enhancement update

squashfs-tools bug fix and enhancement

update

openldap bug fix and enhancement update

postfix bug fix and enhancement update

irgbalance bug fix and enhancement

update

rpcbind bug fix and enhancement update
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mtr bug fix and enhancement update
libtirpc bug fix and enhancement update
libndp bug fix and enhancement update
libreport bug fix and enhancement update
iputils bug fix and enhancement update
polkit bug fix and enhancement update

libpcap bug fix and enhancement update

python-setuptools bug fix and
enhancement update

libssh bug fix and enhancement update

redhat-logos bug fix and enhancement
update

numactl bug fix and enhancement update
Ivm2 bug fix and enhancement update
libuser bug fix and enhancement update

libffi bug fix and enhancement update

cyrus-sasl bug fix and enhancement update

adcli bug fix and enhancement update

vim bug fix and enhancement update

authselect bug fix and enhancement update

gmp bug fix and enhancement update

crypto-policies bug fix and enhancement
update
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strace bug fix and enhancement update
kpatch bug fix and enhancement update
trousers bug fix and enhancement update
blktrace bug fix and enhancement update
tuned bug fix and enhancement update

mdadm bug fix and enhancement update

libstoragemgmt bug fix and enhancement
update

xfsprogs bug fix and enhancement update

python-schedutils bug fix and
enhancement update

python-linux-procfs bug fix and
enhancement update

NetworkManager bug fix and
enhancement update

audit bug fix and enhancement update
libidn2 bug fix and enhancement update

shim bug fix and enhancement update

shadowe-utils bug fix and enhancement
update

cups bug fix and enhancement update

dbus-python bug fix and enhancement
update

libdb bug fix and enhancement update

initscripts bug fix and enhancement update

device-mapper-persistent-data bug fix and

enhancement update
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libgcrypt bug fix and enhancement update
dracut bug fix and enhancement update
util-linux bug fix and enhancement update
sg3_utils bug fix and enhancement update
iprutils bug fix and enhancement update
sudo bug fix and enhancement update
hwdata bug fix and enhancement update
cronie bug fix and enhancement update
bash bug fix and enhancement update

ipset bug fix and enhancement update

ModemManager bug fix and enhancement

update

python-pip bug fix and enhancement

update

grub2 bug fix and enhancement update
grubby bug fix and enhancement update
rpm bug fix and enhancement update
e2fsprogs bug fix and enhancement update
icu bug fix and enhancement update

nfs-utils bug fix and enhancement update

device-mapper-multipath bug fix and

enhancement update

setools bug fix and enhancement update
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net-snmp bug fix and enhancement update

cryptsetup bug fix and enhancement
update

Im_sensors bug fix and enhancement
update

gcc bug fix and enhancement update

gzip bug fix and enhancement update

subscription-manager bug fix and
enhancement update

libteam bug fix and enhancement update
Ishw bug fix and enhancement update

vdo bug fix and enhancement update

selinux-policy bug fix and enhancement
update

perl-Socket bug fix and enhancement
update

rsync bug fix and enhancement update

redhat-release bug fix and enhancement
update

python-dmidecode bug fix and
enhancement update

dmidecode bug fix and enhancement
update

kexec-tools bug fix and enhancement
update

checkpolicy bug fix and enhancement
update

policycoreutils bug fix and enhancement
update

libsemanage bug fix and enhancement
update
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libselinux bug fix and enhancement update v4.14,v4.15,CB7.1.0
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kmod bug fix and enhancement update

libsepol bug fix and enhancement update

perl-Math-BiglInt bug fix and enhancement

update

linux-firmware bug fix and enhancement

update

ima-evm-utils bug fix and enhancement

update

irgbalance bug fix and enhancement

update

krb5 bug fix and enhancement update
gssproxy bug fix and enhancement update

binutils bug fix and enhancement update

volume_key bug fix and enhancement

update

nss bug fix and enhancement update

Idns bug fix and enhancement update
tigervnc bug fix and enhancement update
satellite-5-client module update

udisks2 bug fix and enhancement update

scap-security-guide bug fix and

enhancement update

openscap bug fix and enhancement update

git bug fix and enhancement update

libblockdev bug fix and enhancement

update

X libraries bug fix and enhancement

update
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man-pages-overrides bug fix and
enhancement update

open-vm-tools bug fix update

redhat-rpm-config bug fix and
enhancement update

mesa and DRM bug fix and enhancement
update

libblockdev bug fix and enhancement
update

perl:5.24 bug fix and enhancement update
nmap bug fix and enhancement update
dracut bug fix update

Important: httpd:2.4 security update
tzdata enhancement update

Important: kernel security update

Important: kernel security and bug fix
update

Bug fixes for Red Hat Insights client
container-tools:rhel8 bug fix update
virt:rhel bug fix update

grub2 bug fix update

nfs-utils bug fix update

sudo bug fix update

rpm bug fix update

initscripts bug fix update
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bugfix
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

security
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bash bug fix update

net-snmp bug fix update

kmod-kvdo bug fix update

nfs-utils bug fix update

selinux-policy bug fix update

Important: nghttp2 security update
Important: pango security update
Important: subversion:1.10 security update

Important: kernel security update

Important: kernel security, bug fix, and
enhancement update

Moderate: nss and nspr security, bug fix,
and enhancement update

kmod-kvdo bug fix update

sos bug fix update

rpm bug fix update

python3 bug fix update
container-tools:rhel8 bug fix update

satellite-5-client module update

device-mapper-multipath bug fix and
enhancement update

tzdata enhancement update

Important: bind security update
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security
enhancement
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
enhancement
security
security
security
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security
security
security

security

RHSA-
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Important: vim security update

microcode_ctl bug fix and enhancement

update

Important: virt:rhel security update
sos bug fix update

iptables bug fix update
selinux-policy bug fix update
net-snmp bug fix update

systemd bug fix update

setup bug fix update

virt:rhel bug fix update

Important: kernel security and bug fix
update

microcode_ctl enhancement update
Important: virt:rhel security update

Important: virt:rhel security update

Important: kernel security and bug fix
update

microcode_ctl enhancement update
Important: bind security update

Important: python3 security update

Moderate: systemd security and bug fix

update

Important: wget security update
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Important: httpd:2.4 security update

Important: container-tools:rhel8 security
and bug fix update

shim bug fix update

kmod bug fix update

nfs-utils bug fix update

libdnf bug fix update

tzdata bug fix and enhancement update
pl1-kit bug fix update

sssd bug fix update

vdo bug fix update

glibc bug fix and enhancement update

mesa bug fix update
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